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Preface

Formal methods for development of computer systems have been extensively
studied over the years. A range of semantic theories, specification languages,
design techniques, and verification methods and tools have been developed and
applied to the construction of programs used in critical applications. The chal-
lenge now is to scale up formal methods and integrate them into engineering de-
velopment processes for the correct and efficient construction and maintenance
of computer systems in general. This requires us to improve the state of the art
on approaches and techniques for integration of formal methods into industrial
engineering practice, including new and emerging practice.

The now long-established series of International Conferences on Formal En-
gineering Methods brings together those interested in the application of formal
engineering methods to computer systems. Researchers and practitioners, from
industry, academia, and government, are encouraged to attend and to help ad-
vance the state of the art. This volume contains the papers presented at I[CFEM
2009, the 11th International Conference on Formal Engineering Methods, held
during December 9-11, in Rio de Janeiro, Brazil.

There was a record 121 submissions by authors from 36 countries all around
the world. Each submission was reviewed by at least three, and on the average
four, Programme Committee members. After extensive discussions, they decided
to accept 36 papers. The programme also included two invited talks by Manfred
Broy, from the Technische Universitdt Miinchen, Germany, and Augusto Sam-
paio, from the Universidade Federal de Pernambuco, Brazil. Their invited papers
are also included here. This year, authors of a selection of the accepted papers
were invited to submit an extended version of their work to a special issue of
the Science of Computer Programming journal.

ICFEM 2009 was organized jointly by the Pontificia Universidade Catdlica
do Rio de Janeiro, the University of York, and the Instituto Militar de Engen-
haria. EasyChair was used to manage the submissions, the reviewing, and the
proceedings production. We thank the EasyChair team for a very good tool.

We are grateful to all members of the Programme and Organizing Commit-
tees, and to all referees for their hard work. The support and encouragement of
the Steering Committee were invaluable assets.

Finally, we would like to thank all the authors of the invited and submitted
papers, and all the participants of the conference. They are the main focus of
the whole event. We hope they enjoyed it.

December 2009 Karin Breitman
Ana Cavalcanti
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Seamless Model Driven Systems Engineering Based on
Formal Models

Manfred Broy

Institut fiir Informatik, Technische Universitit Miinchen
D-80290 Miinchen Germany
broy@in. tum.de
http://wwwbroy.informatik.tu-muenchen.de

Abstract. So-called formal methods have been advocated as techniques in
software and systems engineering to improve the correctness and reliability of
system and software development — in practice with limited success. In contrast,
modeling concepts have found high interest in the development of software in-
tensive systems in recent years in industry. Models are not necessary formal and
formal methods do not necessarily provide useful models. We discuss the role
of models and the advantages, in particular, of formal models in system devel-
opment with emphasis on their seamless use.

Keywords: Formal methods, models based development.

1 Motivation

Since more than four decades, extensive research in so-called “formal methods™ ac-
complished remarkable results and a rich body of knowledge. Nevertheless the trans-
fer to practice is slow — lagging behind the state of science and sometimes even not
making much progress.

Certainly, there are many reasons why it is difficult to bring formal methods closer
to practice. Actually, to begin with, there are some misconceptions about the term
“formal methods”. Already, the understanding of the concept of a “method” is not so
trivial. The answer to the question what it means that a method is formal is even less
obvious. A lot of the work done under the heading “formal methods” is actually not
on methods at all, but rather contributes to a formalization and foundation of struc-
tures and concepts useful in software and systems engineering.

It is quite clear that people in practice are not prepared to apply formal methods
without a clear idea what their advantages are, actually. It is obvious, however, that
the state of practise in systems and software engineering is not satisfactory. In fact,
there are a lot of projects in systems and software engineering getting into troubles.
Typical troubles are that projects run out of budget or they do not deliver in time.
Moreover, the quality of software products is often not sufficient. It is noteworthy,
however, that functional correctness is only one concern among the many problems
software projects have to solve. Therefore, it is not surprising that as long as formal
methods, advocated as a silver bullet, however, only addressing correctness, they will
not be accepted.

K. Breitman and A. Cavalcanti (Eds.): ICFEM 2009, LNCS 5885, pp. 1 20009.
© Springer-Verlag Berlin Heidelberg 2009



2 M. Broy

We suggest a more holistic view onto software and systems engineering. Holistic
means to keep all the different factors in mind that may influence the project results
developing engineering techniques that definitely improve the processes and the re-
sulting products.

In the following we restrict our considerations to technical aspects of development
in contrast to management issues. Of course, a lot of the problems in software and
systems engineering do not come from the software engineering techniques but rather
from problems in project management as pointed out by Fred Brooks (see [2]). His
book, “The Mythical Man-Month”, reflects experience in managing the development
of OS/360 in 1964-65. Its central arguments are that large projects suffer from man-
agement problems different in kind than small ones, due to division in labor and their
critical need is the preservation of the conceptual integrity of the product itself. His
central conclusions are that the conceptual integrity can be achieved throughout by
chief architects and implementation is achieved through well-managed effort.
Brooks’s famous law says that adding personnel to a late project makes it later. We do
not discuss problems in project management in the following text. However, we want
to keep in mind that development techniques cannot be separated completely from
project management issues. Therefore, when aiming at integrating formal methods
and modelling approaches into processes of software development, the outcome has
to improve and to fit to software management issues as well.

A topic closely related to that is the question what the decisive success factors for
software and systems engineering technologies are. What we observe today is the
enormous size and increase in complexity of systems we have to deal with. So, one
major goal in development is a reduction of complexity and a scaling up of methods
to the size of the software today. Moreover, we have to accept that technologies have
to be cost effective. Techniques that contribute to the quality of the product but do not
prove to be affordable are not helpful in practise.

2 Engineering Software Intensive Systems

Engineering is ... the systematic application of scientific principles and methods to
the efficient and effective construction of useful structures and machines. Engineering
of software intensive systems is still a challenge — but what are the reasons? In spite
of the many and famous stories about software bugs, it is not just the problem to get
software bug-free.

Applying modeling techniques and formal methods are not primary goals in engi-
neering. The main goal is to improve our abilities to manage the development of
software intensive systems. Primary goals of engineering software intensive systems
are suitable quality, low evolution costs and timely delivery.

Formal methods basically claim that they can improve the correctness of software.
Formal methods provide support in following areas of development:

e formal specification
e formal development rules and
e verification of software.
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Sometimes an argument against formal method is that they are not powerful enough
to deal with real life systems. This is actually not true! Within the project Verisoft
(see [1]) we have demonstrated that software of the size and of complexity as we find
it in modern cars today can be formally specified and verified by applying computer-
based tools for modelling and interactive theorem proving. This constitutes a proof of
concept, that formal methods are powerful enough for today’s real life systems. How-
ever, we cannot say much about their cost effectiveness.

A second issue is that — at least for safety critical systems — the state of the art in
correctness is not so bad, in practise. The reliability of safety critical systems that we
are using today is surprisingly good. For instance, reliability of avionic software is not
worse than that achieved in the other involved engineering disciplines such as me-
chanical engineering and electrical engineering. Therefore, a real need to improve our
technologies with respect to improving correctness and verification is perhaps not the
most pressing goal. However, the reliability of the systems we develop today is
achieved by enormous costs. Some expenses go into the redundancy of the systems,
while others go into expensive certification processes.

A third issue is that the key problem in software and systems engineering is not
just correctness and verification, it is even more the validity of the requirements as
they were captured and formulated. This is underlined in the new ISO 26262 (see [6]),
on functional safety for software in vehicles, which rightly points out that safety does
not just address correctness but has to tackle validity of requirements and their cor-
rectness as well.

2.1 Engineering and Modeling Based on First Principles

To make sure that methods are helpful in engineering and really do address key is-
sues, it is advisable to base methods on principles and strategic goals. These princi-
ples are a condensed form of the experiences gained in engineering software intensive
systems over the years. In the following we list a number of principles and then dis-
cuss to what extent these principles can be backed up by formal methods.

One of the simple insights in software and systems engineering is, of course, that
not only the way artefacts are described and also not just the methods that are applied
are most significant for the quality of the development outcome. What is needed is a
deep understanding of the engineering issues taking into account all kinds of not ex-
plicitly stated quality requirements. Here formal methods, at least at the state they are
today, cannot help a lot. As engineers, we are interested to be sure that our systems
are safe with a high probability and address the user needs in a valid way and that
during their lifecycle they can be adapted to the requirements to come in the future. In
particular, legacy software is one of the nightmares of software engineering and it is
completely unclear to what extend formal methods can help here.

The discipline of systems and software engineering has gathered a large amount of
development principles and rules of best practice. Examples are principles like:

Separation of Concerns

Stepwise refinement

Modularity and Compositionality
Decomposition

Abstraction
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Rigor and formality
Generality

Mitigation of risk
Anticipation of Change
Incremental Development
Standardized Patterns
Scalability

Which of these principles can be supported by formal methods? Certainly, formal

methods could contribute to the first five principles — but they have to be explicitly

taken care off when designing formal methods. Formal methods certainly can address

the principle of “rigor and formality”. The last five principles, however, are not ad-

dressed by formal methods, per se. They can support these principles, however.
Software Engineering “Maxims” say:

e Adding developers to a project will likely result in further delays and accu-
mulated costs.

e Basic tension of software engineering is in trade-offs like:

- Better, cheaper, faster — pick any two!

-  Functionality, scalability, performance — pick any two!
e The longer a fault exists in software

- the more costly it is to detect and correct,

—  the less likely it is to be properly corrected.

e Up to 70% of all faults detected in large-scale software projects are intro-
duced in requirements and design.

e Insufficient communication and transparency in the development team will
lead to project failure.

e Detecting the causes of those faults early may reduce their resulting costs by
a factor of 100 or more.

How can formal methods support these principles? Some do only address manage-
ment tasks. However, early fault prevention can definitely be supported by formal
methods.

2.2 From Principles to Methods, from Methods to Processes

Given principles, we may ask how to derive from principles methods and from meth-
ods development processes. First lets look at principles for which formal techniques
provide good support.

2.2.1 Key Steps in Software and Systems Engineering

In fact, looking at projects in practise we may identify the key activities in software
and systems engineering. When studying projects and their success factors on the
technical side, the latter prove to be always the same, namely, valid requirements,
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well worked out architectures addressing the needs of the application domain and an
appropriate mapping onto technical solutions. Quality assurance is essential, but only
a part of it is verification not to forget validation of the requirements.

Therefore, formal methods have to address directly the demands of requirements
engineering and of architectural design. If this can be achieved then we actually arrive
at formal methods that are useful and can help a lot.

An important issue that is not addressed enough in formal techniques is compre-
hensibility and understandability. Formal description techniques are precise, of
course. But the significant goal is reduction of complexity and ease of understanding
— this is why graphical description techniques are so popular! Engineers, users, stake-
holders have to understand the artefacts worked out during the development process.
Often understanding is even more important then formality. If a formal method pre-
cisely captures important properties, but if no engineer is able to understand it prop-
erly the way it is formulated then it is not useful in practice.

2.2.2 Requirements Engineering

Gathering requirements based on collecting, structuring, formalizing, specifying,
modeling are key activities. One of the big issues is, first of all, capturing and struc-
turing valid requirements. IEEE 830 1998 mentions following quality attributes of
requirements documentation:

correct

unambiguous

complete

consistent

ranked for importance/stability
verifiable

modifiable

traceable

For a good requirements engineering we do not necessarily need formality of methods
to begin with, since from the attributes listed above mainly consistency, unambiguity,
and verifiability are supported directly by formal methods.

2.2.3 Architecture Design

For the design of architecture at a logical level we use hierarchies of logical compo-
nents, on which a detailed design can be based. The difference between architecture
and detailed design [7] is expressed as follows:

e  Architecture is concerned with the selection of architectural elements, their
interactions, and the constraints on those elements and their interactions nec-
essary to provide a framework in which to satisfy the requirements and serve
as a basis for the design.

e Design is concerned with the modularization and detailed interfaces of the
design elements, their algorithms and procedures, and the data types needed
to support the architecture and to satisfy the requirements.
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A detailed design is mandatory for systematic module implementation and verifica-
tion and later system integration, which is the key step in system development, includ-
ing integration verification.

2.3 Functional Safety: The Example ISO DIS 26262

ISO 26262 is the adaptation of IEC 61508 to comply with needs in functional safety
specific to the application sector of E/E systems within road vehicles. It explicitly
addresses notions such as:

e functional safety: absence of unreasonable risk due to hazards caused by
malfunctioning behaviour of E/E systems

e functional safety concept: specification of the functional safety requirements,
with associated information, their assignment to architectural elements, and
their interaction necessary to achieve the safety goals

e functional safety requirement: specification of implementation-independent
safety behaviour, or implementation-independent safety measure, including
its safety-related attributes

ISO 26262 emphasises in a note that there is a difference between

e to perform a function as required (stronger definition, use-oriented) and
e to perform a function as specified, so a failure can result from an incorrect
specification.

This addresses the significance of valid specification and validation (“Get the re-
quirements right”) as a precondition for useful verification (“Show that the implemen-
tation fulfils the requirements”).

3 On Formal Engineering Methods

First of all, formalization is a general method in science. It has been created as a tech-
nique in mathematics and also in philosophical and mathematical logic with the gen-
eral aim to express propositions and to argue about them in a fully objective way. In
some sense it is the ultimate goal of science to deal with its themes in an absolutely
objective way.

Only in the last century, formal logic has entered into engineering. First of all,
logic has been turned into an engineering tool by the logic of switching circuits and
also by the logic of software systems. Secondly, the logical approaches help in devel-
oping software and digital hardware — after all code is a formal artefact.

3.1 Formalization as Scientific Method

Formalization is a general scientific method. It is, in particular, a helpful concept in
informatics. Informatics deals with very abstract concepts and notions, which are
captured by formalization. So, informatics has worked out a lot of formal notions
including concepts like, for instance, computability, computational complexity and so
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on. These are basic notions and should not be called formal methods. Formalization is
an indispensable scientific method for our discipline.

But what does it mean that something is formal? One difficulty is that the term
“formal” is used with different meanings. Generally, a formality is an established
procedure or set of specific behaviors. But this is not what we mean in software and
systems engineering if we call something formal.

The following concepts in informatics can be given the attribute formal

e languages (for specification, design, implementation)
e development steps and processes
e rules (calculi)

Predicate logic may provide the best basis to explain the term formal. Assuming that a
method requires a language that has a meaning and rules, we can classify the formal-
ity of a method as follows

e formal syntax,
e formal semantics (also called the modeling theory),
e formal transformation and deduction rules.

It is important not to confuse scientific work for the formalization of scientific con-
cepts with formal methods in systems and software engineering. Clear concepts that
are theoretically justified and produce a proper terminology are of high scientific
interest. In engineering, formality is not a goal per se, but rather a powerful mean to
achieve other goals.

3.2 About the Concept of a Method

A method defines “how to do or make something”.

A method is a very general term and has a flavour that it is a way to reach a par-
ticular goal, where the steps to reach that goal are very well defined such that skilled
people can perform them. Engineers therefore heavily use methods as ways to reach
their sub-goals in the development process.

3.2.1 What Is a Formal Method?

In informatics, formal methods are understood as mathematically-based techniques
for the functional specification, development and verification in the engineering of
software and hardware systems. The use of formal methods for software and hardware
design is motivated by the expectation that, as in other engineering disciplines, apply-
ing mathematical techniques can contribute to the correctness, reliability and robust-
ness of a design. However, the high cost of using formal methods means that they are
usually used only in the development of high-integrity systems, where safety or secu-
rity is important.

Some people say that “formal methods are best described as the application of a
fairly broad variety of theoretical computer science fundamentals, in particular logic
calculi, formal languages, automata theory, and program semantics, but also type
systems and algebraic data types to problems in software and hardware specification
and verification.” Formal engineering methods can be used at a number of levels:
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1. Formal specification may be the result of requirements engineering and then
a program developed from this informally.

2. Formal development and formal verification may be used to produce a pro-
gram in a more formal manner.

3. Theorem provers help to produce fully formal machine-checked proofs. This
can be very expensive and is only practically worthwhile if the cost of mis-
takes is extremely high (such as in critical parts of microprocessor design).

Further information on this is expanded below.

3.2.2 Why Formal Specification and Verification Is Not Enough
Formal development methods that just aim at formal specification and verification are
not sufficient for the real challenge to make software systems reliable and function-
ally safe such that they fulfil valid requirements of their costumers with expected
quality and are constructed in cost effective ways. Pure formalization and verification
can only prove a correct relationship between formal specifications and implementa-
tions but cannot prove that the systems meet valid requirements.

Therefore the project on the verifying compiler (see [5]) has an essential weakness
since it only addresses partial aspects of correctness but not validity.

3.2.3 The Importance of the Formalization of Engineering Concepts

Engineering concepts in systems and software development are complex and abstract.
Therefore they are difficult to define and to understand. We see a great potential for
formalization in the precise definition of terms and notions in engineering and in the
formal analysis of engineering techniques. We see a significant discrepancy between
a formal method and the scientific method of formalization.

3.2.4 The Role of Automation and Tools
Any methods used in the engineering of software systems are only helpful if they
scale up and are cost effective. This means they have to be supported to a great deal
by automation and by tools.

Here formal methods actually can offer something because any tool support re-
quires a sufficient amount of formalization. The better a method can be formalized the
better it can be supported by tools.

4 Seamless Model Based Development

Our goal should not be making sure that formal methods are applied — our goal should
be to make engineering more effective, more reliable and more efficient.

Model Based Engineering (MBE) is a software development methodology which
focuses on creating models, or abstractions, more close to some particular domain
concepts rather than programming, computing and algorithmic concepts. It is meant to
increase productivity by maximizing compatibility between systems, simplifying the
process of design, increasing automation, and promoting communication between
individuals and teams working on the system.
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4.1 What Is a Model?

A model is simply an appropriate abstraction for a particular purpose. This is of
course, a very general connotation of model. Having a closer look, models have to be
represented and communicated in order to be useful in software engineering. We
should keep in mind, however, that an appropriate “Gedankenmodell”, which
provides a particular way and abstraction of how to think about a problem is useful
for the engineer even without an explicit representation for communication. Using
Gedankenmodells means to think and argue about a system in a specific way.

We are interested not only in individual models but also in modelling concepts.
These are hopefully proven techniques to derive certain abstractions for specific pur-
poses. Here is an important point in modelling that goes beyond formal methods,
namely, that good modelling concepts provide useful patterns of engineering.

4.1.1 Modeling Requirements

Capturing and documenting requirements is one of the big challenges in the evolution
of software intensive systems. As well-known, we have to distinguish between func-
tional requirements and quality requirements. We concentrate in the following mainly
on functional requirements. Here modelling techniques help since we can describe the
functionality by using formal specification techniques.

A well worked out requirements techniques end up with a complete formal specifi-
cation of the interface behaviour of the system under construction. Since for many
systems the functionality is much too large to be captured in one monolithic specifica-
tion, specifications have to be structured. For instance, techniques are needed to struc-
ture the functionality of large multifunctional systems by hierarchies of sub-functions.
The system model, briefly introduced in the appendix, allows specifying the interface
behaviour of the sub-functions and at the same moment using modes to specify how
they are dependent and to capture the feature interactions. Done in full detail state-
machines with input and output capture the behaviour of the sub-services describing
the interactions and dependencies between the different sub-functionalities with the
help of modes. Such descriptions are worked-out starting from use-cases.

In the end we obtain a fully formalized high level functional specification of a sys-
tem structured into a number of sub-functions.

4.1.2 Architecture Modeling
A key task is the modelling of architectures. Having modelled the function hierarchy
as described above a next step is to design a logical component architecture capturing
the decomposition of the system into logical components, again in a hierarchical style.
However, logical component architectures provide completely different views in
contrast to function hierarchies derived in requirements engineering.

How are the two views related? The overall functionality described by the function
hierarchy has to be refined by the interface behaviour of the logical architecture.

4.1.3 From Requirements and Architecture to Implementation, Integration and
Verification

Having worked out a complete description of the requirements and the architecture

the further development steps are very much guided by the architecture. First of all,

the architecture model provides specifications of the components and modules. On
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this basis, we can do a completely independent implementation of components (fol-
lowing the principle of separation of concerns and modularity), say, in terms of state
machine models. From these state machine models we can generate code. Moreover,
we can even formally verify architectures before having worked out their implementa-
tion. Architectures with components described by state machines can be tested even
before implementation and from them we can generate test cases for integration tests.
Provided, the architecture is described and specified in detail, we can derive and ver-
ify from the architectural specification also properties of the overall functionality as
specified by the function hierarchy specification of the system.

Architecture design can be carried out rigorously formally. This is, of course, not
so easy for large systems. It is a notable property of formal methods whether they
scale and may be applied lightweight.

If early architecture verification is done accurately and if modules are verified
properly then during system integration we have not to be afraid of finding many new
bugs. Only if architecture verification and component verification are not done prop-
erly, significant bugs are discovered much too late during system integration, as it is
the case in practice today, if architectures are not verified and modules are not prop-
erly specified. Then module verification cannot be done properly; all problems of
systems show up only much too late up during system integration and verification.

4.2 Modeling Systems

Based on a comprehensive set of concepts for modeling systems — as shortly outlined
in the appendix — an integrated system description approach can be obtained.

4.2.1 The Significance of Terminology and Concepts

One of the big advantages of formal and mathematical techniques in software and
systems engineering is not just the possibility to increase automatic tool support, to
formalize and to write formal specifications and to do formal verifications. Perhaps,
equally important is to have clear notions and clear terminology. In many areas of
software and systems engineering terms are not properly chosen. Simple examples are
terms like “function” or “feature” or “service”, which are frequently used in software
and systems engineering without a proper definition. As a result the understanding
between the engineers is limited and a lot of time is wasted in confusing discussions.

4.2.2 An Integrated Model for System Specification and Implementation
A specified and implemented system is described by (for the used formal concepts see
appendix):

¢ an identifier k, the system name,
e an interface specification consisting of
- asyntactic interface description synif(k) = (I»O)
— an interface behavior specification specif(k) € IF[I»O]
e an implementation design dsgn(k) for the interface syntactic interface (I»O), be-
ing either
— an interpreted architecture dsgn(k) = A = (K, ),
— astate machine dsgn(k) = B = (A, A).
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We end up with a hierarchical system model that way, where systems are decomposed
into architectures with subsystems called their components that again can be
decomposed via architectures into subsystems until these are finally realized by state
machines. We assume that all identifiers in the hierarchy are unique. Then
hierarchical system with name k defines a set of subsystems subs(k).

Each subsystem as part of a specified and implemented system has its own specifi-
cation and implementation. A system has an implemented behavior by considering
only the implementation designs in the hierarchy and a specified behavior considering
only the interface specifications in the hierarchy.

A system k is called correct, if the interface abstraction of its implementation A =
dsgn(k) has an interface abstraction F, is a refinement of its interface specification
specif(k) = F:

F =>¢ Fa
On the basis of this formal system model we can classify faults. A system is called
fully correct, if all its sub-systems are correct. A system is called faulty, if some of its
subsystems are not correct. A system fault of a system implemented by some architec-
ture is called architecture fault, if the interface behavior of the specified architecture
is not a refinement of the interface specification of the system. A fault is called com-
ponent fault, if the implemented behavior of a subsystem is not a refinement of
the specified behavior. The distinction between architecture faults and component

faults is not possible in practice today due to insufficient architecture specification
(see [9]).

4.2.3 Modular System Design, Specification, and Implementation
It is essential to distinguish between

e the architectural design of a system and
e the implementation of the components of an architectural design.

An architectural design consists in the identification of components, their specifica-
tion and the way they interact and form the architecture.

X1 F1®F2 VA
_—> F] _12> F2 y2 >
Xl ‘ZZI . X2

Fig. 1. Composed System

The property of modularity of specification may be characterized as follows. Given
two system specifications, where T is a type (for simplicity, here all channels are of
the same type) and the P;( ... ) are the specifying assertions for systems F;, i = 1, 2:
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F; F,
in X1, 221 T in X2, Z12: T
oy, 2. T out y,, 7;: T
Pi(X1, Za15 Z12, Y1) Py(X2, Z12, 221, ¥2)

We get the specification of the composed system F;®F, as illustrated in Fig. 1:
F,®F,

in x,x:T

outy,y,: T

3215, 251 € Stream T: Py(Xy, Zo1, Z12, Y1) A Pa(Xa, 212, 221, ¥2)

The specifying assertion of F\®F, is constructed in a modular way from the specify-
ing assertions of its components by logical “and” and existential quantification for
streams denoted by the internal channels.

If the architectural design and the specification of the components is precise
enough then we are able to determine the result of the cooperation of the components
of the architectures, according to their specification, even without providing an im-
plementation. If the specifications are addressing behaviour of the components and
the design is modular, then the behaviour of the architecture can be derived from the
behaviour of its components and the way they are connected. In other words, in this
case an architecture has given a specification and a specified behaviour. This speci-
fied behaviour has to be put into relation with the requirements specification for the
system.

Having this in mind, we obtain two possibilities in making use of architecture de-
scriptions. First of all, architecture verification can be done, based on the architecture
specification without having to give implementations for the components. How verifi-
cation is done depends on how the components are described. If component specifica-
tions are given by abstract state machines, then the architecture can be simulated and
model-checked. If component specifications are given by descriptive specifications in
predicate logic, then verification is possible by logical deduction. If the components
are described informally only, then we can design test cases for the architecture to see
whether architectures conform with system specifications.

Given interface specifications for the components we can first of all implement the
components, having the specifications in mind and then verify the components with
respect to their specifications. So, we have two levels of verifications, namely, com-
ponent verification and architecture verification. If both verifications are done care-
fully enough and if the theory is modular then correctness of the system follows from
both verification steps as a corollary.

Finally, for an implemented system for a specified system and we distinguish faults
in the architectural design, then the architecture verification would fail, and faults in
the component implementation. Note that only if we are careful enough with our
specification techniques to be able to specify architectures independent from compo-
nent implementations then the separation of component test, architecture and integra-
tion tests and system tests are meaningful.
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Furthermore, for hierarchical systems the scheme of specification, design, and im-
plementation can be iterated for each sub-hierarchy. In any case, we may go on in an
idealised top-down development as follows: We give a requirement specification for
the system, we do an architectural design and architectural specification for the sys-
tem, this delivers specifications for components and we can go on with component
specification as requirements specification for the step of designing and implementing
the components.

4.2.4 Formal Foundation of Methods and Models
As defined, a formal method (or better a formal engineering) method applies formal
techniques in engineering. Another way to make use of formalization is the justifica-
tion of methods by formal theories. Examples are proofs that specification concepts
modular or that concepts of refinement are transitive or that transformation rules are
correct.

Formal justification of methods or modeling techniques is important. This allows
justifying methods or development rules to be used by engineers without further ex-
plicit formal reasoning.

5 Seamless Modeling

Being formal is only one attribute of a modeling technique or a development method.
There are others — not less important.

5.1 Integration of Modeling Techniques

Modelling techniques and formal techniques have one thing in common. If they are
applied only in isolated steps of the development process they will not show their full
benefits well enough and, as a result, they often will not be cost effective. If just one
step in the development process is formalized and formally verified and if for instance
a formal verified program is then given to a compiler, which is not verified, it is un-
clear whether the effect of the formal verification brings enough benefit.

The same applies to modelling. When high level models of systems are constructed
and a number of results have been achieved based on these models, it is not cost ef-
fective if then in the next step the model is not used anymore and instead the work is
continued by working out different models.

Tab. 1 shows a collection of modelling and development methods as well as their
integration into a workflow aiming at a seamless development process by formal
models and formal methods. In the requirements engineering the first result should be
the function hierarchy as described above. Then the logical component architectures
are designed and verified by test cases generated from the functional hierarchies. For
the components, test cases can be generated from the component specifications being
part of the architecture. Logical test cases can be translated into test cases at the tech-
nical level. If the logical architecture is flexible enough, it is a good starting point for
working out units of deployment, which then can be deployed and scheduled as part
of the technical architecture in terms of distributed hardware structure and its operat-
ing systems.
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Table 1. Formal Artefacts, Models and Methods in Seamless Model Based Development

M. Broy

Artifact

Based on

Formal Description

Formal method to Work Out

Validation & Verification

Generated artifacts

Business Goals

Goal trees

Logical deduction

Logical analysis

Requirements

System and quality
model

Tables with attributes and
predicate logic

Use cases
Formalization in predicate

Consistency proof
Derivation of safety

System assertions
Syslem test cases

Class diagrams

T logics assertions
Data models Informal models Algebraic data types Axiomatization Proof of consi stency and
E/R diagrams relative completeness

System
specification

Interface model

Syntactic interface and
interface assertions

Abstract state machines
Interaction diagrams

Stepwise refinement

Proof of safety assertions
and requirements
Derivation of interaction
diagrams

Interaction diagrams
System test cases

Architecture

Component and
composition

Hierarchy of
Data flow diagrams

Decomposition

Architecture verification
Architecture simulation

Components

Component model

Syntactic interface and
interface assertions
Abstract state hi

Decomposition of system
specification assertions

Consistency analysis

Interaction diagrams
Integration tests
Component tests

Implementation

State machines

State transition diagrams
State transition tables

Stepwise derivation of state
space and state transition rules

See component verification

Component State machine runs | Proofs in predicate logics | Proof of interface assertions Test runs

verification Tests Test case generation

Integration Interactions Interaction diagrams Incremental composition Test runs
Interaction diagrams

System Interface interaction | System interface assertions | Proof of interface assertions Test runs

verification System test cases Test case generation

From the models of the architecture and its interface descriptions test cases for
module tests as well as extensive integration test cases can be generated and executed.
The same applies for system test.

5.2 Reducing Costs — Increasing Quality

One of the large potentials of formal models and techniques in development process is
their effects to reduce costs. There are mainly four possibilities for cost reduction as
numerated below.

1. Avoiding and finding faults early in the process,

2. Applying proven methods and techniques that are standardized and ready for
use,

3. Automation of the development task and steps wherever possible,

4. Reuse of implementations, architectures requirements and development pat-
terns wherever possible.

The last step goes into the direction of a product line engineering, which needs a
highly worked out modelling and formalization approach to be able to gain all the
benefits of such an approach.

6 Concluding Remarks: Towards a Synergy between Formal
Methods and Model Based Development

Not surprisingly the synergy between formal methods and model-based development
is very deep and not exploited in enough details so far. It is certainly not enough for a
formal development method just to provide a formalization of informal approaches
like the unified modelling language UML or to develop techniques of model checking
certain models that have been worked out in the development process. A much deeper
synergy is needed where appropriate formal models directly address the structure
of functionality and architecture. This concept requires targeted structure of the
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models and their relation by refinement. Furthermore, tracing between the models
must be a built-in property supporting change requests. Then the whole model struc-
ture is always updated and modified in a way such that consistent system models are
guaranteed.

Now what is a bottom line? By a first look one might come to the conclusion that
formal methods and modelling techniques are not so much different and that, if we
add the requirement of formality to a model-based approach, we end up with a formal
method. A deeper look, however, shows that there are significant differences.

A formal method emphasizes formality. So obviously being formal is one of the
major goals when designing formal methods. Being a method of course is another
goal but method is a rather broad term.

The notation of a model, however, addresses an abstraction for a particular pur-
pose. Hence a model is much more purpose oriented than a formal method, in general.
Actually, many formal methods are not designed for a particular application area or a
particular step in the development process. They rather provide possibilities to for-
malize properties or to prove propositions.

Putting formal methods and modelling together we end up with a more powerful
concept, developing formal methods and modelling for a particular purpose, address-
ing particular issues in the evolution of software intensive systems with the rigour of
formality and its possibilities for automation and reuse. This brings in a new quality.
Achieving this, however, needs a lot of research starting from useful theories, based
on valid principles, finding a good syntax, addressing the application domain and
finally integrate in that in the process and supporting it with appropriate tool.

Appendix: Modeling Systems Formally

We are dealing with models of discrete systems. A discrete system is a technical or
organizational unit with a clear boundary. A discrete system interacts with its envi-
ronment over this boundary by exchanging messages representing discrete events. In
the case of FOCUS (see [3]) messages are exchanged via channels. Each instance of
sending or receiving of a message is a discrete event.

Systems have syntactic interfaces that are described by their sets of input and out-
put channels. Channels are used for communication by transmitting messages and to
connect systems. Channels have a data type indicating which messages are communi-
cated over the channels. Hence, the syntactic interfaces describe the set of actions for
a system that are possible at its interface. Each action consists in the sending or re-
ceiving of an instance of a message on a particular channel. A type is a name for a
data set, a channel is a name for a communication line, and a stream is a finite or an
infinite sequence of data messages.

A discrete system has a semantic interface represented by its interactive behavior.
The behavior is modeled by a function mapping the streams of messages given on its
input channels to streams of messages provided on its output channels. We call this
the black box behavior or the interface behavior of discrete systems. Let I be a set of
typed input channels and O be the set of typed output channels. By (I»O) this syntac-
tic interface is denoted.
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Fig. 2. Graphical Representation of a System F as a Data Flow Node with its Syntactic
Interface

Fig. 2 shows the system F with its syntactic interface in a graphical representation
by a data flow node.

In Focus, a system encapsulates a state and is connected to its environment exclu-
sively by its input and output channels. On channels, streams of messages of the
specified type are transmitted. Given a message set M of data elements of type T we
represent a timed stream s of messages of set M by a function

s: IN\{0} — M*

where M* is the set of finite sequences over the set M. By (M*)*° we denote the set of
timed streams. For a timed stream s € (M*)* in each time interval t € IN\{0} the
sequence s(t) of messages denotes the sequence of messages communicated within
time interval t as part of the stream s. Let C be a set of typed channels. A (total) chan-
nel history is a mapping

x:C— (M*)*

such that x.c is a stream of type Type(c) for each channel c € C. We denote the set of
all channel histories for the channel set C both by C. A function

F:1—- p(0)

represents an I/O-behavior. By IF[I»O] we denote the set of all (total and partial) I/O-
behaviors with syntactic interface (I»O) and by IF the set of all I/O-behaviors. The
black box behavior, also called interface behavior of a system with syntactic interface
(I»O) is given by an I/O-behavior.

A T/O-behavior F € IF[I»O] can be specified by a formula in predicate logic,
called interface assertion, with the channels as logical identifiers for streams.

Every behavior F’ € TF[I»O] with

F'(x) € F()

is called a refinement of Fe IF[I»O]; then we write F =>; F’. A system implementa-
tion is correct for the specified behavior F if its interface behavior is a refinement of F.

Given a state space X a state machine (A, A) with input and output according to the

syntactic interface (I»O) consists of a set A C X of initial states as well as of a state
transition function

A: (2 x (I—=M*) = p(Zx (0 —M*)

For each state 6 € Z and each valuation a: I — M* of the input channels in I by se-
quences we obtain by every pair (G', b) € A(G, a) a successor state ¢' and a valuation
b: O — M* of the output channels consisting of the sequences produced by the state
transition. (A, A) is a Mealy machine with possibly infinite state space.
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Given a state machine A = (A, Awe define a behavior F, as follows (let X be the
state space for A)

FaAx)={y:3o:IN—=Z:0(0) EA
AV tEIN: (o(t+]) , y(t+1)) € A(o(t), x(t+1)) }

Here for t € IN we write x.t for the mapping in [ — M* where forc € I:
(x.t).c = (x.0).t

Architectures are concepts to compose systems from subsystems or to decompose
systems into subsystems. Architectures describe how the composition of their subsys-
tems takes place. In the following we assume that each system used in architectures as
component has a unique name k € K.

A set of component names K with a finite set of interfaces (Iy » Oy) for each k € K
is called composable, if

e the sets of input channels Iy, k € K, are pairwise disjoint,
the sets of output channels Oy, k € K, are pairwise disjoint,
the channels in {c € I;: ke K} N {c € Og: k € K } have the same channel
typesin {ce Ixy: ke K }and {ce Ox: ke K }.

If channel names are not consistent for a set of systems to be used as components we
simply rename the channels to make them consistent.

A syntactic architecture A = (K, &) with interface (Iy»O,) is given by a set K of
component names with composable syntactic interfaces (k) = (Iy»Oy) for k € K.

o [p,={ce Iy ke K }\{ce O ke K} denotes the set of input channels of the
architecture,

Dj = {c e O: ke K} denotes the set of generated channels of the architecture,
04 =Dx\ {c € Ix: k € K } denotes the set of output channels of the architecture,
DA\O, denotes the set of internal channels of the architecture,

Ca={ce Ix ke K}uf{ce O ke K} the set of all channels.

By (In»D,) we denote the syntactic internal interface and by (I, »O,) we denote the
syntactic external interface of the architecture.

A syntactic architecture forms a directed graph with its components as its nodes
and its channels as directed arcs. The input channels in I, are ingoing arcs and the
output channels in O, are outgoing arcs.

An interpreted architecture A’ = (K, ) for a syntactic architecture A = (K, &) gives
an interface behavior y(k) € IF[I; » O] for every k € K, where (k) = (I »Oy).

For an interpreted architecture with syntactic internal interface (I,»D,) we define

the glass box interface behavior [X] A € IF[I,»D,] by the equation (let y(k) = Fy):

([X]A)(x)=1{zDa:zE Canx= 7]l A YV k € K: 7|0y € Fi(z|1y) }
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For two composable systems Fy € IF[I»Oy], k =1, 2, we write
FixF,

for [X] { F: k=1, 2 }. Composition of composable systems is associative
(Fix F,)) xF3=F,; x (F, X F3)

We also write with K ={1,2,3, ... }
[X] {Fx € IF[I»O]: ke K} =F xF,xF;x ...

The black box view of the interface behavior of an architecture is an abstraction of the
glass box view. Given an interpreted architecture with syntactic external interface

(Io»0O,) and glass box interface behavior [X] A’ € IF[I,»D,] we define the black
box interface behavior Fy: € IF[I,»0,] by

Fa(x) = (F(x))IOA

Internal channels are hidden by this composition and in contrast to the glass box view
not part of the output.

We get for an interpreted architecture with syntactic external interface (Io»QO,) the
black box interface behavior F5 € IF[I5»0,] specified by

Fa(x)={y €0 32ECA:y =204 A x=2]Ix A ¥V k EK: 7|0 EFi(z]l)}
and write
Fpo=® {Fx e IF[I[x»O]: ke K}
For two composable systems Fi € IF[Ix» O], k =1, 2, we write
F,®F,
for ®{F,, F, }. Composition of composable systems is associative:
(FI®F,) ® F;=F,® (F,®F;)
We also write therefore with K = {1, 2,3, ... }
® {Fy e [F[[x»Ok]: ke K} =F, ®F,®F;® ...

The idea of the composition of two systems as defined above is shown in Fig. 3 with
ClzlszandC2=II N D.
In a composed system, the internal channels are used for internal communication.

[)\C C 0,\C

1%2 Fl 1' F2 22

0,\C; C, L\C,
<« < «———

Fig. 3. Composition F|®F,
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Abstract. This paper contributes to a testing theory, based on the CSP
process algebra, whose conformance relation (cspio) distinguishes input
and output events. Although cspio has been defined in terms of the
standard CSP traces model, we show that our theory can be immedi-
ately extended to address deadlock, outputlock and livelock situations if
a special output event is used to represent quiescence. This is formally
established by showing that this broader view of cspio is equivalent to
Tretmans’ ioco relation. Furthermore, we address compositional con-
formance verification, establishing compositionality properties for cspio
with respect to process composition operators. Our testing theory has
been adopted in an industrial context involving a collaboration with
Motorola, whose focus is on the testing of mobile applications. Some
examples are presented to illustrate the overall approach.

1 Introduction

Aligned to seminal works that have proposed the use of formal methods as a
basis for testing, notably the general testing framework proposed in [9], several
approaches have emerged, evolved and consolidated. As a particular benefit of
such efforts, the formal characterisation of a conformance notion allows defining
test observations, which are the basis for stating and proving properties of the
testing artifacts. A conformance relation allows to determine whether an im-
plementation under test (or a model of such an implementation) is valid with
respect to a specification. Several conformance relations have been proposed to
capture different notions of conformance [26]. For example, ioco [24] is a relation
that distinguishes input and output events.

Soundness or exhaustiveness of a test suite can only be properly addressed
based on some precisely defined conformance relation. Nevertheless, for the pur-
pose of test case generation and execution, a conformance notion plays its role as
a formal reference to prove the relevant properties as, for instance, ensuring that
an algorithm always generates sound test cases. Once proved, the test case gen-
eration algorithm becomes the interface for the practical testing activity, rather
than the conformance relation itself.
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Therefore, conformance notions end up not being directly used in the process
of verifying that an implementation conforms to a specification, as this might be
extremely hard (and often impossible) in practice. One reason might be that, in
black box testing, the source code is usually unavailable. Even when the source
code is available, conformance notions relate specifications with abstract models
of implementations, and such models are hardly available. As a consequence,
several formal testing theories do not address mechanised strategies to verify
conformance.

On the other hand, in more systematic development environments, it might
be feasible to assume the existence of design and implementation models; in
such contexts, it might be desirable to perform conformance verification in an
automated way, as an alternative to constructive refinement proofs. In the ideal
scenario in which the model precisely captures the implementation behaviour,
conformance verification would replace the testing activity entirely, being equiv-
alent to exhaustive testing. However, in the more realistic situation where the
model represents only the more critical aspects of an implementation, a combi-
nation of conformance verification and testing would possibly be a promising di-
rection to explore. In such contexts, mechanised conformance verification would
play a similar role to classical model checking [8] or, alternatively, refinement
checking [I7]. For example, in [4] it is shown that although a user can provide
an appropriate abstraction when extracting a model from a software implemen-
tation, a promising approach is to use a mechanised strategy to search for an
abstraction, based on the program and the property under consideration. Us-
ing the techniques of predicate abstraction and analysis of spurious error paths,
the author shows how to find such abstractions and embeds the solution in the
SLAM analysis engine, which forms the core of a recently released Microsoft tool
for checking Windows device drivers, called Static Driver Verifier.

Another interesting application of mechanised conformance verification is re-
ported in [213], where an approach is presented to generate fault-based testing. In
[2], the strategy is to apply a mutation to the original specification and then carry
out a mechanical comparison between the two specifications, based on some equiv-
alence relation (in the particular context, strong bisimulation has been adopted).
A discriminating sequence resulted as counterexample of the analysis is taken as
a test purpose from which test cases are generated. In subsequent work [3], ioco
is used to compare the two specifications, since ioco is also the conformance rela-
tion, adopted in [3], to assert the correctness of an implementation.

As with model checking, the mechanical analysis of conformance may eas-
ily give rise to state explosion. Therefore, to make the approach more poten-
tially applicable in practice, compositional verification seems essential. Consider
a conformance relation, say rel, implementation models IUT; and IUT5, and
specifications S; and Sy. If TUT; rel Sy and IUT, rel S;, then compositional-
ity implies that, for some operator op, (IUT) op IUT:) rel (S; op S2). For
refinement relations used in program development, monotonicity of the lan-
guage operators is a demand, and, therefore, compositionality is an immediate
consequence. However, this is not the case for some conformance relations. Some
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approaches to compositional verification can be found in [I0/II]. For ioco, it
has been proved [27] that it is not compositional with respect to usual operators
like parallelism or hiding, unless the specification is always ready to input (input
completeness).

In previous work [I8], we introduced a testing theory based on the process
algebra CSP [12/20122]. We defined a conformance relation, cspio, that distin-
guishes input and output, based on the traces model of CSP. Intuitively, this
relation captures the ioco notion of input-output conformance. However, unlike
ioco that relates labelled transition systems (LTS), cspio relates I/O processes,
formed of ordinary CSP processes together with explicit input and output al-
phabets. Also, ioco takes quiescence (deadlock and livelock, for instance) into
account and is defined in terms of suspension traces (traces with events repre-
senting quiescence), whereas cspio ignores quiescence and is defined in terms
of ordinary traces. In this paper we show that, when the specification and the
model of the implementation are annotated with output events that represent
quiescence, cspio is equivalent to ioco, with respect to a mapping between LTS
and CSP processes. We contrast our conformance verification strategy for cspio,
based on refinement checking, with an on-the-fly verification algorithm for ioco.
Also, we address compositional conformance verification, by uncovering the con-
ditions necessary to ensure that operators on I/O processes be monotonic with
respect to cspio. One of the advantages of our formalisation in terms of a process
algebra, and of CSP in particular, is that we can benefit from the semantic mod-
els and laws of CSP to carry out the proofs. Such proofs can even be mechanised
using tools such as the CSP-Prover [14].

As regards practical applications, our work is in the context of a cooperation
with Motorola, whose aim is to develop strategies to support the testing of
mobile device applications. Figure[Il presents an overview of the overall approach.
Application requirements are detailed in use cases; each use case is presented in
the form of a tabular template, where each line is split into user action, system
state (condition) and system response. The (English) text in each field is written
in a controlled natural language (CNL) [23], so that the entire table can be
automatically translated into a CSP test model [0].

From the CSP test model, our strategy reported in [I8] automatically gener-
ates test suites for both individual features and feature interactions, where each
feature represents a mobile device functionality. The test case generation can
be guided by test purposes, which allow selection based on particular traces of
interest. As already mentioned, more generally, we characterise a testing theory
in terms of CSP. We have also developed a tool that mechanises the entire gen-
eration process. The figure also shows that a complementary activity to testing
is automated conformance verification, which is the major contribution of the
current paper.

In the next section we discuss input-output conformance in some detail. First
we introduce the ioco relation and then we give an overview of our approach
based on CSP, focusing on the cspio relation. Section [3 formally establishes a
notion of equivalence between cspio and ioco. Section [ addresses compositional
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Fig. 1. Overview of the testing strategy

conformance verification, stating and proving compositionality properties for
cspio with respect to I/O process operators. A summary of our contributions,
related and future work are discussed in the final section. Most of the proofs and
some auxiliary lemmas are included in the appendix.

2 Conformance Relations

In order to have a precise criteria to compare specifications and implementations,
conformance testing [25] requires the definition of an implementation relation be-
tween the domain of specifications and that of implementations. In the following
subsections we summarise two conformance notions: ioco and cspio.

2.1 Input-Output Conformance

The relation ioco is formally defined in terms of labelled transition systems. We
start with some background, necessary both to introduce the relation and later
on to establish a connection between ioco and cspio.

Definition 1 (LTS). A labelled transition system is a 4-tuple (Q,L, T, qo),
where @ is a finite non-empty set of states; L is a finite non-empty set of labels;
T is the transition relation, which satisfies T C Q x (LU{7}) x Q, with 7 & L;
and qy € Q is the initial state.

The labels in L represent the observable interactions between the system and its
environment; the special label 7 represents internal (unobservable) actions. The
observable behaviour of a system is captured by its ability to perform sequences
of observable actions; each sequence is called a trace. The set of all traces over L
is denoted by L*, with € denoting the empty trace. Let 01,02 € L* be two traces,
then o1 - o9 is the concatenation of o1 and os. As usual, we adopt the convention
that p denotes an action from LU {7} (visible or not), and a denotes a visible
action from L. In addition, the operator - is overloaded to combine events to
form a sequence, as in a1 - a2 and to form a sequence from an element and an
existing sequence, as in a - 0.
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Definition [ introduces standard notation for LTS. In the sequel, the intuition
of each one is explained, in the same order they are presented. The notation

q AN q' expresses that the system, when in state ¢, may perform action u, and

n

move to state ¢’. We write ¢ Ha q' to mean that: starting from state ¢, and
performing a sequence of actions ji; -...- pu,,, each action leading to an adjacent
state, the system may reach a state ¢’. When in state ¢, if no visible action is
performed, which is represented by the empty trace €, ¢ = ¢’ states that the
system may move to a state ¢’, which is reachable by a sequence of internal
actions. Similarly, ¢ == ¢’ is used to denote that the system may move from
state ¢ to ¢/ by performing a visible action a, which can be preceded or followed
by a sequence of internal actions. More generally, ¢ “=="" ¢/ means that: starting
from state ¢, and performing a sequence of visible actions ¢ = a1 - ... - an,
which can be preceded or followed by a sequence of internal actions, the system
may reach state ¢’. Finally, we write ¢ == to denote that from state ¢, after
performing trace o, the system may reach state ¢’.

Definition 2 (Notation for transitions). Let (Q, L, T, qo) be a labelled tran-
sition system with q,¢" € Q, p,p; € LU{7}, a,a, € L, ando = a1-...-a, € L*.

I

q—dq = (¢, ¢)eT

Py ety _ 3 A M Hn =4
g —"q = Qoo @ (= — @ .. == Gn=¢
qg=q = g=4q¢ VvV q¢ - ¢
q==4q = Jql,q2: == ql 5 2= ¢

al-...;Qp g _ . _ ay a2 Qp, 7
q =" q = ¢, = = 2= ... = q, = (
q == = 3¢ :qg=1¢

As usual, whenever convenient, we do not distinguish between the system, rep-
resented as an LTS, and its initial state. Thus, for an LTS p with initial state
qo, we use p and ¢y interchangeably. The following definition makes this explicit
for the set of traces of an LTS.

Definition 3 (Traces of an LTS). Let p = (Q, L, T, qo) be a labelled transition
system, q € Q a state of p, and traces(q) = {o € L* | ¢ ==} the set of traces of
p starting from state q. Then, the set of traces of p, denoted traces(p), is defined
as traces(qo).

Since the ioco theory distinguishes between input and output behaviour, the
theory models are a kind of LTS that makes this distintion, as defined below.

Definition 4 (IOLTS). An input-output LTS p = (Q,L, T, qo) is a labelled
transition system in which the set of actions L is partitioned into input actions
L; and output actions Lo: Ly U Lo = L and Ly N Lo = 0. An alternative
characterisation splits the alphabet in the tuple p = (Q, L1, Lo, T, qo)-

While a specification in the ioco theory can be an arbitrary IOLTS, an imple-
mentation is characterised as a particular subclass of IOLTS, as defined below.



Compositional Verification of Input-Output Conformance 25

Definition 5 (Input complete IOLTS). An IOLTS p = {(Q,L;, Lo, T, qo) is
input complete iff Vq: Q,a € Ly : ¢ ==.

A state of an input-output transition system where no outputs are enabled, and
consequently the system is forced to wait until its environment provides an input,
is called suspended, or quiescent. An observer looking at a quiescent state does
not see any outputs. This particular observation of seeing nothing can intself be
considered an event, which is denoted by ¢ (6§ € LU{7}); ¢ 2, q' expresses that
q allows the observation of quiescence. We use Ls for LU {¢}.

Let available(q) = {u | ¢ = ¢’} be the set of actions (visible or not) that
may be performed from state q.

Definition 6 (Quiescence). Let p = (Q, L;, Lo, T, qo) be an IOLTS.

1. A state q of p is quiescent, denoted 6(q), iff it does not perform an output,
neither an internal transition. Formally, (q) = available(q)N(Lo U{7}) =0
2. The suspension IOLTS, denoted by A(p), is the IOLTS with self transitions
in the quiescent states. Formally, A(p) = (Q, Lr, Lo U{d}, TU Ts, qo), for

5
Ts={q—qlqeQAiq)}
3. The traces of A(p) are called suspension traces, denoted Straces(p).

Now we are ready to introduce the conformance notion captured by ioco. In-
formally, an implementation conforms to a specification, according to the ioco
relation, if and only if, after performing a trace of the specification, the set of
output events produced by the implementation (including quiescence) is a sub-
set of that produced by the specification, for the same trace. This is a flexible
notion in that it allows partial specifications; an implementation might produce
new traces, bacause it is always free to engage on new input events. The traces
of an implementation after new inputs can be totally arbitrary, since they are
not considered for establishing conformance.

This is similar to refinement notions in languages like B [I], VDM [I6] or
Z [30], where an operation is refined by weakening the precondition (making it
more applicable) or strengthening the postcondition (reducing nondeterminism).
On the other hand, it is weaker than refinement relations adopted in process
algebras, such as trace inclusion, which does not allow an implementation to
engage on new traces.

The formal definition of ioco uses some auxiliary notation. The function
q after 0 = {¢' | ¢ == ¢'} yields the set of states reachable from ¢ after a
trace o; initials(q) = {a € L | ¢ ==} gives the set of visible events that can be
triggered from ¢; and out(q) = initials(q) N (Lo U{d}) yields the set of outputs
(including quiescence) that may be performed in g.

Definition 7 (Input-output conformance). Let s be an IOLTS and i an
input complete IOLTS, both with the same alphabets. Then

iioco s =V o € Straces(s) : out(A(i) after o) C out(A(s) after o)
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As an example, consider the LTS in Figure al which shows the control flow of
the Important Messages Feature, a simplified mobile phone functionality. This
flow specifies the sequence of actions that the user must perform, and the corre-
sponding system responses, to move a message from the Inbox to the Important
Messages folder. The first user action is to scroll to a message, whose effect is
to highlight this message. The user then selects the option to move this mes-
sage to the Important Messages folder. The system reaction is to request storage
information from a data base component (omitted here, but considered in Sec-
tion 222)). This component then replies indicating whether the message storage
is full or not. If it is full, the user action is to clean up some of the old messages
(this selection is abstracted here); this triggers another request to the database
component, which replies confirming that the clean up has been performed. In
any case (whether the storage was originally full or not) the system final re-
sponse is an indication that the message was moved to the Important Messages
folder. Figure shows a conforming implementation. This implementation is
valid because it has all the traces of the specification but, in addition, it allows
the user to perform the cleanup option at the very beginning (root state); such
traces respect conformance as they start with an input event not offered by the
specification at its initial state. For simplicity, we omit some transitions neces-
sary for this implementation to be input complete, since they are not relevant
for our illustration.

On the other hand, the LTS in Figure 2d is not a valid implementation of the
specification. The reason is that, on the left path, this candidate implementation
produces the output msgInfoDisp, which is not produced by the specification
after the corresponding trace. Again, we omit some transitions for this LTS to
be input complete.

There are well-established theories, algorithms and tools to generate test
cases from LTS specifications, based on the ioco relation, notably TGV [15]
and TorX [B]. They include soundness and completeness results for test suites,
and offer selection strategies based on the idea of test purposes.

2.2 CSP Input-Output Conformance

In this section we introduce a conformance relation, cspio, inspired by ioco,
but formalised in the setting of the CSP process algebra, rather than in terms of
LTS. Before defining the relation and presenting some of its properties, we give
a brief overview of CSP.

A process is the central element of a CSP specification. Processes can offer
events from X' (the set of all possible events) to establish communication with
the environment or with other processes. The alphabet of a CSP process P,
denoted by ap, with ap C X, is the set of events it can communicate.

The CSP primitive process Stop specifies a broken process (deadlock), and the
primitive Skip a process that communicates an event v' and terminates success-
fully. CSP also provides a rich set of operators to describe the behaviour of con-
current and distributed systems. We introduce some of the operators of CSP using
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Fig. 2. Important messages mobile feature

the Important Messages feature already considered in the previous section. For
instance, the LTS in Figure[2al can be modelled as the process IM 1 below.

IM1 = START1; IM1

START1 = scrollToAMsg — msgHighlighted — selMoveToIMOpt —
regStolnfo — (ALT1 0O ALT?2)

ALT1 = msgStolsNotFull — msgMovedToIMDisp — Skip

ALT?2 = msgStolsFull — performCleanUp — reqCleanUp — cleanUp Ok —
msgMovedTolMDisp — Skip
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The process IM1 is defined as the sequential composition START1; IM1, which
behaves initially as the process START1, and when this process terminates suc-
cessfully, IM1 recurses. The behaviour of START1 is given by a sequence of
events captured using the prefix operator; a process of the form ¢ — P com-
municates the event ¢ and then behaves like P. After communicating the event
reqgStoInfo, START1 behaves as the deterministic choice (O) between the pro-
cesses ALT1 and ALT?2; the decision is taken by the environment (for instance,
a process that operates in parallel with IM1). The process ALT'1 represents the
path that indicates that the storage is not full and, therefore, the message can
be moved to the Important Messages folder. The process ALT2 captures the
situation when the storage is full; some cleaning up is performed so that the
message can be moved to the same folder. Both processes terminate successfully
(Skip).

In addition to these operators, CSP offers several other constructs for com-
bining processes. For example, the nondeterministic choice of processes P and @)
is denoted P M @; the choice is totally arbitrary, with no interference from the
environment. The notation P/s denotes the behavior of the process P after the
trace s, provided s € 7 (P). The process P |[ X ]| @ stands for the generalised
parallel composition of the processes P and () with synchronisation set X. This
expression states that, concerning events in X, the processes P and @ can only
communicate when both are ready to engage in the same events. On the other
hand, for events not in X, each process can evolve independently. The parallel
composition P ||| @Q represents the interleaving between the processes P and @),
and is a special case of parallel composition with an empty synchronisation set,
in order to avoid external interference. In this case, both processes communicate
any event freely. The process P \ X behaves like P, but hides (internalises) all
events in X. When composing processes in parallel, it is common to hide the
synchronisation set. CSP also includes operators for interruption and piping,
among others, but we do not make use of such operators in this work; see [20]
for further details.

Although CSP is a very expressive process algebra, and, therefore, convenient
to express our theory, there is no semantic distinction between input and output
events in CSP. A model in our theory is a tuple M = (P, A;, Aop), where P is
an ordinary CSP process representing the model behaviour, A; the set of input
events, and Ao the set of output events, with A;NAp =0 and ap C A; U Ap;
this model is called an I/O process.

In previous work [I8] we have also considered a separate set of events to
abstractly represent state conditions, but in our current approach conditions
are more concretely modeled as expressions on state variables. In any case, this
issue is not relevant for this work, which explores a connection between cspio
and ioco, as well as compositional properties for cspio.

As an example, the process IM1 introduced above is an ordinary CSP pro-
cess. The relevant model in our theory is the 1/O process (IM1, A,y s A0 ),
where the alphabet sets Ar,,, and Ap,,, contain the input and output events,
respectively, and are defined as follows.
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Ary, = {scrollToAMsg, selMove ToIM Opt, msgStoIsNotFull, msgStolsFull,
performCleanUp, cleanUp Ok}
Ao, = {msgHighlighted, reqStoInfo, msgMoved ToIMDisp, reqCleanUp}

As another example, the database component, responsible for managing the
message storage, is specified as the process DB1 below, together with its input
and output alphabets.

Aty = {regStoInfo, reqCleanUp}
Aopy, = {msgStoIsNotFull, msgStolsFull, cleanUp Ok}

DB1 = reqStolnfo — (msgStolsNotFull — DB1 M msgStolsFull — DB1)
O reqCleanUp — cleanUpOk — DB1

This process accepts requests concerning storage information or cleaning up
(removing) some messages from the storage that represents the Important Mes-
sages folder. As a response to the request for storing information, it indicates
whether the storage is full or not, abstractly represented as an internal (non-
deterministic) choice (M). With respect to the request for cleaning up, the
response is an event indicating that it has been performed; for simplicity, the
behaviour abstracts the number and the actual messages that are removed. After
reacting to any of the two requests the process recurses.

Concerning operators for combining I/O processes, strictly, we define a new
algebra, based on CSP, but considering the input and output events. For in-
stance, to combine two I/O processes in parallel requires imposing restrictions
on their alphabets, as well as defining the alphabet of the resulting I/O pro-
cess. The following definition introduces the parallel operator for composing I/0
processes.

Definition 8 (I/O parallel composition). Consider the two I/0O processes
My, = (P, AL, Ao,) and My = (P, Ay, Ao,) so that A,NA, = Ap,NAp, = 0.
Then, the parallel composition of My and M, denoted M || Ma, is defined as

M,y ||i0 My = (Pl HXHPQaAflwAOm)

where

° XZ(A[lﬂAO2)U(A]2ﬂA01)
hd Ahz = (Ah - AOz) U (A[2 - Aol)
° A012 = A01 U A02

To illustrate the combination of I/O processes to form more elaborate I/O pro-
cesses, consider the process IM1DB1, which is the (I/O) parallel composition of
IM1 and DB1: IM1DB1 = IM1 ||;, DB1. The relevant synchronisation set is

Sync = {cleanUpOk, reqStolnfo, reqCleanUp, msgStolsFull, msgStoIsNotFull}
and the input and output alphabets of the resulting process are given by:

Alnnps = {selMoveToIMOpt, scrollToAMsg, performCleanUp}

Aopns = {regStoInfo, cleanUp Ok, reqCleanUp, msgMoved ToIMDisp,
msgStolsFull, msgStoIsNotFull, msgHighlighted }
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Similarly, we compose the processes IM2 and DB2 to form a more elaborate
component; the resulting process is IM2DB2 = IM2 ||;, DB2. The synchronisa-
tion set is also given by Sync of the previous example, and the input and output
events are as follows.

AIIM2DB2 = AIIMlDBl

Aomspss = Aopnps U {cleanUpPerformed}

The hiding operator for I/O processes is defined as follows.

Definition 9 (I/O hiding). Let M = (P,A;,Ao) be an I/O process and
X C A; U Ap. Then hiding the events of X in M, denoted M \;, X, is
(P\ X,A; — X, A0 — X).

We illustrate the use of hiding by internalising the synchronisation alphabet of
the previous I/O parallel processes: IM1DB1 \;, Sync and IM2DB2 \;, Sync.
As another example of I/O process operator, we introduce external choice.

Definition 10 (I/O external choice). Consider the following I/O processes
M, = (P1, AII,AOI) and My = (PQ, Ar,, AOZ) sothat Ap,NAo, = Ar,NAp, = 0.
Then the external (deterministic) choice between My and Ms, denoted My O,
My, is (P1 O Py, A, UAL, Ao, UAOQ).

Trace semantics is the simplest model for a CSP process. The traces of a process
P, given by T (P), correspond to the set of all possible sequences of events P
can communicate. Definition [IT] presents the trace semantics of some of the CSP
operators. A complete definition for all CSP operators can be found in [20].

Definition 11 (Trace semantics of processes). Let P and @ be CSP pro-
cesses and X the set of all specified events.

7 (Skip) = {0, (V1)

7(sTOP) = {0}

7(a—P) = {0Yu{(a) ~s[seT(P)}

7(POQ) = T(P)UT(Q)

T(PMQ) = T(PO Q)

T(P; Q) = (T(P)NZ*)U{s "t |s (V) eT(P)AtET(Q))
T(P\ X) = {s X=X |seT(P)}

T(P/s) = {t| s teT(P)}

T(PIX])Q) = UlsllX][t[seT(P)AteT(Q)}

All processes include the empty trace ({)). The Skip process produces the event
v’ to indicate successful termination, and STOP communicates no visible events.
All non-empty traces of a — P are prefixed by a. Internal and external choices
are not distinguished in the traces model. Both result in the union of the traces
of the two operands. The traces of sequential composition are the ones of the first
process, but removing v (7 (P)NX*), and those formed of the concatenation of
these traces with the ones produced by the second process. The traces resulting
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from hiding a set of events is given by preserving only those events that are not
in X (s X—X).If s ¢isatrace of P, then ¢ is a trace of P/s. The semantics
of parallel composition uses an operator on traces (s|[ X || t) which takes into
account the synchronisation and all possible forms of interleavings between the
traces of the two processes operating in parallel.

It is possible to compare the trace semantics of two processes by set inclusion:
process @ refines process P, in the traces model, denoted P C, @, if and only if
7(Q) C T(P). This can be mechanically checked using the FDR tool [I7]. In case
the refinement does not hold, FDR yields a trace (the shortest counter-example),
say ce, such that ce € 7(Q) but ce ¢ T(P).

Other more elaborate semantic models of CSP are the failures and the failures-
divergences models. The former captures deadlock situations, whereas the latter
captures livelocks as well. See [20] for further details.

As far as we know, CSP Input-Output Conformance (cspio) is the only im-
plementation relation that distinguishes input from output events, where speci-
fications and implementations are expressed using CSP processes. This relation
assumes as test hypothesis [7] that there is a CSP process which specifies an im-
plementation under test (IUT), say IUT. The alphabet of IUT is also assumed
to be known, and split into two disjoint sets: inputs and outputs.

The relation is formalised by the following definition, which uses some aux-
iliary functions: initials(P) = {a | (a) € T(P)} yields the set events offered by
the process P; and the function out(M, s) gives the set of output events of the
process component of the I/O process M, say Py, after the trace s. Formally,
out(M,s) = if s € T(Py) then initials(Pp/s) N Ag,, else . The relation
cspio establishes that any output event observed in an implementation model
IUT is also observed in the specification S, after any trace of S. In this case,
IUT cspio S.

Definition 12 (CSP input-output conformance). Consider an implemen-
tation model IUT = (Prur, Aryr, A0yr) and a specification S =(Ps, A1y, Aoy),
such that Ar, € App and Aog € Aoyyp- Then

IUT cspio S =Vs:7T(Ps)e out(IUT,s) C out(S,s)

Theorem [[] below captures cspio using process refinement. This characterisation
uses the process RUN, defined as RUN(A) =[le: Aee— RUN(A). It offers
all the events in A (through an indexed choice operator) and then recurses. The
proof of the following theorem can be found in Appendix [A1l

Theorem 1 (Verification of cspio). Let IUT = (Prur, Anyr, Aoyyr) be an
implementation model, and S = (Ps, A5, Aos) a specification, with Ar, € Ap,,,
and Aogs C Ao,yr- Then IUT cspio S holds iff the following refinement holds.

Ps T (PS H‘ RUN(AOIUT)) HAIIUTUAOIUT” Pryr (1)

As a consequence of Theorem [l if we know the IUT we can mechanically verify
IUT cspio S by checking (using FDR) the expression ().
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As an example, consider the process IM2 below, which corresponds to the
LTS in Figure

A = A
Ao = Aopn U {cleanUpPerformed}

IM2 = START?2; IM?2

START?2 = scrollToAMsg — msgHighlighted — selMove ToIMOpt —
reqStoInfo — (ALT1 0O ALT2)
4 performCleanUp — reqCleanUp — cleanUpOk —
cleanUpPerformed — Skip

FDR successfully checks that the following refinement holds, confirming that
IM?2 is a valid implementation of IM1.

M1 C; (IMl H‘ RUN(AOIMz)) HAIIMZ UAOIMZ” M2

As another example, we use FDR to show that the following process is a valid
implementation of DB1, defined earlier in this section.

A[DBZ = AIDBI
A0D52 = AODBI

DB2 = reqStoInfo — (msgStolsNotFull — DB2 M msgStolsFull — DB2
M reqgStoInfo — DB2)
O reqCleanUp — cleanUpOk — DB2

The process DB2 allows all the traces of DB1, but in addition accepts consecutive
input requests for storing information.

The mechanical verification of conformance is an important advantage of our
formalisation using CSP. Unlike an explicit algorithm for checking conformance,
as presented in [29] for ioco, we benefit from the expressive power of the refine-
ment notions and the model checker for CSP to verify conformance in a simple
way. Furthermore, we have a formal proof that the refinement expression does
capture input-output conformance, whereas the algorithm presented in [29] is
not, to our knowledge, proved sound. On the other hand, cspio is defined in
terms of ordinary traces, whereas ioco considers quiescence as well. In the next
section we establish a connection between these relations.

3 Relating ioco and cspio

Since ioco and cspio are defined on different formalisms, a comparison between
them requires relating LTS and CSP. As a concrete formalism, LTS is used as
an operational model of several process algebras, including CSP. So operational
semantics and tools for these languages map the corresponding notations into
LTS. We follow the reverse direction. Our approach is to map each LTS transition
into a CSP process prefixed with the corresponding event, and whose behaviour



Compositional Verification of Input-Output Conformance 33

is given by recursively mapping the transitions of the target state; transitions
with events representing quiescence are mapped likewise. Based on this mapping
we then establish that verifying i ioco s is the same as checking whether cspio
holds for the processes resulting from the mapping of 7 and s. As Theorem [II
gives us a mechanical way of checking cspio, we obtain a strategy to verify ioco
as a byproduct of the results of this section.

The mapping of an LTS into a CSP process is very simple, and uses some
auxiliary definitions. Let g be a state and T a transition relation, then we define:
available(q, T) = {e | (¢, e,q’) € T} yields the set of available events (visible or
not) in state q; next(q,e, T) = {q¢’ | (¢, e,¢") € T} gives the adjacent states of
q after the event e; and m(e) = if e # 7 then e else tau is an identity on event
names, except in the case of 7 that is mapped into tau.

As our testing theory is based on the traces model of CSP, we can simplify
the mapping by disregarding nondeterminism, since internal and external choices
are not distinguished in the traces model. Internal transitions (with 7 events)
are mapped as ordinary ones, but replacing 7 with tau, a special event such
that tau ¢ L; the fact that 7 events must be translated into internal events
in the resulting CSP process is captured later one, by internalising such events
using the CSP hiding operator, which effectively replaces tau back into 7, at the
semantic level.

Definition 13 (LTS to CSP mapping). Let p = (Q,LU {7}, T, q) be an
LTS. The following function yields a CSP process whose structure is based on
the transitions of p starting from state q.

M(q, T)=UOe: available(q, T) e m(e) — U ¢’ : next(q,e, T) @ M(q', T)

The resulting process is defined as an indexed external choice of processes, each
one prefixed by an event of a transition that can be triggered from state ¢ in the
LTS. The behaviour after engaging in an event, say e, is given by the recursive
call of the mapping function from the target states of the transition triggered
by event e.

Although the definition above does not mention quiescence, it actually maps
quiescent states, provided the relevant transitions are included in the transition
relation. Therefore, M (g, T U Ts) generates a CSP process annotated with a spe-
cial event representing quiescence situations. Recall that T has been introduced
in Definition

A mapping is usually taken as a definition of an embedded semantics. How-
ever, since both the LTS and the resulting CSP processes have a common trace
semantics, we can prove that the proposed mapping does preserve traces. Ac-
tually, it preserves suspension traces as well, since quiescence is mapped into a
special event, as previously explained. This proof is simple but lengthy, and is
omitted here.

Lemma 1 (Mapping preserves (suspension) traces). Let ) be a finite
non-empty set of states; L a finite non-empty set of labels; T C Q@ x (LU{T})x @
the transition relation over Q@ and L, with tau ¢ L. Then,

traces(q) = T(M(q, T) \ {tau})
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This lemma allows us to relate the traces of an LTS, from an arbitrary state
g, with the process that results from the mapping. Particularly, for an LTS
p = (Q,L;,Lo, T, q), we have that traces(p) = traces(qp), which, from
Lemma[I], is the same as traces(M(qo, T) \ {tau}).

From the fact that our mapping preserves (suspension) traces, and that both
ioco and cspio are based on trace semantics, it is now possible to formally relate
cspio and ioco.

Theorem 2 (Conformance equivalence). Let i = (Q;, Ly, Lo, Ti, qo,) be an
input complete IOLTS representing an implementation, s = (Qs, L1, Lo, Ts, qo,)
an IOLTS representing a specification, IUT = (M (qo,, T; U T5,) \ {tau}, L1, Lo)
the 1/0 process resulting from mapping the suspension IOLTS of i, A(i); and
S = (M(q,, Ts U Ts,) \ {tau}, L1, Lo) the 1/O process obtained from mapping
the suspension IOLTS of s, A(s). Then

1iocos = IUT cspio S

The above theorem, proved in Appendix [A.2], formalises an important contribu-
tion of this paper: iioco s can be mechanically verified using FDR to check the
expression IUT cspio S, provided IUT and S correspond to the mappings of i
and s, respectively.

4 Compositional Verification

It has been shown in [27] that, in general, ioco is not a compositional relation
with respect to parallel composition and hiding. However, compositionality does
hold under the assumption that specifications are input complete in the same
alphabet of the corresponding implementations. Therefore, given the results of
the previous section, it is expected that this holds for cspio as well. Nevertheless,
our aim is to prove compositionality for all I/O process operators, and not only
for parallel composition and hiding; it is also our objective to study weaker
assumptions for establishing compositionality for cspio.

We assume, however, that the implementation models to be composed are non-
observationally terminating; this means that they cannot eventually behave like
the Skip process. The lemmas and theorems in this section implicitly assume that
the implementation models obey this condition. The reason for this restriction
is that Skip produces the event v in the traces, and this demands a special
treatment in our compositional strategy, which is a topic for further investigation.
In any case, this is a weaker assumption than input completeness, which clearly
implies in non-termination.

Theorem [ presented in the sequel, states that cspio reduces to standard
CSP traces refinement, if we assume that the specification is input complete,
and that some additional constraints hold concerning the specification and im-
plementation alphabets. First we formalise the notion of input completeness for
an I/O process.
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Definition 14 (Input complete I/O process). Let M = (P, Ar, Ao) be an
I/0 process. Then, M is input complete if, and only if,

Vit:T(P)e Ar C initials(P/t)

Input completeness can be mechanically verified by checking a simple refinement
expression. The following four lemmas are proved in Appendix [Al

Lemma 2 (Input complete I/O process). Let M = (P, A;, Ao) be an I/0
process. Then, M is input complete if, and only if, P = RUN (Ay)

The following two lemmas introduce simple properties of the process RUN. The
first one allows to combine two interleaving processes into a single one.

Lemma 3 (RUN composition). Let X and Y be sets of events, such that
XNY =0. Then

RUN(XUY)=RUN(X) ||| RUN(Y)
The next property shows that RUN is the unit of parallel composition.

Lemma 4 (RUN unity). Let P be a non-observationally terminating process,
and A a set of events. Then

P|[A]|RUN(A) = P

This lemma is a simple variation of a law presented in [22] with an explicit
condition requiring that P does not terminate with Skip.

Another relevant property is that composing a process in parallel in the
context of a synchronisation set that includes the process alphabet leads to
refinement.

Lemma 5 (Parallel refinement). Let P and @ be two processes and X a set
of events, such that ap C X and ag C X. Then

PC, QIX]IP

Based on the previous lemma, we establish that cspio is, in general, a weaker
relation then traces refinement.

Lemma 6 (cspio weaker than C;). Let S = (Pg, A, Aog) be a specifi-
cation and IUT = (Prur, Anyr, Aoyys) an implementation model, such that
A, CAp,, and Aog C Aoy, Then

Ps C. Piyr = IUT cspio S
Proof

Ps &, Pryr
= [transitivity of T, and Lemma [3]

Ps C, (Ps ||| RUN(Ao)) |[ArUAo]| Prur
= [Definition [1Z]

IUT cspio S

Finally we present our first result concerning the equivalence between cspio and
traces refinement.
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Theorem 3 (cspio equivalent to C.). Consider an input complete specifica-
tion denoted by the 1/0 process S = (Pg, A1, Ao), and an implementation model
T = (PIUT7 A[, Ao) Then

IUT cspio S = Ps C. Pryr

Proof

(IUT cspio S = Ps C, PIUT)

IUT cspio S
= [Theorem [
Ps C; (Ps ||| RUN(Ao)) [[ArU Ao]| Prur
= [Lemmal2 and transitivity/monotonicity of T,/
Ps T, (RUN(A7) ||| RUN(A0)) [ A7 U Ao]| Pror
= [Lemmal3]
Ps T, RUN(A;UAp) HA[ U Ao]| Pryr
= [Lemmal[j)
Ps C; Pryr

(Ps C; Pryr = IUT cspio S) follows directly from Lemma[Q

The fact that each I/O process operator is monotonic with respect to the cspio
relation is a simple consequence of the above theorem. As an illustration we show
the case for parallel composition.

Corollary 1. Consider the input complete specifications Sy = (Ps,, A, Ao,)
and Sy = (Ps,, Ar,, Ao,), and the implementations IUT, = (Prur,, An, Ao,)
and IUTQ = (PIUTZ; A[z7 AOZ)- Then

(IUTy cspio S1) A (IUT: cspio S2) = (IUT ||io IUT2) cspio (St ||ie S2)
Proof

(IUTy cspio S1) A (IUT; cspio S2)
= [Theorem[3]
(Ps, &+ Prur,) A (Ps, &7 Prur,)
= [transitivity/monotonicity of C,, and X = (A, N Ao,) U (AL NAo,)/
(Ps, [ X ]| Ps,) E+ (Prom, |[ X ]| Prot,)
= [Definition[8 and Theorem[3J]
(]UTl Hio IUTQ) CSpiO (Sl Hio SQ)

Therefore, as all CSP operators are monotonic with respect to all CSP refinement
relations, including traces refinement, compositionality holds for the operators
on I/O processes, since these are defined in terms of the standard CSP operators.

Tt is worthy contrasting this result with the one obtained in [27]. Apart from
proving a property similar to Theorem [3, laborious proofs were necessary to
establish monotonicity of each of the two operators considered (parallel compo-
sition and hiding). This seems to give some evidence that a formalisation in the
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setting of a process algebra is a more promising direction to follow in the context
of compositional conformance verification.

We have also explored whether compositionality would hold under weaker as-
sumptions. The next theorem shows that cspio also reduces to traces refinement
when the input events offered by the implementation, after each trace, is a sub-
set of those offered by the specification, for the same trace. Input completeness
of the specification (in the same alphabet of the implementation) clearly implies
this weaker condition. We define an auxiliary function:

in(M,s) = if s € T(Py) then initials(Pyr/s) N Ay, else ()

to capture the set of input events of the I/O process M after the trace s. This
can be easily checked using FDR by verifying an expression similar to (1) in
Theorem [I] except that RUN (Ao,,,) is replaced with RUN (A, )-

Theorem 4 (cspio equivalent to T;). Let the I/0 process S = (Pg, A1, Ao)
represent a specification, and IUT = (Pjyr,Ar, Ao) an implementation, and
Vsein(IUT,s) Cin(S,s). Then

IUT cspio S = Ps C. Pryr

Based on this theorem, whose proof is in Appendix [A.6l and on the fact that
traces refinement is compositional, we can show that compositionality holds for
I/O process operators, similarly to Theorem[3l The case for parallel composition
is again used as illustration.

Corollary 2. Let Sy = (Pg,, A1, Ao,) and S2 = (Ps,, Ar,, Ao,) represent spec-
ifications, and IUTy = (Pryr,, A, Ao,) and IUTy = (Pryr,, AL, Ao,) stand
for implementations. Then

(IUTy cspio S1) A (IUT: cspio S2) = (IUTY ||io IUT) cspio (51 |]io S2)

As an example of compositional conformance verification, consider the processes
IM1, DB1, IM2 and DB2 presented in Section 2221 where we have also shown
that IM 2 cspio IM 1 and that DB2 cspio DB1. In the same section we have also
defined the processes IM1DB1 and IM2DB?2 that capture the parallel compo-
sitions of IM1 with DB1, and of IM2 with DB2, respectively. The question is
whether IM2DB?2 cspio IM1DB1?

Our first attempt to justify this conformance is to check whether the condi-
tions of Theorem [3] hold for the parallel compositions of IM1 with DB1, and of
IM?2 with DB2. They trivially fail to hold since neither /M1 nor DB1 are input
complete. Nevertheless, the conditions of Theorem [ are satisfied, and then we
can conclude that IM2DB2 conforms to IM1DB1; this can be easily confirmed
using FDR.

5 Conclusions

We hope to have given some evidence that a characterization of a testing theory
in the setting of a process algebra is a promising direction to follow, especially
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concerning compositional conformance verification, where compositionality of
the conformance relation is an essential property. Particularly, we have explored
this issue in the context of CSP, through an input-output conformance relation
denoted cspio. We have analysed in some detail under which conditions com-
positionality holds for cspio. Assuming input completeness of the specification
in the same alphabet of the implementation, we have proved that conformance
verification reduces to standard traces refinement in CSP and, therefore, com-
positionality holds since all CSP operators are monotonic with respect to traces
refinement, and so are the I/O process operators. We have also shown that com-
positionality holds under a weaker condition: when the input events offered by
the implementation, after each trace, is a subset of those offered by the specifi-
cation, for the same trace. In such cases, conformance checking also reduces to
traces refinement, and, therefore, we obtain an analogous result to the one that
assumes input completeness of the specification.

Another contribution of our work is the connection between cspio and the
well-established ioco conformance notion. We have formally shown that these
two relations are equivalent if quiescence in an LTS is annotated using a special
event in the CSP model. Therefore, it is natural that the closest related works for
us to consider are those on ioco. Concerning conformance verification, in [29] the
authors present an on-the-fly algorithm for mechanically verifying whether ioco
holds between a specification and a candidate implementation. In contrast, we
mechanise such a verification through a simple refinement expression using the
CSP model checker FDR. Although cspio is defined in terms of standard traces,
by using special events to represent quiescence, and based on the established
connection with ioco, the results hold for suspension traces as well. As regards
soundness, the fact that the proposed refinement expression does capture the
conformance notion has been proved as a theorem. On the other hand, a proof
of soundness of the algorithm presented in [29] has not been reported, to our
knowledge.

In [28] the authors present a denotational formalisation of ioco in the frame-
work of the Unifying Theories of Programming [I13]. Implementations and
specifications are represented as reactive process. It is shown that, provided
an implementation refines a specification in the reactive processes theory of the
UTP, such an implementation is ioco conformant to the specification. This result
is analogous to our Lemma [0] for traces refinement and cspio.

Compositionality for ioco has been addressed in [27]. Parallel composition
and hiding are defined for LTS, and it is proved that these operators preserve
conformance under the assumption that the specification is input complete in
the same alphabet of the implementation. Apart from proving a result similar to
Theorem [3] laborious proofs were necessary to establish monotonicity of each of
the two operators considered. As previously discussed, we have proved that com-
positionality holds for the I/O process operators, as an immediate consequence
of monotonicity of these operators with respect to trace inclusion. Furthermore,
we have obtained similar results for weaker conditions, not explored in [27].
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There are other approaches to testing that are formalised using CSP. In [19],
some implementation relations are defined based on the semantic models of CSP;
practical test sets are proposed inspired by these relations. The approach is not,
however, completely formal. In [21], two conformance relations are defined, based
on the traces and on the failures-divergences models of CSP, and refinement is
used to check whether conformance holds, in a similar way as we do here. An in-
stantiation of a well-established theory of formal testing [9] to CSP, using traces
and failures refinement as the notion of correctness, is reported in [7]. Compo-
sitionality is not explicitly addressed in any of these works. Nevertheless, in [7],
compositionality is a direct consequence of adopting one of the CSP semantic
models as the conformance relation. None of these works, however, distinguishes
input from output.

As a relevant topic for further research, we intend to explore additional com-
positionality theorems with the weakest possible conditions, for each I/O process
operator. As another future direction, we plan to mechanise our proofs using the
CSP-Prover [14]; some initial experiments have shown that this is feasible. It
is also our aim to consider realistic case studies. Although our testing strategy
has been adopted in practice in the Motorola’s Brazil Test Center initiative, the
focus so far has been on test case generation from use cases, and their execution;
we have not yet applied our compositionality results in practice.
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A Proofs
A.1 Theorem[I]

The following Lemma is auxiliary to the proof of Theorem [II

Lemma A1l (Initials of P interleaved). Let P be a CSP process, and A a
set of events. Then

initials((P ||| RUN(A))/s) = initials(P/s) U initials(RUN (A)/s)

Proof

ingtials((P ||| RUN(A))/s)
= [traces(P/s) and initials(P) = initials(P/s) ={a | s " (a) € T(P)}]
{e|s™(e)eT(P|| RUN(A))}
= [def. T(P ||| Q)]
fels™(e)eU{tlllu]teT(P)AuecT(RUN(A)}}
= [def. s ||| t]
{els™(e)el
{{v) "z | (V)eT(P)ANze(t||]]u)AteT(P/{v) A
u € T(RUN(A))}
U
{(v) "z | (v) e T(RUN(A)ANze(t||]|u)yAteT(P)A
| u € T(RUN(A)/{(v)}

= [set comphreension]
fels™(ehe{(n) ™2 | () T(P)Aze(tlllu)AteT(P/u) A
u € T(RUN(A))}}
U
{e| s (e)e{(v)"z | (v) eT(RUN(A)ANze(t||]|]uyAteT(P)A
u € T(RUN(A)) ()}
= [def. initials(P/s)]
initials(P/s) U initials(RUN (A)/s)

The proof of Theorem [I1



42 A. Sampaio, S. Nogueira, and A. Mota

Let the I/O process IUT = (Pryr, Aryr, A0,,,) be an implementation model,
and S = (Ps, A1y, Aog) a specification, with A7, € Ay, and Ao, C Ao,
Then IUT cspio S holds iff the following refinement holds.

Ps C (PS ||| RUN(AOIUT)) HAIIUT UAOIUTH Pryr
Proof

Ps &+ (PS ||| RUN(AOIUT)) HAIIUT U AOIUT H Prur
= [definition C,]
T((PS H‘ RUN(AOIUT)) |[AIIUT U AOIUT H PIUT) c T(PS)
—lap Caq = T(Pllar Uag)| Q) = T(P || Q)]
T(Ps ||| RUN(A0,;)) NT(Prur) € T(Ps)
= [definition C]
Vsese (T(Ps||| RUN(Ao,y,)) NT(Pryr)) = s € T(Ps)
= [holds when sequence is empty or neither]
() € (T(Ps || RUN(Aou:)) N T (Prur)) = () € T(Ps) A
Vs,zes ™ (1) € (T(Ps || RUN(Aoy,)) N T(Pror)) =
s (x) € T(Ps)
= [traces property V Pg e () € T (Pg)]
true = true A
Vs,zes” (z) € (T(Ps ||| RUN(Aoy,)) NT(Prur)) =
s " (z) € T(Ps)
= [A elimination]
Vs,zes " (z) € (T(Ps |H RUN(Ao,,.))NT(Pryr)) =
s (x) € T(Ps)
= [def. N]
Vs,xes " (z) € (T(Ps ||| RUN(Ao,yz)) AN s {(z) € T(Pryr)) =
s (z) € T(Pg)
= [set comphreension]
Vs,xex e{al| s (a) €T(Ps ||| RUN(Ao,,,))} A
ze€{a| s {a)eT(Pur)}=z€{a| s (a) € T(Ps)}
= [from T (P/s) and initials(P) we have
initials(P/s) ={a | s (a) € T(P)}]
Vs, x ez € initials((Ps ||| RUN(Ao,,,))/$) A x € initials(Pryr/s) =
z € initials(Pg/s)
— [V & Aoy, SKIP ||| RUN(Ao,,,)) # SKIP and
Z.nitialS(P‘S') c (AIIUT U AOIUT)]
Vs, x ez € initials((Ps ||| RUN(Ao0,,,))/8) N (ALyr UAo,p) A
T € initials(PjUT/s) N (A[IUT ] AOIUT) =
z € witials(Ps/s) N (A1, U A0ur)
= [N-dist-U]
Vs, z ez € (initials((Ps ||| RUN(Ao,y.))/8) N ALy )U
(initialS((Ps H\ RUN(AOIUT))/S) N AOIUT) A
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z € (initials(Pryr/s) N Apyy) U (initials(Pror /$) N Aoyy) =
z € (initials(Ps/s) N Ap,,, ) U (indtials(Ps/s) N Aouyy)
= [Lemma [AT]
Vs, x ez € ((initials(Pg /s) U initials(RUN (1o,,,)/$)) N ALy, )U
(initials(Ps/s) U initials(RUN (I0,,,)/5)) N A0ur) A
z € (initials(Pryr/s) N Apyy) U (initials(Pror /$) N Aoyyy) =
z € (initials(Ps/s) N Ap,,, ) U (indtials(Ps/s) N Aouyy)
= [since (X U initials(RUN (I0,,,)/$)) N Anyr = X N Ayp,,, and
(X U initial&(R UN(IOIUT)/S)) N AOIUT = AOIUT ]
Vs, x ez € (initials(Ps/s) N Aryp) U Aoy, A
z € (initials(Pryr/s) N Apyy) U (initials(Pror /$) N Aoyyy) =
z € (initials(Ps/s) N Ap,,, ) U (indtials(Ps/s) N Aouyy)
= (A, C Ap,., Aos C Ao,yy] and def. out(Mp, s)]
Vs,x ez € (initials(Ps/s) N Aryp) U Ao, A
z € (initials(Pryr/s) N Aryp) U out(IUT, s) =
z € (initials(Ps/s) N Ap,,, ) U out(S, s)
= [definition N]
Vs, z ez € (initials(Ps/s) N Aryp) U Ao,mN
(initials(Prur/s) N Apyy) U out(IUT, s)) =
z € (initials(Ps/s) N Ap,,, ) U out(S, s)
= [N-dist-U]
Vs, xz ez € (initials(Ps/s) N Aryp) N (initials(Prur/s) N Aqy,U
out(IUT, s)) U (Ao,,, N (indtials(Pryr/s) N Aryy U out(IUT, s)) =
z € (initials(Ps/s) N Ap,yp) U out (S, s)
= [set theory, AN A = A]
Vs, x e x € (initials(Pg/s) Ninitials(Pryr/s) N Agy, ) U out(IUT, s)U
(Ao,yr N (initials(Pryr/s) N Aryr U out(IUT, s)) =
z € (initials(Ps/s) N Ap,y,) U out (S, s)
= [Since Apyr VAo, = m
Vs, x e x € (initials(Pg/s) Ninitials(Pryr/s) N Ay, ) Uout(IUT, s) =
z € (initials(Ps/s) N Ap,,, ) U out(S, s)
= [definition C]
Vs e (initials(Pg/s) N initials(Prur/s) N Aqy,) U out(IUT, s) C
(initials(Ps/s) N Apyyp) U out (S, s)
=[since AUBC CUD=AC CABCD,providled ANB=AND =
BN C=CnND=0;and, out(P,s) N Apyy = 0]
Vs e (initials(Pg/s) N initials(Pryr/s) N Ary,) C
(initials(Ps/s) N Apyp) A
out(IUT, s) C out(S,s)
= [since AN B C 4]
Vs e out(IUT,s) C out(S,s)
= [since Vs € T (Pryr) @ out(IUT, s) =0 C out(S, s)]
Vs:T(Ps)e out(IUT,s) C out(S,s)
= [Definition [[2]
IUT cspio S
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A.2 Theorem

The following lemma establishes a connection between the output events pro-
duced both by the LTS and the corresponding mapped process, after a given
trace.

Lemma A2 (Output equivalence). Let p = (Q, Ly, Lo, T, qo) be an IOLTS,
and M, = (M (qo, TU T5) \ {tau}, L;, Lo U{d}) be the 1I/O process mapped from
A(p) be. Then

out(A(p) aftero) = out(M,, o)
Proof

out(A(p) aftero)
= [def. out(q)]
initials(A(p) aftero) N (Lo U{d})
= [def. initials(q)]
{a€ L|Alp)afterc ==} N (Lo U{})
= [def. traces(q)]
{a | (a) € traces(A(p) aftero)} N (Lo U{d})
= [Lemmall and def. P/s]
o€ T(M(q,TUTs)\ {tau}) A
{a] {a) € T((M{ao, TU T5) \ {tau})/0)} N (Lo U {6})
= [set comphreension]
{a| o€ T(M(g, TUTy)\ {tau}) A
(a) € T((M(t0, TU T5) \ {tau})/o)} 1 (Lo U {5})
= [set comphreension]
if(c € T(M(q, T U Ts) \ {tau})) then
l %a | (@) € T((M(qo, TU T5) \ {tau})/o)} N (Lo U{d})
= [def. initials(P)]
if (0 € T(M(qo, TU Ts) \ {tau})) then
é)nitials((M(qo, TU Ts)\ {tau}) /o) N (Lo U{d})
else
= [def. out(M,s)]
out(M,, o)

Here the proof of Theorem (2

Let i = (Qi, L1, Lo, Ty, qv,;) be an input complete IOLTS representing an im-
plementation, s = (Qs, L1, Lo, Ts, qv,) an IOLTS representing a specification,
IUT = (M(qo,, T; U T5,) \ {tau}, L1, Lo) the I/O process resulting from map-
ping the suspension IOLTS of i, A(i); and S = (M (qo,, TsUTs,) \ {tau}, L1, Lo)
the I/O process obtained from mapping the suspension IOLTS of s, A(s). Then

i1iocos = IUT cspio S
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Proof

IUT cspio S
= [def. cspio]

Vo:T(M(qo,, Ts U Ts,)\ {tau}) e out(IUT,0) C out(S,o)
= [Lemma [[] and def. A(p)]

Vo : traces(A(s)) o out(IUT,0) C out(S, o)
= [def. Straces(p)]

Yo : Straces(s) o out(IUT, o) C out(S,0)
= [Lemma [A2]

Vo : Straces(s) o out(A(i) after o) C out(A(s) after o)
= [def. ioco]

1ioco s

A.3 Lemma

The following Lemma is auxiliary. It captures a simple property of traces
refinement.

Lemma A3 (Initials and C;). Let P and @ be CSP processes. Then
PLC, Q=Vseinitials(Q/s) C initials(P/s)
Proof

P E‘r Q
= [traces refinement]
7(Q) S T(P)
= fdef. €]
VieteT(Q)=teT(P)
=ft=s"(z)ort={)]
Vs,xes (x)eT(Q)= s (z) e T(P)
A
(0eT(Q)= () eT(P)
= [traces axiom, () € traces(R)]
Vs,xes (x)eT(Q)= s (z) e T(P)
= [set comphreension]
Vs,zexc{als (a)eT(Q)}=xc{als  (a)eT(P)}
= [T(P/s) and initials(P) = initials(P/s) = {a | s~ (a) € T(P)}]
Vs, x ex € initials(Q/s) = = € initials(P/s)
= Jdef. C]
Vs e initials(Q/s) C initials(P/s)

Here follows the proof of Lemma
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Let M = (P,A;,Ao) be an I/O process. Then, M is input complete if, and
only if, P C, RUN(Aj)

Proof

P T, RUN(A;)
= [Lemma [A3]
Yt e initials(RUN (Ar)/t) C initials(P/t)
=[T(RUN(A)) = A* and
Vi g A* e initials(RUN(A)/s) =0 C initials(P/t)]
Vit:T(P)e A; Cinitials(P/t)

A.4 Lemma

The findings of this paper are based on trace semantics, then it is enough to
proof the equality of Lemma [3] on traces model.

Let X and Y be sets of events, such that X 1Y = (). Then
RUN(XUY)=RUN(X) ||| RUN(Y)
Proof
RUN(X) ||| RUN(Y)
= [By |||-step, X N'Y =0 and RUN(X) =7z : X — RUN(X)]
7¢: XUY —if (x € X)then RUN(X) ||| RUN(Y)
else RUN(X) ||| RUN(Y)

= [By predicate calculus]
7c: XUY — RUN(X) ||| RUN(Y)

Using induction we show:
VseseT(RUN(X)||| RUN(Y)) < s€ T(RUN(XUY))

Base case : s = ()
Trivially holds.

Inductive case : s = s’ 7 (z), such that z € X U Y

s’ " (z) €T(?7z: X UY — RUN(X) ||| RUN(Y))

= applymg (|- step #s times]
s'€(XUY) A(z)eT(7w: XUY — RUN(X) ||| RUN(Y))
by induction hypOtheblb]
Se(XUY)*A{z)eT(?z: XUY - RUN(XUY))
= [by —-step]
s () eT(?z: XUY - RUN(XUY))

The proof above enable us to establish the following equality (in traces) for
RUN(X) ||| RUN(Y).
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= [By traces]

7r: XUY - RUN(XUY)
— By ||[step]

RUN(X U Y)

A.5 Lemma

Let P and @) be two processes and X a set of events, such that ap C X and
ag € X. Then

PLC. PI[X]|Q
Proof
PC, PI[X]@Q
= [def. C/]

T(P[X]Q)CT(P)
= [def T(P[[X]]) Q]
Ulsl[ Xt s e T(P)AteT(Q)} CT(P)
We demonstrate it for each production of s|[ X ]| t. In the proof consider that
z,2' € X and y,y’ & X.
1. For s = () and ¢t = ()
OIXI0 =10}

= [traces semantics]

QX0 € T(P)
2. For s = () and t = (z)

OIX]l () =0

[w‘t theory]
(O N[X (=) € T(P)
3. For s =(z) " s and t = (x) "t/
(z) ~ [ X[ (2) "t ={{z) "z | zes|[ X[t}
= [since (z) € T(P) N7 (Q) and assuming inductively z € 7 (P)]
((z) =" [[ X ]| (z) ™ 1) S T(P)
z) s and t = (z/) T
(z) " s |[X ][ {2) "t =0
= [set theory]
()~ 5/ [ X ]| 2) ™ #) € T(P)

5. The assumptions ag € X and ap C X avoid the productions of s|[ X ]| ¢
that follow.

4. For s =

—~

o s=()andt=(y)
e s=(z) "¢ and t=(y) "t
e s=(y) " s and t = (y) "t
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A.6 Theorem [

Let the I/O process S = (Pg, A1, Ap) be a specification, and consider an imple-
mentation IUT = (Pjyr, A1, Ao) , and Vs e in(IUT,s) C in(S,s). Then

IUT cspio S = Ps C; Pryr
Proof

Ps T Pryr
= [Lemma [A3]
Yt e initials(Pryr/t) C initials(Ps/t)
= [set theory]
Yt e initials(Pryr/t) N (Ar U Ao) C initials(Ps/t) N (Ar U Ao)
= [N-U-dist]
Yt e initials(Pryr/t) N Ap Uidnitials(Pryr /t) N Ao C
initials(Pg/t) N Ar Uinitials(Pg/t) N Ao
= [defs. in(Mp, s) and out(Mp, s)]
Vtein(IUT,t)Uout(IUT,t) C in(S,t) U out(S,t)
=[AUBCCUD=ACCA BC D, provided
ANB=AND=CND=BNC =)
Vitein(IUT,t) Cin(S,t) A out(IUT,t) C out(S,1t)
= [def. cspio]
IUT cspio S AVsein(IUT,s) C in(S,s)
= [hypothesis and A-elimination]
IUT cspio S
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Abstract. We study the problem of generating a database and param-
eters for a given parameterized SQL query satisfying a given test condi-
tion. We introduce a formal background theory that includes arithmetic,
tuples, and sets, and translate the generation problem into a satisfia-
bility or model generation problem modulo the background theory. We
use the satisfiability modulo theories (SMT) solver Z3 in the concrete
implementation. We describe an application of model generation in the
context of the database unit testing framework of Visual Studio.

1 Introduction

The original motivation behind this work comes from wunit testing of relational
databases. A typical unit test, first populates the database with concrete test
tables, then evaluates a given test query with respect to the tables, and finally
checks if the result of the evaluation satisfies a given test condition. Typical test
conditions are, checking if the result is empty, nonempty, has a certain number
of rows, or contains a specific value.

In general, a test query may also be parameterized, i.e., involve variables in
place of some concrete values, in which case the parameter variables first need
to be instantiated with concrete values in a separate step prior to evaluating the
query. A test query uses domain specific knowledge about the particular database
schema and acts like a usage scenario, much like code in a traditional unit test.
A test condition validates the result. The task of coming up with concrete test
tables and parameters for the test query satisfying the test condition is, on the
other hand, a combinatorial problem that is both error-prone and tedious.

We propose a technique that can be used to automate the above data genera-
tion problem for a class of SQL queries. The idea is illustrated in Figure [[l where
Qex is the underlying analysis engine. The expected usage scenario is that the
user supplies the query g as well as the test condition ¢, Qex then generates
the sample input tables and the expected output. The generated input tables
are used to populate the database and the query ¢ is executed against the ac-
tual database. The actual output is validated against the test condition ¢ or
compared against the expected output that was generated by Qex.

* This work was done during an internship at Microsoft Research, Redmond.
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Fig. 1. Using Qex for data generation

We introduce a formal background theory 7> that is rich enough to capture
the semantics for the class of queries under consideration, and is tailored for
automatic analysis with state of the art SMT solvers. A given query ¢ and a test
condition ¢ are translated into a formula v in 7*. The translation is such that,
if the formula v is satisfiable modulo 7%, i.e., ¥ has a model S in 7>, then the
values of the variables in S, are mapped back to concrete test tables and input
parameters for g.

Satisfiability checking combined with finding a concrete model as a witness is
usually called model generation. We illustrate the use of model generation in the
context of the Visual Studio database unit testing framework. In this application,
model generation is seen as a black box from the user’s perspective. There are
other well-known applications of model generation in the context of databases,
such as integrity and security constraint checking, where this technique could be
useful.

In Section Pl we introduce the background theory 7. In Section [§ we define a
formal translation from a class of SQL queries into 7. In Section @ we introduce
an analysis approach of formulas in 7> by using satisfiability modulo theories
(SMT). In Section [l we discuss a concrete application for generating database
unit tests in Visual Studio, we look at some concrete examples and provide some
benchmarks. In Section[Glwe discuss future work. Section[dis about related work.

2 Background 7%

We use a fixed state background 7> that includes arithmetic, Booleans, tuples,
and finite sets. The universe is multi-sorted, with all values having a fixed sort.
The sorts Z, R, and B are used for integers, reals, and Booleans, respectively; Z
and R are called numeric sorts. The sorts Z, R and B are basic, so is the tuple
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T° == % | Default® | Ite(T®,T°,T°) | TheElementOf (T(?)) |
ﬂ.i(TT(UO ..... oi:a,...))
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F 2=T% |32 F|3XF

Fig. 2. Well-formed expressions in 7>

sort T(og,...,0k), provided that each o; is basic. The set sort S(o) is not basic
and requires ¢ to be basic.

The universe of values of sort ¢ is denoted by U?. Universes of distinct sorts
are disjointﬂ For each sort o, there is a specific Default’ in U?. In particular,
Default® = false, Default” = 0, Default® = 0, Defaults(”) = (), and for a tuple
sort the Default tuple is the tuple of Default’s of the respective element sorts.
There is a function AsReal : U* — U® that maps integers to corresponding reals.

We refer to a sort o together with a semantic constraint on U7 as a type.
In particular, the type Z* refers to the positive integers, i.e., the constraint is
val" (x > 0). An enum or k-enum type refers to integers 0 through k& — 1 for
some k > 0.

2.1 Expressions

We use an expression language that we also refer to as 7>. Well-formed expres-
sions or terms of 7> are shown in Figure Pl A term t of sort o is written ¢7; 27 is
a variable of basic sort o; X7 is a variable where o is a set sort. We adopt the con-
vention that upper case letters are used for set variables. Boolean terms are also
called formulas. We always assume that terms are well-sorted but omit the sorts
when they are clear from the context. The set of free variables of a term ¢ is de-
noted by F'V(t), these are all the variables that have an occurrence in ¢ that is not
in the scope of a quantifier. In particular, FV ({t |s ¢}) = (FV () UFV (¢))\{z},
where |, is the comprehension quantifier. A term without free variables is a closed
term. We write t[xo, ..., z,—1] for a term ¢ where each z; may occur free in t.

1 'We could assume that for distinct set sorts o1 and o2 the empty set is shared, but
we may also assume, as we do here, that there is distinct empty set for each set sort.
Either assumption is fine, because all expressions in 7= are well-sorted.
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Let 0 be the substitution {z; — t;};<, (where z; and ¢; have the same sortﬁ;
t0 denotes the application of 6 on ¢t. We write also t[to,...,t,—1] for tf. For
example, if t[z] is the term Ite({z |, ¢} = 0,2+, ) and § = {z — z+y} then
t0 or t[z + y] is the term Tte({z |, p} =0, (z+y) + (x + y),z + y).

We often omit the variables Z from the comprehension quantifier |z when
they are clear from the context. We also use additional definitions in terms of
T* when they are needed. When a definition is obvious (such as x < y), we use
it without further notice. We often use the abbreviation x.i for m;(x).

A term in 7% of the form {z | x =t; V--- V& = t,} (where x is not free in
any t;), is abbreviated by {t1,...,¢,} and is not considered as a comprehension
term, but as an explicit set term.

2.2 Semantics

A state S is a mapping of variables to values. Since 7> is assumed to be the
background we omit it from S, and assume that S has an implicit part that
includes the interpretation for the function symbols of 7%, for example that +
means addition and U means set union. By slight abuse of notation, we reuse the
function symbols in Figure 2] also to denote their interpretations, e.g., we write
= :

m; also for w7, and let the context determine whether we refer to the symbol
or its interpretation in 7>. We write Dom(S) for the domain of S. Given two
states S7 and Sy we write S; W Sy for the union of S; and Sy but where the
variables in Dom(S1) N Dom(S2) have the value in Ss.

A state for a term t is a state S such that FV(t) C Dom(S). Given a term ¢
and a state S for ¢, t° is the interpretation or evaluation of t in S, defined by
induction over the structure of ¢. Given a formula ¢ and a state S for ¢, S = ¢
means that ¢ is true. Besides the standard logical connectives, arithmetical
operations and set operations, equations (IH4]) below show the semantics for the
nonstandard constructions of ¢ in Figure

t7,if S | ¢;

t5, otherwise.

a, if ¥ = {a};

Default’, otherwise.

{to lo= 9}° = {t5""" cacU”. Swfe ~a} E o} (3)
Si(t) =Y mila) (4)

aetf

Tte(p, s 12)° — {

TheElementOf (£57))5 = {

The interpretation of a comprehension with several variables is a straightforward
generalization of ([@]). In (B]) it is assumed that there are only finitely many a
such that S & {z — a} = ¢, otherwise we may assume that {to |- ©}5 is OF]

2 We always make the assumption that substitutions are well-sorted in this sense,
without further notice.
3 In our translation from SQL to 7=, finiteness is guaranteed by construction.
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The use of comprehensions as terms is well-defined since sets are extensional:
VXY (VzzeX o z2eY)e X =Y)[

A state S for a formula ¢ such that S = ¢ is a model of . A formula ¢ is
satisfiable if there exists a model of ¢, and ¢ is valid if all states for ¢ are models
of .

For a closed term t we talk about evaluation of t, without reference to any
particular state.

Multiplication. We define n x m with g, where n > 0 is an integer.

n—1 n-l
nem= Bo({(m,2) [0< @ <n}) =) mo((ma) =3 m  (5)
=0 x=0

Note that m may be an integer or a real and the sort of m determines the sort
of n % m.

Bags. Bags or multisets are represented as graphs of maps with positive integer
ranges, i.e., a bag b with elements {a;};<, each having multiplicity m; > 0 in
b for i < n, is represented as a set of pairs {(a;, m;)}i<n, thus having the sort
S(T (o, Z)) for some basic sort o called the domain sort of b. We let M(o) be the
type S(T(c,Z7)) with the additional map constraint:

VXM vy (e X Ay e X Ax.0=y.0) = 2.1 =y.1).
We use the following definitions for dealing with bags.
AsBag(Y¥?) = {(y,1) |y € Y}

AsSet(XMOY < 1y 0]y e X}
LMoo ))) 5 (£ 1 % 2.0.4,2.0) | 2 € X})  (0; is numeric)

Intuitively AsSet(X) eliminates the duplicates from X. ¥? is a generalization
of the projected sum over sets to bags. Note that x.1 above is always positive
(thus, the use of * is well-defined). Note that an expression like XM(@) g yM(7)
is a well-formed expression in 7>, but it does not preserve the type M(o).

Ezample 1. Let ¢[XY(TZZ2)] be the following expression where o[z] is the
formula z < 4. Intuitively, the query selects the first column and sums up the
elements in the second column and groups all entries by the first column (see
also Example [2)).

q[X] = {(£.0.0,2°{y | y € X A2.0.0 = 4.0.0 A p[.0.2]})) | z € X A [2.0.2]}
Let t = {{(0,2,1),2),((1,2,3),1),((1,2,4),1)}. Consider the evaluation of ¢[t].
qlt] = {(z.0.0,Z{y | y € t A 2.0.0 = 4.0.0 A [y.0.2]})) | z € t A ©[2.0.2]}

4 Extensionality of sets is a meta-level property that is not expressible in 7.
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={{0,2°{y |y €t A0 =y.0.0 A p[y.0
(L2 ({y |y € t A1 =9.0.0 A p[y.0.2]}))}
= {(0, ZaE{ ({0,2,1),2 >}771( a) * m(mo(a))),

(1, Zae{ ((1,2,3),1)3 T m1(a) * m1(mo(a)))}
={(0,4),(1,2)}

3 From SQL to 7%

In this section we show how we translate a class of SQL queries into 7>. We
name the translation Q : SQL — 7. This section is less formal than Section [
We omit full details of Q and illustrate it through examples and templates, which
should be adequate for understanding how the general case works. We restrict our
focus to queries without side-effects and consider a subset of SELECT statements.
We illustrate parts of the concrete grammar with simplified grammar fragments
extracted from [I]. Queries that may cause deletion or addition of rows in the
database are outside the scope of this paper. Also, queries that use ORDER BY are
not handled here. In Section [06] we briefly discuss an extension of our approach
for analyzing queries with side-effects, as ongoing and future work. In most cases
input tables have primary keys that disallow duplicates. However, in the general
case, tables and results of queries are represented as bags whose domain sort is
a tuple.

3.1 Data Types

Typical databases use additional data types besides numbers and Booleans. In
particular, strings are used in virtually every database. So how do we support
them? There are two approaches to deal with this. One is to encode the data
types in 7. The other one is to extend 7> with the corresponding sorts and
background theories. In this paper we take the first approach. The main advan-
tage is that we have a smaller core that we need to deal with in the context
of analysis, that is discussed in Section [l The main disadvantage is that the
overhead of the encoding may be more expensive than using a built-in theory.

Strings. There are several ways how strings can be encoded in 7. Suppose that
in a given column, all strings have a maximum length k; a possible encoding of a
k-string is as a k-tuple of integers, where each character a is encoded as an integer
c¢(a) in the range [1,255]. A further constraint associated with this encoding is
that it has the form (c(ao), ..., c(a;),0,...,0) for a string ag - - - a; for I < k, and
the empty string is the Default of the tuple sort. Operations over k-strings, such
as extracting a substring, can then be defined in terms of tuple operations.

Commonly, a collection of strings D are used as enums in a given column (for
example names of persons), and the only string operations that are relevant are
equality and lexicographic ordering <io, over strings in D. In this case one can
define a bijection fp : D — [0,|D] — 1] such that, for all a,b € D, a <jex b iff
fp(a) < fp(b), and encode strings in D as |D|-enums.
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3.2 Nullable Values

We encode nullable values with tuples. Given a basic sort o, let 7o be the sort
T(o, B) with the constraint V2" (z.1 = false = 2.0 = Default”) and null’® <
DefaultT(”’B). Operations that are defined for o are lifted to 7o. For example, for

a numeric sort o,

27 4+ 4" E Tte(x.1 Ay, (2.0 + 4.0, true), null™).
The projected sum operation is lifted analogously. The sorts T(o,B) are not
used to represent any other data types besides 7¢. This encoding introduces an
overhead for the symbolic analysis and is avoided unless the corresponding value
type is declared nullable.

3.3 Query Expressions

We consider top level query expressions that have the form query_expr according
to the (simplified) grammar:

query_expr ::= select | (query_expr set_operation query_expr)
set_operation ::= UNION | EXCEPT | INTERSECT
select ::= SELECT [DISTINCT] select_list

FROM table_src [WHERE condition] [group_by_having]

Set operations such as UNION remove duplicate rows from the arguments and the
resulting query. In particular, the translation for UNION is:

Q(q1 UNION q2) = AsBag(AsSet(Q(q1)) U AsSet(Q(q2))).

The other set operations have a similar translation.

3.4 Select Clauses

A select clause refers to a particular selection of the columns from a given table
by using a select_list. In the following translation we translate a select_list 1 into
a sequence of projection indices (ly,...,l,) on the table on which the selection
is applied.

Q(SELECT 1 FROM t) = {((z.0.lg,...,z.0.l,), M(z)) | z € Q(t)}  (6)
where M (x) = Zo({{y.1,y) | y € Q(t) A /\ y.0.l; = 2.0.l;})
i=0

Note that multiplicities of the resulting tuples are computed separately, which is
needed to preserve the type of the result as a bag. For example, the following is
not a valid translation, unless 1 is *, because the multiplicities are not computed
correctly:

{{{x.0.lp,...,2.0.0,),2z.1) | 2 € Q(t)}
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If the DISTINCT keyword is used then duplicate rows are removed.
Q(SELECT DISTINCT 1 FROM t) = AsBag(AsSet(Q(SELECT 1 FROM t)))
The following property is used in the set conversion:
AsSet(Q(SELECT 1 FROM t)) = {(y.lo,...,y.ln) | y € AsSet(Q(t))} (7)

An optional WHERE condition is translated into a formula in 7> and appears as
an additional condition in the above comprehensions.
3.5 Join Operations

Join operations are used in FROM statements. In general, a FROM statement takes
an argument table_src, that, in simplified form, has the grammar:

table_src ::= table_name [AS alias] | joined_table
joined_table ::= table_src join table_src ON condition
join ::= [{INNER | {{LEFT | RIGHT | FULL} [OUTER]}}] JOIN

The condition may use column names of the (aliased) tables and operations on
the corresponding data types. We only consider the case of INNER JOIN:

Q(t1 INNER JOIN t2 ON c) & (8)
{(x1.0 X 22.0,21.1 x 22.1) | 21 € Q(t1) Az € Q(t2) A Q(c)[x1.0,22.0]}

where Q(c)[y1, y2] denotes the translation of the condition ¢ to the corresponding

formula in 7>, where the column names referring to the tables t1 and t2 occur

as corresponding tuple projection operations on y; and yo, respectively. The
operation x is defined as follows, where z is an m-tuple and y is an n-tuple:

zxy = (mo(2), o w1 (), 70 (Y), -y Tuo1(y))
The following property holds for the translation:

AsSet(Q(t1 INNER JOIN t2 ON c)) = (9)
{y1 xy2 | y1 € AsSet(Q(t1)) Ay € AsSet(Q(t2)) A Q(c)[y1,y2]}

3.6 Grouping and Aggregates

A very common construct is the combined use of GROUP BY with aggregate op-
erations. A group_by_having expression has the following (simplified) grammar,
where a group_by_item for us is a column name.

group_by_having ::= group_by [HAVING condition]
group_by ::= GROUP BY group_by_list
group_by_list ::= group_by_item [ ,...n ]
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This expression appears in a select expression, the grammar of which is shown
above, and there is a context condition that the columns in select_list that are not
included in group_by_list must be applied to aggregate operations. The context
condition is needed to eliminate duplicate rows produced by the select clause
by combining the values in the columns not in the group_by_list into a single
value for the given column. Here we only consider aggregates in combination
with groupingl1 The aggregate operations we consider are SUM, COUNT, MAX, MIN.

Example 2. Assume that X is a table with the columns (A,B,C) where each
column has integer type. Consider the following query g.

SELECT A, SUM(B) AS D
FROM X

WHERE C < 4

GROUP BY A

Q(q) is AsBag(q[X]) with ¢[X] as in Example [I] where it is shown how

AlB[c]

0[2[1 [A[D]
q[[0[2[1]] evaluates to [0[4]-

1(2|3

12|14

In order to simplify the presentation assume that select_list and group_by_list are
like in Example[2 (Generalization is straightforward, but tedious.) The transla-
tion is as follows, where t is SELECT a SUM(b) AS d FROM t1 WHERE ci,

def

Q(t GROUP BY a HAVING c2) = AsBag({z |z € G A Q(c2)[#]})
where G = {(2.0.0,2°({y | y € Q(t) A y.0.0 = 2.0.0})) | € Q(t)}

Note that the condition y.0.0 = x.0.0 corresponds to group_list. Note also that
c2 is applied to the result G of the grouping and in the formula Q(c2)[z], 2.0
corresponds to a and z.1 corresponds to d. The other aggregates are translated
similarly. For example, if SUM(b) is replaced by COUNT(b) then in the above
translation X} is replaced by Count 2 %,. For MIN and MAX the projected sum
operation is not needed, for example:

Min(X3() < TheElementOf {y |y € X AM{z | z€ X Az <y} =0}) (10)

Although we do not consider the aggregate AVG here, it can be translated as
YP(X) = Count(X), where + is division by positive integer in R and can be
defined as follows:

def

r+k = TheElementOf ({a® | kxz =1r}). (11)

5 In general, aggregates may also be used in a select expression without using grouping.
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3.7 Simplifications

Many operations convert bags into sets. There are certain further simplification
rules, besides (@) and (@), that are based on the following properties between
bag an set operations and are used in the translation to reduce operations over
bags to operations over sets, whenever possible.

AsSet(AsBag(X59))) = X
¥P(AsBag(X5())) = ¥,(X)
AsSet({t | o}y = {t.0| ¢}

Moreover, further simplifications are done at the level of basic sorts, such as
mi({to, ..., ti,...)) = t;, that are also used as part of the simplification process.
More accurately, the simplifications are part of an equivalence preserving post
processing phase of Q(q) for a given query q.

4 Model Generation with SMT

Translation Q leads to a subclass of expressions in 7%, denoted by 7' The core
problem we are interested in is model generation in TQZ.

Definition 1 (Model Generation in TQE) Given a quantifier free formula
@[X] in 7%, and a query g, decide if 1 = ¢[Q(q)] is satisfiable, and if 1 is
satisfiable generate a model of .

Our main application is to generate a database for a given query such that the
query satisfies a certain property. In general a query may also include parameters,
other than the input tables, e.g., in Example 2] the constant 4 can be replaced
by a parameter variable exl Thus, one can use model generation for parameter
generation as well as database generation, given a (partially) fixed database and
a parameterized query q, generate a model of p[Q(q)], where ¢ represents a test
condition (such as the result being nonempty). Once a model is generated, it is
used to generate a concrete unit test, see Section [l

For model generation we use the state of the art SMT solver Z3 [25[10]. For
bags and sets we use the built-in theory of extensional arrays in Z3, similarly for
tuples, Booleans, integers and reals. In some cases the formula ¢[Q(q)] can be
first simplified, e.g., so that all bags are reduced to sets. Below we describe the
general mechanism without emphasis on such simplifications.

4.1 Eager Expansion

Consider a formula ¢/[X] as an instance of the model generation problem, where
every X in X is a bag variable. The formula ¢ may include other free variables
that correspond to parameter variables in the original query. For the analysis,
we introduce a special inductively defined term called a set describer, with the
sort S(o).

5 Parameters are prefixed with the @ sign in the concrete query language we are using.
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— The constant Emptys(”) is a set describer.
— If t5(9) is a set describer then so is the term Set(@®, u?,t).

Given a state S for Set(p,u,t), the interpretation in S is,
Set(p,u,t)® = Ite(p, {u},0)SUtS,  Empty® = 0.

Consider a fixed X in X and let tx be the set describer
Set(true, (x1,m1), ... Set(true, (xy, my), Empty) . ..)

where £ and all the m;’s are some positive integer constants and each x; is a
variable. Thus, tx describes the set {(x1,m1),..., {(zk, my)}. Tt is also assumed
that there is an associated constraint distinct(x1,...,x) stating that all the
x;’s are pairwise distinct. Thus tx is a valid bag term, in any context where the
constraint holds.

The ezpansion of [tx|, Exp(¢[tx]), eliminates comprehensions and pro-
jected sums from [t x]. The definition of Exp is by induction over the structure
of terms. The case of comprehensions is as follows. Here we assume that the
comprehension has a single bound variable, the definition is straightforward to
generalize to any number bound variables. It is also assumed here that the com-
prehension has a special form where the bound variable x has a range expression
x € r where z is not free in 7.

def

Exp({t |, z € r A ¢}) = ExpC(t, z, Exp(r), ¢)
ExpC(t,z, Empty, p) = Empty
ExpC(t[z], z, Set(7y, u, rest), p[z]) = Set(y A Exp(p[u]), Exp(t[u]),
ExpC(t, x, rest, ¢))
Not all comprehensions are expanded this way, some expressions use special-
ized expansion rules. For example, for (I0), Exp(Min(t)) is replaced by a fresh
variable x and the formula

Ite (Exp(t) # 0, (IsLeq(z, Exp(t)) A x € Exp(t)),z = 0),

which is equivalent to x = Min(t), that is included as a top-level conjunct (in
Exp(¢[Tx])) [] where

IsLeq(z, Empty) = true

def

IsLeq(z, Set(p,u,r)) = (¢ = x < u) A IsLeq(x, r)

For ¥; the expansion is as follows.

def

Exp(2;(t)) = Sum,;(Exp(t), Empty)
Sum;(Empty, s) = 0
Sum, (Set(y, u, rest), s) = Ite(y Au ¢ s,m;(u),0) + Sum,(rest, Set (v, u, s))

" Note that a formula ¢[t] is equivalent to the formula J3z(¢[z] Az = t), where z is a
fresh variable.
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Note that the role of s is to accumulate elements that have already been included
in the sum, so that the same element is not added twice.

Regarding multiplication, the general form of (&), that involves a compre-
hension without a range expression, is not needed. Since all multiplicities in
the initial tables tx are fixed constants, it follows that multiplications are ei-
ther of the form ky * ko, where ki and ko are constants (in formulas created in
@), which preserves the constant multiplicities in the resulting table), or mul-
tiplicities are finite sums of constants (as in (@), which provides constant upper
and lower bounds for the multiplicities. Multiplication under these constraints
is supported in Z3.

It is also possible to expand ¢t + u as defined in (), by replacing Exp(¢ = )
with a fresh variable #® and adding the top-level conjunct Exp(u)*z = Exp(t).
Here Exp(u) is also a sum of terms that have constant upper and lower bounds.

The overall approach amounts to systematically enumerating the sizes of the
tables and the multiplicities, and searching for a model of the resulting expanded
formula.

4.2 Lazy Expansion

The main disadvantage of the eager approach is that it expands all terms up-
front, without taking into account if a certain expansion is actually needed in
a particular context. An alternative (or complementary) approach is to delay
the expansion of (some) terms by delegating the expansion to the proof search
engine of the underlying solver. We explain here a high-level view of how to
accomplish such delayed or lazy expansion in the context of SMT.

In addition to a quantifier free formula 1 that is provided to the SMT solver
and for which proof of satisfiability is sought, one can also provide additional uni-
versally quantified azioms. During proof search, axioms are triggered by match-
ing subexpressions in ¥. An axiom has the form

(Vz(a), pat,)

where « is a quantifier free formula, pat,, is a quantifier free term, and FV («) =
FV(pat,) = Z. The axioms typically define properties of uninterpreted function
symbols in an extended signature. The high-level view behind the use of the
axioms is as follows. If 1 contains a subterm ¢ and there exists a substitution 6
such that t = pat 0, i.e., t matches the pattern pat,, then 1 is replaced during
proof search by (a reduction of) ¢ Ao Note that, if a pattern is never matched
in this way, the use of the corresponding axiom is not triggered. Thus, the use of
axioms is inherently incomplete, and it is not guaranteed that the axioms hold
in a model of 1, if one is found, or even if the axioms are consistent.

We illustrate the use of axioms with the projected sum operator. Assume that
Empty, Set, and Sum; are new function symbols and assume that we have the
following axioms:

8 In general, one can associate several patterns with an axiom, one of which is used for
triggering, and one can also use multi-patterns in Z3. A multi-pattern is a collection
of patterns all of which must be matched for the axiom to be triggered.
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oy = Vs(Sum;(Empty, s) = 0)
pat,, = Sum;(Empty, s)
ag = Vburs (Sum;(Set(b,u,r),s) =
Ite(bAu & s,mi(u),0) + Sum;(r, Ite(b, {u},0) U s))

pat,, = Sum;(Set(b,u,r), s)

83

Note that, unlike we defined Sum; in Section [£1] the argument s here is not a
set describer, but a set valued term that has built-in interpretation in the SMT
solver[d Let us consider an example reduction, let 1y be the formula:

x < Sumy (Set(true, (1,y), Set(true, (1, 2), Empty)), D)
The right hand side of o matches pat,,,, so 1o reduces to wl
x < y+ Sum; (Set(true, (1, z), Empty), {(1,y)})
The same axiom is applied again, and ; is reduced to 1:
x <y+ Ite(z # y,2,0) + Sumy (Empty, {(1,y), (1,2)})

Finally, aq is used to reduce 1o to © < y + Ite(z # y,z,0). Some concrete
examples, using the smt-lib format, are given in the technical report [24].

In general, such axioms can be defined for expanding other constructs. The
main tradeoff is whether the additional overhead of the axiomatization of the
expansion rules and the loss of completeness pays off. One also has to take into
account that in the intended application, discussed in Section Bl we are mostly
interested in generating small databases.

5 Application to Unit Testing

Returning to the main motivation behind this work, we are primarily interested
in the problem of generating a database (a collection of tables) and concrete
parameters for a given parameterized query that, when evaluated with respect
to the database, satisfies a certain test condition. Examples of standard test
conditions are: the answer is empty, the answer is nonempty, and the answer
contains a given number of (distinct) rows.

We are abstracting here from the problem of determining what exactly are
the intended domains of the values in a column, e.g., a certain column may be
declared to have the string type, but effectively the strings are used as enums.
In fact, the particular encoding of the domain values depends of the query. We
suppose that we have domain specific functions, that enable us to map models
generated by the analysis engine, to corresponding concrete tables and parameter
values for the query, e.g., that the value 12 in a certain column corresponds to
the string “Bob”. See also Section Bl

9 Tt is not possible to pattern-match against built-in operations in Z3.
10 To be precise the reduction takes several steps that are skipped here.
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Fig. 3. High-level view of the workflow in Qex

With this encoding in mind, we view the analysis engine here as a black box,
called Qex, which given a parameterized query, produces a set of tables and
parameters to that query. A high-level workflow diagram of Qex is illustrated
in Figure Bl One can also see a short video that introduces Qex [I§]. In the
following we look at some examples and illustrate a concrete application of Qex
in the context of generating database unit tests in Visual Studio.

Ezperiments. We consider here a sample database for an online store that
contains tables for products, orders and customers; products have a product
id, a name and a price; customers have a customer id and a name; orders
have an order id and a customer id. Figure @ illustrates some sample queries
over the database. Query ql1 selects customers and related orders based on
a constraint on the ids. Query g2 selects those customers and corresponding
number of orders, who have more than one order. Query g3 selects “good”
customers and has a parameter named @value. Table [l shows some perfor-
mance measures of model generation for different input table sizes and test
conditions for the queries in Figure @ using the eager expansion. The total
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ql: SELECT C.CustomerID, 0.0rderID |q2: SELECT C.CustomerID,
FROM Orders AS O Count (0.0rderID)
JOIN Customers AS C ON FROM Orders AS O
0.CustomerID = C.CustomerID JOIN Customers AS C ON
WHERE 0.CustomerID > 2 AND 0.CustomerID = C.CustomerID
0.0rderID < 15 GROUP BY C.CustomerID HAVING
Count (0.0rderID) > 1

q3: DECLARE @value AS INT;
SELECT C.CustomerID, SUM(OP.OrderProductQuantity * P.ProductPrice)
FROM OrderProducts AS 0P
JOIN Orders AS 0O ON OP.OrderID = 0.0rderID
JOIN Products AS P ON OP.ProductID = P.ProductID
JOIN Customers AS C ON 0.CustomerID = C.CustomerID
WHERE @value > 1
GROUP BY C.CustomerID
HAVING SUM(OP.OrderProductQuantity * P.ProductPrice) > 100 + @value

Fig. 4. Sample queries

evaluation time is divided into expansion time toy, and proof search time t,3
with Z3. The current prototype implementation of the eager expansion algo-
rithm is unoptimized and uses a naive representation of terms in 7> without
structure sharing, e.g., the size of the expanded term Q(q2) for k = 3 is over
5 million symbols. This is reflected by the fact that in most cases texp >> t,3,
although the actual parameter and table generation takes place during proof
search. Note that tcyp is independent of the test condition, whereas t,3 clearly
depends on it. In general, exhaustive search for models, in the case when the
formula is unsatisfiable, is more time consuming than when a model exists. Note
also that query g2 is unsatisfiable with 1 row in each input table due to the

Table 1. Model generation for sample queries. Evaluation times texp and t,3 are given
in seconds; k is the expected number of rows in each of the generated input tables; all
multiplicities of rows in input tables are 1.

| query | condition |k|check|texp| t.3 |

| query [ condition |k[check]texp| tz3 ] 1|unsat] .03 ].001
1| sat |.03].001 ql Ires| = 5 2|unsat|.05| .01

2| sat [.05].005 3|unsat| .3 | .16

res 70 Bt T3 02 Ijunsat| 1.4] 10

1 4| sat |1.4|.13 5| sat [8.4]1.6
1 1 sat |.03].001 1[unsat|.03].001
res — 0 2| sat [.051.006 q2 res 0 [2] sat | .7 ].006

3| sat | .3 |.12 3| sat | 26 | .03

4| sat |1.4] 2 1| sat |.34].001

B |resF0 T30 .08
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Fig. 5. Screenshot of model generation through Pex integration of Qex in Visual Studio

condition Count (0.0rderID) > 1. The actual tables and parameters generated
for 93 using Pex [I7] integration in Visual Studio Database edition are illus-
trated by a screenshot in Figure [l The integration also generates automati-
cally a unit test. A partial screenshot of the generated unit test is illustrated
in Figure [6l The test contains two SQL scripts. The first script prepares the
database by deleting old data from the tables and by inserting newly gener-
ated rows into the database. The second script declares the given query together
with the generated parameter values. The unit test is executed against the ac-
tual database, which in this case is provided through MS SQL Server 2005.

[TestMethod]
[PexGeneratedBy(typeof(SelectGoodCustomersTest))]
public void SelectGoodCustomers@l()

{

DatabaseTestAction preTestAction = new DatabaseTestAction();
preTestAction.SqlScript =
"DELETE FROM OrderProducts;\r\nDELETE FROM Orders;\r\nDELETE FROM Products;\r
DatabaseTestAction testAction = new DatabaseTestAction();
testAction.SqlScript =
"BECLARE @value AS INT;\r\n\r\nSET @value = 7;\r\n\r\nSELECT  C.CustomerID,\
testAction.Conditions
.Add((TestCondition)(new NotEmptyResultSetCondition()));
using (ConnectionContext executionContext = DatabaseTestClass.TestService
.OpenExecutionContext())
{
using (ConnectionContext priviledgedContext = DatabaseTestClass.TestService
.OpenPrivilegedContext())
{
ExecutionResult[] preTestResult = DatabaseTestClass.TestService
.Execute(priviledgedContext, priviledgedContext, preTestAction);
QexAssert.WriteResults("preTest”, preTestResult);
ExecutionResult[] TestResult = DatabaseTestClass.TestService
.Execute(executionContext, priviledgedContext, testAction);

Fig. 6. Automatically generated database unit test in Visual Studio
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6 Extensions

The Qex project is a new project that has some flavor of model-based testing
as well as parameterized unit testing. The current implementation is a proto-
type that needs further evaluation and case studies. The approach can also be
extended in several ways. The choice of the background theory 7> was partly
motivated with some of those extensions in mind. Here we discuss a few of the
extensions that are ongoing and future work.

Side-effects. The background theory 7 is an extension of the background the-
ory 7 with the projected sum operator and restricted to finite sets; 7 is used
for symbolic model program analysis [23122] by reduction to SMT solving. The
projected sum operation has not been considered in that context; one reason is
that it causes undecidability of some fragments that are otherwise decidable. In
principle though, model programs can also be based on the background 7>. A
model program can be used to describe an evaluation of a query together with
side-effects, where the side-effects are computed as update sets to respective
tables that are applied at the end of the evaluation in a single transaction. In
this setting one can also symbolically analyze the resulting model program for
potential update inconsistency [23].

Data types. Another extension is better support for data types that are in the
current approach encoded with tuples. This encoding is not fully adequate for
supporting commonly used algebraic data types such as trees and lists, or terms
in the sense of a free-algebra with a separate sort. The encoding of such data
types in 7> is both expensive and incomplete (from the analysis point of view).
Also, one can adopt existing techniques to represent strings, and solve constraints
involving common operations over strings, in the context of an SMT solver [3].

Integration with parameterized unit testing of code. From the practical perspec-
tive, more complex unit tests, used for testing store procedures, may use a com-
bination of queries and code. It is possible to combine parameterized unit testing
of managed code [20] with query evaluation discussed in this paper.

7 Related Work

Deciding satisfiability of SQL queries requires a formal semantics. While we give
meaning to SQL queries by an embedding into our formal background theory
7%, which is in turn mapped to a logic of an SMT solver, there are other ap-
proaches, e.g., defining the semantics in the Extended Three Valued Predicate
Calculus [I6], or using bags as a foundation [7]. Satisfiability of queries is also re-
lated to logic-based approaches to semantic query optimization [5]. The general
problem of satisfiability of SQL queries is undecidable and computationally hard
for very restricted fragments, e.g., deciding if a query has a nonempty answer is
NEXP-hard for nonrecursive range-restricted queries [9].
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Several research efforts have considered formal analysis and verification of
aspects of database systems, usually employing a possibly interactive theorem
prover. For example, one system [I9] checks whether a transaction is guaranteed
to maintain integrity constraints in a relational database; the system is based
on Boyer and Moore-style theorem proving [4].

There are many existing approaches to generate databases as test inputs.
Most approaches create data in an ad-hoc fashion. Only few consider a target
query. Tsai et.al. present an approach for test input generation for relational
algebra queries [2I]. They do not consider comprehensions or bags. They pro-
pose a translation of queries to a set of systems of linear inequalities, for which
they implemented an ad-hoc solving framework which compares favorably to
random guessing of solutions. A practical system for testing database transac-
tions is AGENDA [I1]. Tt generates test inputs satisfying a database schema
by combining user-provided data, and it supports checking of complex integrity
constraints by breaking them into simpler constraints that can be enforced by
the database. While this system does not employ a constraint solver, it has been
recently refined with the TGQG [6] algorithm: Based on given SQL statements,
it generates test generation queries; execution of these queries against a user-
provided set of data groups yields test inputs which cover desired properties of
the given SQL statements.

Some recent approaches to test input generation for databases employ au-
tomated reasoning. The relational logic solver Alloy [13IT4] has been used by
Khalek et.al. [I5] to generate input data for database queries. Their implemen-
tation supports a subset of SQL with a simplified syntax. In queries, they can
reason about relational operations on integers, equality operations on strings,
and logical operations, but not about nullable values, or grouping with aggre-
gates such as SUM; they also do not reason about duplicates in the query results.
QAGen [2] is another approach to query-solving. It first processes a query in an
adhoc-way, which requires numerous user-provided “knob” settings as additional
inputs. From the query, a propositional logic formula is generated, which is then
decided by the Cogent [8] solver to generate the test inputs. Recently, test input
generation of queries has been combined with test input generation of programs
that contain embedded queries in the program text [12], using ad-hoc heuristic
solvers for some of the arising constraints from the program and the queries.

8 Conclusion

The current prototype of Qex is a proof-of-concept. Qex can be used in the con-
text of the Unit Testing Framework of Visual Studio Database Edition; a short
video is available on the Qex project page [I8] that illustrates the integration.
For practical usage in an industrial context, we are working on an integration of
Qex inside Pex [I7]. In the context of Pex, embedded SQL queries in C# code
can be translated into formulas that can be conjuncted with path-conditions
that are generated by Pex. It is also possible to apply a similar translation to
LINQ queries, although, unlike in SQL, the semantics of LINQ queries depends
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on the order of the rows in the tables. This combination with Pex is possible
because the underlying theorem prover Z3 [25] is used in a similar way in both
tools and the API of Z3 enables incremental evaluation and backtracking over
the search space. In this setting, Qex may be viewed as a database extension of
Pex that supports analysis of constraints involving high-level data types, such
as sets and maps and aggregate operations. Path conditions generated by Pex
establish different contexts where evaluating the same query may yield different
tables depending on the parameter values that have been established in the path
conditions for covering different code branches.

A practical limitation of the approach is if queries use multiple joins and ag-
gregates and the input tables need to contain a high number of rows in order to
satisfy the test condition. Another limitation is the use nonlinear constraints, in
particular multiplication, that has currently only limited support in Z3. However,
for generating tables we start with singleton tables and increment the number
of rows only when a model is not found. We believe that this heuristic should be
adequate for most practical applications, although further evaluation is needed.
In general, checking for nonsatisfiability (or searching for a model of an unsatis-
fiable formula) is less efficient than generating a model of a satisfiable formula,
this is also reflected in Table [
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Abstract. Graphical User Interfaces (GUIs) are composed of virtual objects,
widgets, which respond to events triggered by user actions. Therefore, test in-
puts for GUIs are event sequences that mimic user interaction. The nature of
these sequences and the values for certain widgets, such as textboxes, causes a
two-dimensional combinatorial explosion. In this paper we present Barad, a
GUI testing framework that uniformly addresses event-flow and data-flow in
GUI applications generating tests in the form of event sequences and data in-
puts. Barad tackles the two-dimensional combinatorial explosion by pruning
regions of the event and data input space. For event sequence generation we
consider only events with registered event listeners, thus pruning regions of the
event input space. We introduce symbolic widgets which allow us to obtain an
executable symbolic version of the GUIL By symbolically executing the chain
of listeners registered for the events in a generated event sequence we obtain
data inputs, thus pruning regions in the data input space. Barad generates fewer
tests and improves branch and statement coverage compared to traditional GUI
testing techniques.

Keywords: GUI testing, symbolic execution, test input generation.

1 Introduction

A Graphical User Interface (GUI) provides a convenient way to interact with the
computer. GUIs consist of virtual objects (widgets) that are intuitive to use, for exam-
ple, buttons, edit boxes, etc. In contrast to console applications where there is only
one point of interaction (the command line), GUIs provide multiple points (the GUI
widgets) each of which can have different states.

A classic challenge in GUI testing is how to select a feasible number of event se-
quences, given the combinatorial explosion due to arbitrary event interleavings. Con-
sider testing a GUI with five buttons, where any sequence of button clicks is a valid
input. Exhaustive testing without repetition requires trying all 120 combinations since
triggering one event before another may cause execution of different code paths.

An orthogonal challenge is how to select values for data widgets, i.e., GUI widgets
that accept user input, such as textboxes, edit-boxes and combo-boxes, and can have
an extremely large space of possible inputs. Consider testing a GUI with one text-box
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that takes a ten character string as an input. Exhaustive testing requires 10”® possible
input strings (we limit each character to be alphabetical in lower-case).

Automation of GUI testing has traditionally focused on minimizing event se-
quences [9] [10] [12] [18] [21]. Data widgets have either been abstracted away by not
considering GUI behaviors dependent on data values, generated at random, or se-
lected from a small manually constructed set of values. As a consequence, data de-
pendent behaviors are inadequately tested. Consider generating a string value that is
necessary for satisfying an if-condition. Random selection is unlikely to generate the
desired value. Manual selection requires tedious code inspection. A specification-
based (black-box) approach may find this “special” value, however it would require
detailed specifications, which often are not provided.

In this paper we present Barad, a novel GUI testing framework for checking GUI
applications written in Java with the Standard Widget Toolkit (SWT) [20]. Barad
generates event sequences and data inputs providing a systematic approach that uni-
formly addresses event-flow and data-flow for white-box testing of GUI applications.
We detect event listeners — instances that register for and respond to events in the
GUIL. This allows us to consider only events with registered listeners during event
sequence generation, thus pruning regions of the event input space. We symbolically
execute the chain of listeners registered for the events in a generated event sequence.
This allows us to obtain data inputs for the fields of GUI widgets, thus pruning re-
gions in the data input space. Barad is fully automatic, performing bytecode instru-
mentation, test generation, symbolic execution, and test execution. While our current
implementation handles only GUIs written with the SWT library, our approach is
generic and can be successfully applied to other Java GUI libraries.

To scale symbolic execution [7] [8] [15] [16] [17] for GUI applications, we intro-
duce symbolic widgets which allow us to perform symbolic manipulation of standard
GUI widgets and obtain an executable symbolic version of the GUI. Widget imple-
mentations have three concerns: (1) functionality; (2) visualization; and (3) perform-
ance. Symbolic widgets focus on functionality, abstracting away the other two
concerns. The benefit of this approach is that it enables (1) efficient and systematic
dynamic analysis of GUI applications, and (2) generation of inputs for data widgets.

In our previous publication [5] we introduced symbolic analysis of GUI event
listeners in isolation for obtaining data inputs without considering event sequence
generation and analysis of event listeners in the context of the GUI application (i.e.
interactions between event listeners). In this paper we present a novel approach for
event sequence generation and symbolic analysis of the GUI application.

We make the following contributions:

e Symbolic analysis of GUI applications. We introduce the abstraction of
symbolic widgets that enables efficient and systematic dynamic analysis of
GUI applications.

e Event sequence generation. We present a novel test generation approach
and consider only events with registered event listeners, thus pruning regions
of the event input space.

e Data input generation. By symbolically executing the chain of listeners reg-
istered for the events in a generated event sequence we obtain data inputs,
thus pruning regions in the data input space.
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e Implementation. Barad is fully automatic, performing Java bytecode in-
strumentation, test generation, symbolic execution, and test execution.

e [Evaluation. We evaluate our approach on non-trivial GUI subjects and com-
pare it to traditional GUI testing techniques. Barad generates fewer tests and
achieves higher statement and branch coverage.

2 Example

In this section we provide an example how our approach uniformly handles event-
flow and data-flow in GUI applications and compare it to conventional GUI testing
techniques.

2.1 Fare Calculator

The GUI presented in Figure 1 is an application (313 lines of code) that we devel-
oped. It calculates the amount due for a train ticket. A user must provide a passenger
class, name, ID, passenger group, and begin and end points. Passenger groups are
Senior, Adult, Student, and Child.

Passenger class Passenger data
@ 1st Name Svetoslav Ganov
© 2nd ID 1234567 From mile 12 To mile 56
Group  Adult -
Calculations
[Calculatel [ Clear ] Amountdue 110

Fig. 1. Screenshot of the Fare Calculator

Each passenger class has its own coefficient that is used during the calculation.
Each group has a different base price depending on the distance to be traveled, which
is the difference between From mile and To mile. This application has three event
listeners registered for the click events in buttons Close, Calculate, and Clear, respec-
tively. The calculation logic has 22 branches with conditional statements nested three
levels deep. The execution of a particular branch depends on the user input both in the
form of data and event sequence.

2.2 Input Space

The Fare Calculator consists of two radio buttons, five textboxes, three buttons, and
one combo-a total of eleven GUI widgets. Therefore, the number of event sequences
with only one event per widget and one value per data widget is slightly less than
4,000,000 (11!). Furthermore, just the input for the ID field of the Fare Calculator, a
sequence of ten numeric characters, causes a factor of 10,000,000,000 (1010) increase
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in the test suite size. Hence, due to the two-dimensional combinatorial explosion in
GUI inputs, exhaustive testing of even as simple GUI as the Fare Calculator is unreal-
istic. Clearly, a systematic approach that prunes regions of the event and data input
space is required.

2.3 Test Results

We tested the Fare Calculator with Barad. The process was completed fully automati-
cally. Our results are shown in Table 1.

Table 1. Test results with enabled symbolic analysis

Tests Branch coverage, % Statement coverage, % Time, sec

69 100 100 13.02

The first column presents the total number of tests. The second and the third col-
umns present the branch and statement coverage, respectively. Column four contains
the execution time which includes instrumentation, test generation, symbolic execu-
tion, and test execution. Barad uses Emma [4] to determine code coverage. Branch
coverage was obtained by manual inspection of the code coverage report.

We interpret our results as follows. The application has three event listeners regis-
tered for the events of clicking each of the buttons. Hence, during event sequence
generation we consider only these three events resulting in six tests with length three
without repetition. Each test case was executed on the symbolic version of the GUI
and for some tests sets of input values were obtained. Test cases, symbolic execution
of which generated sets of input values, were prefixed with events to populate each
set of values, thus producing a new test case for each input set. The full branch and
statement coverage is due to data values obtained by systematic exploration of all
feasible paths during symbolic execution.

Conventional GUI testing techniques [9] [10] [12] [18] [22] exhaustively generate
event sequences up to a given bound and adopt a specification based approach to
populate inputs—selecting from a predefined set of values. We disabled the sym-
bolic and event listener analysis in Barad to simulate conventional GUI testing. We
limited the length of event sequences to be equal to the length of sequences gener-
ated by our approach before prefixing with events for data input population. The
input values for data widgets were chosen in a widget specific manner as follows:
for the textboxes a choice from the set {-1, 0, 1, Test, ThisIsAVeryLongStringValue,
the empty string} was made; for the combo a choice from the set of possible values,

Table 2. Test results with disabled symbolic analysis

Tests Branch coverage, % Statement coverage, % Time, sec

1152 23 87 142.45
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namely {Senior, Adult, Student, Child} was made. Results of this analysis are pre-
sented in Table 2. The first column presents the total number of tests. The second
and the third columns present the branch and statement coverage, respectively.
Column four contains the execution time which includes test generation and test
execution.

2.4 Comparison

Results show that for the Fare Calculator our approach generated more than an order
of magnitude fewer tests compared to a traditional approach, while achieving
significantly higher branch coverage. The longest event sequence generated by our
technique has length eight and consists of the following events: (1) selecting a
Passenger class; (2) populating the Name field; (3) populating the ID field; (4)
populating the From mile field; (5) populating the To mile field; (6) selecting the
Calculate button; (7) selecting the Clear button; (8) selecting the Close button; Note
that our approach generated the minimal set of event sequences with length eight to
achieve full path coverage. In contrast, to generate a test case with this length and
achieve the same coverage results the traditional approach requires generation of all
event sequences with length eight without repetition. Considering the very limited
input specifications, this results in 7.6 x 10" test cases.

3 Background

This section provides the reader with some background about the technique of sym-
bolic execution. It also presents the traditional GUI testing approaches and the GUI
model we adopt.

3.1 Symbolic Execution

The main idea behind symbolic execution is to use symbolic values, instead of actual
data, as input values, and to represent the values of program variables as symbolic
expressions. As a result, the output values computed by a program are expressed as a
function of the input symbolic values.

The state of a symbolically executed program includes the (symbolic) values of
program variables, a path condition (PC), and a program counter. The path condition
is a (quantifier-free) Boolean formula over the symbolic inputs; it accumulates con-
straints which the inputs must satisfy in order for an execution to follow the particular
associated path. The program counter defines the next statement to be executed. A
symbolic execution tree characterizes the execution paths followed during the sym-
bolic execution of a program. The nodes represent program states and the arcs repre-
sent transitions between states.

Consider the code fragment in Figure 2, which swaps the values of integer vari-
ables x and y, when X is greater than y. The figure also shows the corresponding sym-
bolic execution tree. Initially, PC is true and x and y have symbolic values X and Y,
respectively. At each branch point, PC is updated with assumptions about the inputs,
in order to choose between alternative paths. For example, after the execution of the
first statement, both then and else alternatives of the if-statement are possible, and PC
is updated accordingly.
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x:X,y:Y
PC: true
1 int x, y; x:X,y:Y x:X,y'Y
2 if (x > y) | PC: X>Y PC: X<=Y
3 X = x + y;
4 \% X = y; N\
5 X =X - y; x:X+Y,y:Y
6 if (x -y > 0) PC: X>Y
7 assert (false) ; v
8 1}
9 } x:X+Y, y:X
PC: X>Y
\7
xY,y:X
‘ PC: X>Y ’
xY, y:X xY,y:X
PC: X>Y&Y-X >0 PC: X>Y&Y-X<=0
FALSE! i

Fig. 2. Code that swaps two integers and its symbolic execution tree where transitions are
labeled with program control points

If the path condition becomes false, i.e., there is no set of inputs that satisfy it, this
means that the symbolic state is not reachable, and symbolic execution does not con-
tinue for that path. For example, statement (7) is unreachable.

3.2 GUI Testing Approaches

Since contemporary software extensively uses GUIs to interact with users, verifying
GUT’s reliability becomes important. There are two approaches to building GUIs and
these two approaches affect how testing can be performed.

The first approach is to keep the GUI light weight and move computation into the
background. In such cases the GUI could be considered as a “skin” for the software.
Since the main portion of the application code is not in the GUI, it may be tested
using conventional software testing techniques. However, such an approach places
architectural limitations on system designers.

The second approach is to merge the GUI and its computations. The most com-
mon way of testing such GUIs is by using tools that record and replay event se-
quences. This is laborious and time consuming. Another technique for checking
GUT’s correctness is by using tools for automatic test generation, execution, and as-
sessment as the one presented in this paper or the ones described in [9] [12] .

3.3 GUI Model

We take a standard view of a GUIL. Let W = {w;,w,,...w,,} be the set of GUI widgets. Ex-
amples of widgets are Butfon, Combo, Label, etc. Each widget has a set of properties.



Event Listener Analysis and Symbolic Execution for Testing GUI Applications 75

Let P={py, py,...p,, } be the set of widget properties. Examples of properties are enabled,
text, visible, selection, etc. Each property has a set of values. Let V ={v},v,,..v,} be the

set of property values. Examples of values are true, false, etc. A GUI is a triple
(W, p,v) that consists of a set of widgets, a mapping p:w — 27 from widgets to proper-
ties, and a mapping v : p — 2" from properties to values.

Let E be the set of all events accepted by the GUL. Each GUI widget w accepts

as input a set of user events E,, triggered by user actions which is a subset of E .

Examples of events are clicks, mouse moves, etc.
Vwe W |3E,, C E :accept (w,E,,) (1)

Let L be the set of all event listeners in the GUI. Each GUI widget w has zero or
more event listeners L,, registered for events performed on the widget which is a

subset of L. Each listener ! is registered for a set of events E; which is a subset of all
events E, accepted by the widget. Examples of listeners are selection listener, modi-
fication listener, etc.

VweWI3L, c LAVie L, |3E, c E,, AVee E| | registered (l,e) 2)

Since a user interacts with the GUI through events, a GUI test case ¢ from the set T
of GUI test cases is an event sequence.

VieT:t=< €,€5,.€p > 3)

4 Barad

This section presents Barad, our GUI testing framework. We present the techniques
for addressing event-flow and data-flow in GUI applications and our approaches for
pruning regions in the event and data input space. We also provide details about the
adopted abstractions.

The process of GUI testing performed by Barad is shown on Figure 3. To enable
symbolic execution, Barad instruments the bytecode of the tested GUI application
replacing concrete entities (widgets, strings, primitives, library classes) with their
corresponding symbolic equivalents (symbolic widgets, symbolic strings, symbolic
integers etc.) provided by Barad’s symbolic library. The bytecode instrumentation is
implemented with the ASM library [1]. As a result of the instrumentation phase an
executable symbolic version of the GUI is generated. Next, a symbolic analysis of the
instrumented version is performed.

During this process event listeners are detected, tests in the form of sequences of
events with registered listeners are generated, and then symbolically executed—all
paths are systematically explored and their feasibility evaluated by constraint solving.

As a result of this process a log file and a test suite are generated. The test suite
consists of event sequences and concrete inputs. Finally, the test suite is executed on
the concrete version of the application and a coverage report is generated.
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Barad library GUI under test —

Instrumentation

C Symbolic GUI >

Constraint solving Symbolic analysis

Symbolic Agent

< Test suite > Log file

Concrete execution <

< Result reportin g>

Fig. 3. GUI testing process in Barad

Concrete Agent

4.1 Event-Flow

To address event-flow in GUI applications we adopt a strategy of pruning regions in
the event input space by not considering events for which there is no registered event
listener. Since an event listener contains computational logic performed upon a cer-
tain event, the lack of a listener for an event renders the event to have no effect on the
GUIL

However, such an approach might prevent the execution of a given program path.
Consider a simple GUI with one textbox, one button, and a single event listener for
the event of pressing the button. Now assume the event listener code has a conditional
statement which depends on the value of the textbox.

Since there is no listener for the event of populating the text box and we consider
only events with registered listeners, an event for populating the textbox will not be
included in any test case. This leads to inadequate testing because of a failure to cover
all program paths in the listener. Hence, adopting a strategy for considering only
events with registered listeners requires a mechanism for detecting if the code in the
event listener in our example depends on the value of the textbox. To determine such
a dependency we perform symbolic analysis of the event listener code and generate
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values for the textbox that would ideally achieve full path coverage of the event lis-
tener. Let us assume that we have identified two values “A” and “B” for the textbox
which would force the execution to follow different paths at the conditional statement
in the listener. In such a case if we generate two tests one including the event for
populating “A” in the textbox followed by pressing the button and the other including
the event for populating “B” in the textbox followed by pressing the button we will
achieve full path coverage of the event listener. Therefore, employing symbolic exe-
cution for identifying such dependencies allows us to safely consider only events with
registered event listeners. We generate events that populate data widgets, for which
no listener exists only in case we have identified values that would force visiting
unexplored program paths. More details about our test generation approach are pre-
sented in Section 4.4.

To illustrate the reduction in the event input space by considering only events with
registered event listeners consider the Fare Calculator from Section 2. The GUI con-
sists of eleven widgets and three event listeners. Considering only one event per wid-
get (some widgets accept more than one event) results in 165 event sequences with
length three while considering only events with registered listeners results in only six
events sequences with length three.

4.2 Data-Flow

To address data-flow in GUI applications we utilize symbolic execution to obtain
inputs for data widgets. We execute symbolically the chain of event listeners regis-
tered for the events in a test case. This is achieved by executing each test case on a
symbolic version of the application.

In order to obtain a symbolic version of the application, thus enabling symbolic
execution of GUIs, we introduce the abstraction of symbolic widgets. Each
GUI widget has a symbolic counterpart that has the same fields and provides
the same methods, which however represent and operate on symbolic data,
respectively. For example, org.eclipse.swt.widgets.Text is mapped to a
barad.symboliclibrary.ui.widgets.SymbolicText and the string field rext of the for-
mer is implemented as a symbolic string in the latter. The corresponding getter and
setter methods, for the rext field of the SymbolicText widget, return as a result and
receive as a parameter symbolic strings. To enable the integration of symbolic wid-
gets in our framework, we introduce symbolic events and symbolic event listeners.
Similarly to symbolic widgets, these entities are structurally equivalent to their
concrete counterparts and operate with symbolic data.

Symbolic widgets could be envisioned as wrappers that relate sets of variables,
representing symbolic primitives and strings, to particular instances in the GUI widget
hierarchy. Therefore, constraints and operations on symbolic widgets are constraints
and operations on symbolic primitives and strings.

However, symbolic widgets have richer semantics than the set of variables they en-
capsulate, performing specific to the symbolic and event listener analysis functions: (1)
Symbolic widgets wrap the variables related to concrete GUI widgets, allowing us to
maintain a mapping from symbolic variables to concrete GUI widgets. This mapping
identifies which concrete widgets to be populated with values obtained after concreti-
zation of symbolic variables; (2) Symbolic widgets are mapped one-to-one with con-
crete widgets. This guarantees that the symbolic widget hierarchy is isomorphic to the
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concrete widget hierarchy and tests generated for the symbolic version of the GUI are
applicable to its concrete version; (3) Symbolic widgets detect event listeners at run
time. Detecting of event listeners is required by our test generation algorithm; (4)
Symbolic widgets implement methods which execute registered event listeners, pass-
ing as a parameter a symbolic event. These methods are used for execution of the
generated tests; (5) Symbolic widgets, similarly to their concrete counterparts, are
referenced by the events passed as parameters to the event listeners. This provides a
mechanism of accessing properties of symbolic widgets through events instances.

Symbolic widgets abstract away the visualization layer of their concrete replicas.
Such an approach has several advantages. (1) We avoid symbolic execution of the
GUI library implementation and focus our analysis on the application logic. Our ob-
jective is verifying application correctness, rather than proper behavior of the GUI
library. (2) We avoid the native calls made by a GUI widget to the operating system
to generate a visual representation of the widget. Our focus, during symbolic execu-
tion, is on data-flows in GUI applications and the visual representation of these GUIs
is irrelevant to our analysis. Hence, we abstract away unnecessary computations.

Currently Barad supports the symbolic widgets, events, and event listeners required
for testing the GUI applications presented in this paper. Our framework is an experimen-
tal prototype used to evaluate the applicability of our approach. We did not encounter any
widget specific issues, which make defining a symbolic widget challenging. We believe
that full support for the SWT library as well as other Java GUI libraries is feasible.

4.3 Symbolic GUI Model

Our view of the symbolic version of a GUI follows the GUI model we have presented
in Section 3.3.
Let W, ={wg,wy...wg,} be the set of symbolic widgets. Each symbolic widget has

a set of properties which are symbolic variables P, ={p;, ps2,..-Psn } - Each symbolic
property has a set of values it can take during its concretization Vy ={v,vs,..v e} A
symbolic GUI is a triple (W, p,v) that consists of a set of symbolic widgets, a map-
ping ,:w, —» 27 from symbolic widgets to symbolic properties, and a mapping
v : P, — 2" from symbolic properties to concrete values.

Let E, be the set of symbolic events. Each symbolic widget w, accepts as input a
set of symbolic events E

ws *

Vw,e W I13E,,, € E, :accept (wy, E,y ) (1)

Let L, be the set of event listeners. Each symbolic widget w, has zero or more event
listeners L, . Each listener [, is registered for a set of symbolic events E; .

Vwse W I3L,,; € Ly AVI e Ly |3E) C E,, AVeg € E; |registered (Ig,es) (2)

4.4 Test Generation Algorithm

Taking advantage of the symbolic widgets we developed our test generation algorithm
shown in Figure 4.
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SymbolicModel.executeEventsWithListeners() ;

eventSequences = TestGenerator.generateTests() ;

for (EventSequence s: eventSequences) {
in = SymbolicModel.excecuteListenerSequence(s.listeners());
test.addAll (TestGenerator.appendInputs(in, s);

}

o Ul i W N

Fig. 4. Test generation algorithm

We represent the GUI events with registered event listeners as an Events with Lis-
teners Graph (ELG)—a directed graph with nodes representing events with registered
listeners and edges. The existence of an edge from event e/ to event e2 means an
execution of event e2 can be performed immediately after the execution of event el.
For example, if event e/ opens a new form (GUI window) every event in that form
strictly succeeds e/. Every time a new event with registered listener is identified a
new node is added to the graph.

Since events with registered listeners are detected at runtime by symbolic widgets
(intercepting event listener registration calls) and these events can open other forms,
all events with registered listeners should be executed at least once (line 1) to build a
complete ELG. Such an approach enables handling of multiple GUI windows. Once
an ELG has been created we generate test cases performing graph traversals. Our test
generation algorithm generates exhaustively test cases in the form of event sequences
up to a given bound without repetition (line 2).

We obtain data inputs by symbolically executing the sequence of listeners regis-
tered for the events in a test case (line 3-6). Doing so, we capture data dependencies
between the event listeners and potentially identify sets of input values for the data
widgets in the GUI (line 4). For each such set (if such sets exist) a test case is created
by concatenating events for populating data widgets with the values from the set and
the events of the test case (line 5).

To illustrate our test generation algorithm, recall the Fare Calculator from Section 2.
The algorithm proceeds as follows. Once the symbolic version of the GUI is launched
the ELG is constructed by executing every event with registered listener in the GUI
(line 1). As a result from this step all three events with registered listeners (for clicking
the three buttons) el, ¢2, and 3 are identified and used for construction of six event
sequences (line 2). The listeners corresponding to these events are symbolically exe-
cuted (line 4). Without loss of generality, consider the event sequence (el, €2, €3)
symbolically executing the listeners of which generated twenty two sets S of five in-
puts values vl —v5 each:

(e],ez,e3)—> {S1{viss s}, So{vises Vst Soo{vyse, vs ) (D)

Each input set transitions the GUI to such a state that executing the sequence (el, €2, and
e3) will force visiting of a different program path. Our algorithm constructs a separate
test case for each set of values by concatenating the event sequence required to populate
these values with the test event sequence (line 5). The generated test cases, where e(x, y)
is the event required for populating the value x from value set y, look as follows:

e(vy,S1),e(vy,S1),....,e(vs,S1), e1,e,,€3; 2)

e(vi,S2).e(v,,52), ---,C(Vs,Szz), €1,€2,€3; 3)
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4.5 Symbolic Widget Example

To provide the reader with a better intuition about symbolic widgets we present as an
example a partial implementation of the symbolic combo widget. Figure 5 shows the
source code. Symbolic combo extends the symbolic widget (line 1) and defines a
concrete SWT class it represents (line 2).

. public class SymbCombo extends SymbWidget {

String SWT_CLASS_NAME = "org.eclipse.swt.widgets.Combo";
private List<SymbSelectionListener> mSelectionListeners;
private SymbString mText;

public SymbCombo (SymbComposite parent, SymbInteger style) {
super (parent, style, "SymbCombo") ;

0 ~JoUl ™ WN

9. mText = new SymbString (20, this, “text”);

10. }

11. public String getSWTClassName () {return SWT CLASS NAME;}
12. public void fireSelectionEvent () {

13. SymbSelectionEvent event = new SymbSelectionEvent (this) ;
14. for (SymbSelectionListener 1: mSelectionListeners) ({

15. 1.widgetSelected (event) ;

16. }

17. 1}

18. public void addSelectionListener (SymbSelectionListener 1) {
19. TestGenerator.addELGVertex (this, EventType.SELECTION) ;
20. mSelectionListeners.add(l) ;

21. 1}

22. public StringInterface getText () {

23. Path.addInputVariable (text) ;

24 . return text;

25. 1}

Fig. 5. Symbolic combo snippet

The widget has a list of symbolic listeners (line 3) and a set of symbolic members
representing its properties (line 4). In the constructor (lines 6-10) symbolic variables
are assigned to the combo’s properties (line 9). The symbolic variable receives the
combo and the property it represents as parameters to associates itself with that prop-
erty. The combo exposes the SWT class it represents (line 11) and defines a method
for firing a selection event (lines 12-17). Client code can register event listeners (lines
18-21). Upon detection of an event listener a vertex is added to the ELG (line 19).
Properties of the symbolic combo are exposed via getter/setter (setter not shown)
pairs (lines 22-25). Each symbolic variable representing a widget property is added to
the path (multiple additions has no effect) as an input variable (line 23), informing the
constraint solver to generate an input value for this variable during the concretization
phase.

S Implementation

This section presents the components of Barad. We discuss the symbolic and concrete
agents and provide an overview of the GUI testing mechanism.
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5.1 Symbolic Primitives, Strings, and Constraint Solving

Barad supports symbolic operations on all primitive types (integer, float, Boolean,
and character). Supported symbolic operations on integers and floats are: and, or,
addition, difference, multiplication, division, less than, greater than, greater than or
equal, and less than or equal. (Booleans are represented as integers). For solving
numeric constraints Barad has a custom solver implemented via the Choco [2] library.

Supported operations on symbolic strings are: substring, concat, charAt, and trim.
For symbolic string representation and constraint solving we use the work presented
in [19], where finite state automata are employed to model the set of possible values
for a string variable.

5.2 Barad Agents

Barad consists of two collaborating agents operating on a symbolic and a concrete
version of the application, respectively. They perform separate steps in the GUI test-
ing process and can operate as stand-alone testing tools. The Symbolic Agent performs
our algorithm for symbolic analysis and generates a test suite. The Concrete Agent
generates and executes tests on the concrete version of the application as well as pro-
vides reports for code coverage and detected errors. While these agents operate in a
collaborative fashion, test cases are generated by the Symbolic Agent and executed by
the Concrete Agent. The agents run in the same Java Virtual Machine (JVM) and
communicate asynchronously via publish-subscribe paradigm.

5.2.1 Symbolic Agent

The Symbolic Agent instruments the GUI bytecode, performs symbolic execution of
the instrumented version, and generates test cases as event sequences and data inputs.
It is a Java agent that registers in the JVM for class loading events. It intercepts the
loading of the main class of the AUT, instruments it, and executes it symbolically in a
separate thread. Subsequently loaded classes are also instrumented at loading time.

5.2.2 Concrete Agent

The Concrete Agent generates tests adopting a traditional test generation approach
and executes tests on the application. In contrast with conventional GUI testing
frameworks, which restart the GUI after executing a test case, the agent performs
reinitialization. The agent is a JVM Tool Interface and can detect defects via uncaught
exceptions thrown by the GUI at runtime.

6 Evaluation

This section presents two case studies and evaluates the applicability of our GUI test-
ing approach. The first case study is a notepad application which does not exploit data
dependent behaviors. The second case study is a workout generator program the be-
havior of which depends on data inputs. We compare our approach to traditional GUI
testing strategies.

6.1 JNotepad

JNotepad is a Java implementation of the popular Notepad text editor. JNotepad pro-
vides basic functionalities such as creating, editing, and saving text files; cut, copy,
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Table 3. JNotepad application

Windows Widgets LOC Classes Methods Branches
8 30 849 9 51 90
BlafD BB s | 2 # Do s &

Fig. 6. Screenshot from JNotepad

paste, undo, redo operations etc. We analyze version 2.0 of the application. Table 3
presents a summary of JNotepad and Figure 6 shows a screenshot of the GUI.

For testing JNotepad we configured Barad to ignore all widgets in the Open, Save,
and SaveAs dialogs except the text field for specifying a file name and the OK and
Cancel buttons. The file chooser class, used for implementing these dialogs, is pro-
vided by the GUI library, testing of which we want to avoid.

First, we tested JNotepad adopting our approach with enabled symbolic and event
listener analysis. To limit the number of generated test cases, we configured the
maximal length of event sequences before appending data populating events to three.
Obtained results are presented in Table 4.

Table 4. Test results with enabled symbolic analysis

Tests Branch coverage, % | Statement coverage, % Time, sec

24 058 92 97 1495

The first column presents the total number of executed tests. The second and third
columns present the branch and statement coverage, respectively. The fourth column
presents the test generation and execution time (including symbolic analysis). Code
coverage was reported by Barad and branch coverage was obtained by manual inspec-
tion of the code coverage report.
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We next disabled the symbolic and event listener analysis simulating a traditional
GUI testing approach. Values for the text boxes were selected from the set {-1, 0, 1,
Test, ThisIsAVeryLongStringValue, and the empty string}. Table 5 shows the results.

Table 5. Test results with disabled symbolic analysis

Tests Branch coverage, % | Statement coverage, % Time, sec

51694 84 91 2946

Experimental results show that our approach generated approximately half the
number of test as opposed to the traditional technique. The reason for the moderate
decrease in the number of test cases generated by Barad is twofold: (1) JNotepad has
few data widgets (one textbox in the main, find, and save/open windows, respec-
tively) and does not have much data dependent behavior; (2) JNotepad contains pri-
marily buttons, which accept a single event for which corresponding event listeners
exist. Hence, for most of the events accepted by the GUI corresponding listeners ex-
ist. Despite the structure of JNotepad, which is not ideal for our technique, we still
achieve significant reduction in the number of tests.

6.2 Workout Generator

The Workout Generator is a program the first author developed in his previous ex-
perience. The GUI takes as input user’s biometric characteristics and generates a
weekly workout program. Table 6 summarizes the characteristics of the Workout
Generator and Figure 7 shows a screenshot of the GUI.

: | S
'WORKOUT GEMERATOR

Gender Metsbolism Experience
Male - [Mormal v [Advanced - Generate Clear

Agein years Height in centimeters Weight in kilos
3 178 )

Weekly werkout program
WEEKLY WORKOUT FOR MALE B

Weight: 89.0
Height: 178.0

Monday:
ecs
Bench Press - 4 set(s) X8 reps

ench Press(head up) -- 4 set(s) X 8 reps
&l Fly -- 4 set(s) X O reps

es5 -~ 4 set(s) X8 reps
grip) -- 4 set(s) X8 reps
ns -4 set(s) K9 reps

Fig. 7. Screenshot of the Workout Generator

Table 6. Workout Generator application

Windows Widgets LOC Classes Methods Branches

1 9 651 3 15 121
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The combo boxes could take one of the following values: for Gender - Male, Fe-
male; for Metabolism - Slow, Normal, and Fast; and for Experience - Beginner, In-
termediate, and Advanced.

First, we tested the Workout Generator adopting our approach with enabled sym-
bolic and listener analysis. We configured an upper bound of three for the length of
event sequences. The results are presented in Table 7.

Table 7. Test results with enabled symbolic analysis

Tests Branch coverage, % Statement coverage, % Time, sec
48 100 100 4.3

We next disabled the symbolic and event listener analysis simulating a traditional
GUI testing approach. The values for data widgets were chosen as follows: for text-
boxes a value from the set {-1, 0, 1, Test, ThislsAVeryLongStringValue, and the
empty string}; for combo-boxes, a value from the set of possible values. We set the
maximal length of generated event sequences to three. The results are presented in
Table 8.

Table 8. Test results with disabled symbolic analysis

Tests Branch coverage, % Statement coverage, % Time, sec
5984 76 97 285

Experimental results show that for the Workout Generator our approach generates
significantly fewer test compared to the traditional technique. The reason for that is
twofold: (1) Workout Generator has a fair amount of data widgets and exploits data
dependent behaviors; (2) Workout Generator has fewer listeners. The structure of the
Workout Generator is opportune for our technique and we achieve in order of two
magnitudes decrease in the number of test.

7 Discussion

The experimental results show that our approach generates fewer tests and achieves
higher branch and statement coverage compared to traditional GUI testing techniques.
Further, our approach addressed data-flows in GUI applications by generating inputs
for data widgets, which force the execution of different program paths. Our technique
is especially effective for testing data intensive GUI applications, with data dependent
behavior.

Since we perform symbolic analysis, our technique inherits the limitations of sym-
bolic execution with regard to native calls. While our implementation does not han-
dle native calls we can adopt the approach for approximation symbolic execution
presented in [16]. Another issue that arises during symbolic execution is handling of
loops. We take a standard approach and perform loop unwinding up to a given bound.
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Such an approximation inevitably introduces errors. Further, symbolic execution
requires solving of path constraints, which in the general case, are undecidable.

The current implementation of Barad supports a subset of the SWT GUI library
which prevents us to apply our approach to the written with Swing TerpOffice, an
application suite used by Memon et al. in his extensive work in GUI testing.

We currently detect bugs as runtime exceptions. However, specification based ora-
cles that check richer properties would enable more thorough testing of GUIs. We do
not report detected bugs since we adopt the same fault detection strategy as the con-
ventional GUI testing performed by Memon et al. Our focus is on reducing test suite
size and improving statement and branch coverage.

8 Related Work

To the best of our knowledge, in his Ph.D. dissertation [9] Memon presents the first
framework for GUI testing that generates, runs, and assesses GUI tests. The frame-
work focuses on the event-flow of GUI applications. For emulating user input a speci-
fication based approach is adopted—using values from a prefilled database. The
components of the framework and its extensions are presented in several papers [9],
[11], [13], [14], [22]. This framework considers all events accepted by the GUI while
we focus on events with event listeners. The framework does not provide a mecha-
nism for obtaining inputs for data widgets. By providing such a mechanism our work
is complementary in this respect.

Memon, Banarjee and Nagarajan present a framework for regression testing of
nightly/daily builds of GUI applications [12]. This tool addresses rapidly evolving
GUI applications executing a small enough test suite that the test process could be
accomplished in less than a day/night. This framework is based on the one presented
in Memon’s PhD dissertation [9] and uses the same test generation algorithm and
specification based approach to simulate user inputs. We employ a different test gen-
eration algorithm and present a technique for obtaining data inputs.

Another approach is representing the GUI as a Variable Finite State Machine from
which after a transformation to an FSM, tests are obtained [18]. This black-box test-
ing technique does not consider user input while focusing on the event-flow. Our
approach is white-box with dynamic analysis focusing on event listeners and gener-
ates data inputs.

A technique for testing a GUI is transforming the GUI into a FSM and using dif-
ferent techniques to reduce the states of that FSM to avoid state space explosion [21].
In approach the focus is on collaborating selections and user sequences over different
objects in the GUIL This is a white-box event centric approach that abstracts away
user inputs. We adopt an event listener centric technique and generate data values.

Verification of GUI specifications has been performed via model checking [3]. The
authors introduce domain specific abstractions to reduce the state space to be ex-
plored. The GUI and its behavior are represented as a Computation Tree Logic in the
input language of the SMV model checker via a manual process. In contrast, our ap-
proach is fully automatic and aims at test generation rather than at model checking.
We see this work as complementary to our approach.
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A technique for updating test scripts for evolving GUI applications has been pro-
posed [6]. This enables reuse of existing scripts via detecting script errors due to
changes in the GUI. Our work focuses on test generation and is complementary.

A system that automatically extracts a program interface, generates a test driver
and a random test suite after completion of which symbolic execution is used to guide
the generation of additional tests has been presented [15]. Similarly, we employ sym-
bolic execution to generate tests which maximize coverage by exploring different
program paths. We introduce the abstraction of symbolic widgets which allows scal-
ing symbolic execution for GUIs.

Symbolic execution and concrete execution have been combined for test generation
[16]. This approach uses approximate symbolic execution for testing code with dy-
namic data structures. In contrast, we generate inputs in the form of string and
numeric data and do not perform concrete execution. We take advantage of the sys-
tematic approach for path exploration and scale symbolic execution for GUIs.

Symbolic execution has been used for test data generation [23]. The program is
represented as a deterministic FSM and using symbolic execution generates test data.
This work deals exclusively with numeric constraints. Barad performs symbolic exe-
cution over GUI components (widgets) and strings (in addition to primitives).

9 Conclusion

We presented Barad, a novel GUI testing framework that addresses event-flow as well
as data-flow for white-box testing of GUI applications. Barad is fully automatic, per-
forming instrumentation, symbolic execution, test generation, and test execution.

We introduce the abstraction of symbolic widgets. This abstraction enables sym-
bolic analysis to reason about the control flow in GUI applications without analyzing
the GUI library implementation. We generate test cases as sequences of events with
registered listeners, pruning significant regions of the event input space. We execute
symbolically the sequence of listeners registered for the events in a test case enabling
a systematic approach to obtain inputs for data widgets.

We evaluate our framework on non trivial GUI subjects. Compared to traditional
GUI testing techniques Barad achieves higher statement and branch coverage while
generating significantly fewer tests.

Acknowledgements. This material is based upon work partially supported by the
NSF under Grant Nos. 11S-0438967, CCF-0702680, and CCF-0845628, and AFOSR
grant FA9550-09-1-0351.
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Abstract. Structural constraint solving allows finding object graphs
that satisfy given constraints, thereby enabling software reliability tasks,
such as systematic testing and error recovery. Since enumerating all possi-
ble object graphs is prohibitively expensive, researchers have proposed a
number of techniques for reducing the number of potential object graphs
to consider as candidate solutions. These techniques analyze the struc-
tural constraints to prune from search object graphs that cannot satisfy
the constraints. Although, analytical and empirical evaluations of indi-
vidual techniques have been done, comparative studies of different kinds
of techniques are rare in the literature. We performed an experiment
to evaluate the relative strengths and weaknesses of some key structural
constraint solving techniques. The experiment considered four techniques
using: a model checker, a SAT solver, a symbolic execution engine, and
a specialized solver. It focussed on their relative abilities in expressing
the constraints and formatting the output object graphs, and most im-
portantly on their performance. Our results highlight the tradeoffs of
different techniques and help choose a technique for practical use.

Keywords: Empirical comparison, software testing tools, model check-
ing, symbolic execution, SAT, state space exploration, systematic testing.

1 Introduction

Generating test inputs for programs that manipulate structurally complex inputs
like XML documents or red black trees is a complex operation. Manual genera-
tion of these tests is time consuming, error prone, and has fairly limited ability
to find bugs whereas systematic testing, which is effective at finding bugs, is
not straightforward as there are no simple enumerators for structurally complex
inputs.

Automated generation of structurally complex test inputs can be done in two
basic ways: using generator functions [52L51] and by solving constraints [5,[38].
Generator functions are functions that perform basic operations to construct
and build structures (e.g., constructors or mutator methods in Java). Automated
testing using generator functions typically uses different orderings of generator
functions to produce test inputs. This can however result in the same struc-
tures repeated, i.e., redundant tests, and some kinds of structures may never be
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produced. Generator functions are mostly applied for generating larger inputs
effectively.

Automated testing by solving structural constraints [5[38] enables systematic
testing where the program is tested against all test inputs within given bounds.
Even though doing so is feasible only for small bounds, it has been shown to
give high code coverage and find faults in programs with structurally complex
inputs [32,88,[49]. Also, by writing constraints we can conveniently describe
a whole class of structurally complex test inputs. In this paper, we discuss the
techniques that can be used for systematic testing based on structural constraint
solving.

The structural constraints used by systematic testing techniques are usually
written either as declarative constraints or as imperative constraints. Alloy [30]
(one of the techniques discussed here) uses declarative constraints written in
relational logic using quantified formulas. The other three techniques that we
evaluate use imperative constraints. We call them imperative in contrast to
declarative as they use constraints written in an imperative language (C or Java
in our case). We note that these imperative constraints are required to be free
of side-effects and hence are declarative in nature (even though they are written
in an imperative language).

The contribution of this paper is a controlled experiment for performance
analysis of different constraint solving techniques. It also performs an analysis
to quantify the tradeoffs of these techniques in writing constraints and in pro-
cessing outputs. Our results show that even though generic techniques like model
checkers and symbolic execution can be used to solve structural constraints, spe-
cialized solvers are faster in solving and need the least tweaking of code to work.

The rest of the paper is organized as follows. We provide an overview of the
problem of constraint solving in the following subsection, give a background
on different techniques and how they solve structural constraints in Section
Section [J describes our experiment; the subjects, analysis strategy, and threats
to validity. We discuss experimental results and our analysis in Section H and
summarize and conclude in Section

1.1 Related Work

The idea of using constraints for representing test inputs has been used for at
least three decades [I1.28,[B5,[43] and implemented in EFFIGY [35], TEST-
GEN [30], and INKA [24] among other tools. However most of this work was to
solve constraints on primitive data like integers and not structural constraints.
Goodenough and Gerhart [23] discuss the importance of specification based
testing. Test case generation has been automated from specifications by many
tools. Some examples are from Z specifications [15], UML statecharts [41], ADL
specifications [9], and AsmL specifications [25]. However these specifications are
also targeted to primitive types and not structurally complex inputs.
Constraints on complex structures require very different constraint solving
techniques, which have only been explored more recently. Directions of research
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include using model checkers [20,50], SAT solvers [47], symbolic execution [21
4], and specialized solvers [5]. Section [ discusses each of these techniques, their
background and recent advancements.

One common problem faced while generating complex structures is isomor-
phism [45]. Two structures are defined to be isomorphic if they only differ in
object identities. For example, if all elements in two nodes of a tree are swapped
and all references to these nodes are swapped too, the resulting structure is iden-
tical to the original except that pointer values in some nodes would be different.
Since, most programs are not concerned with the actual pointer values and only
with where they are pointing, generating isomorphic structures is considered re-
dundant and the algorithms attempt isomorph breaking procedures to reduce
generated structures.

For the purpose of comparison and explaining how constraints are written in
different approaches, we will take red-black tress [3l26] as our running example.
We pick this representative example as it is one of the more complex structures,
one of the structures commonly used for evaluation in previous work, and one
that is likely to be familiar.

2 Background of Subject Tools

2.1 JPF — Model Checker

Model checking [10] has traditionally been applied to software [2[13[50,27] for
checking event sequences, specified in temporal logic or as a finite state machine
of API usage rules. If a program is checked successfully, no input and execu-
tion can lead it to an error. Thus model checking provides a strong guarantee.
However these techniques did not consider checking properties and validity of
complex structures. The model checkers BLAST and SLAM are also used for
white-box test input generation [4] targeting to cover specific predicates. The
two are also not applied to solving complex structural constraints.

Generalized Symbolic Execution [34] introduced the idea of using a model
checker for solving structural constraints. As an enabling technology, the JPF
(Java Path Finder) model checker [50] was used. JPF is an explicit-state model
checker for Java programs that has been used to find errors in a number of
complex systems [42L[61[1]. It is built on top of a custom Java Virtual Machine
(JVM). Therefore it handles all standard Java features and in addition allows
nondeterministic choices written as annotations. These annotations are added by
method calls to class Verify. The following methods in this class are important:

— randomBool () returns a nondeterministic boolean value
— random(n) returns a nondeterministic integer in [0,n]
— ignoreIf (cond) makes JPF backtrack if cond is true

Generalized symbolic execution provides a source-to-source translation of a
Java program such that it can be symbolically executed by any standard model
checker that supports non-deterministic choice. The technique of generalized
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class RedBlackTree {

static Node[] nodes;
static int maxNode = 0;
boolean header_accessed = false;
Node header;
Node header() {
if ('header_accessed) {
header_accessed = true;
if (maxNode < nodes.length - 1) {
maxNode++;
int r = Verify.random(maxNode) ;
if( r !'= maxNode )
maxNode--;
header = nodes[r];
} else header = nodes[ Verify.random( maxNode ) 1;
}
return header;
}
boolean repOk() {
if (header() == null)
return false;
Set<Node> visited = new java.util.HashSet<Node>();
visited.add(header());
LinkedList<Node> workList = new LinkedList<Node>();
workList.add (header());
while (!workList.isEmpty()) {
Node current = workList.removeFirst();
if (current.left() !'= null) {
if (!'visited.add(current.left()))
return false;
workList.add(current.left());
}
if (current.right() != null) {
if (!visited.add(current.right()))
return false;
workList.add(current.right());
}
}
if (visited.size() != size() || size() < LOWER_BOUND )
return false;
return repOkColors() && repOkKeys();

Fig. 1. Parts of Red Black Tree predicate written for JPF

symbolic execution is based on lazy initialization, i.e. it initializes fields when
they are first accessed during symbolic execution of a method. Due to this lazy
initialization, the algorithm only executes program paths on non-isomorphic in-
puts. This can be used for systematic generation of structurally complex inputs
by symbolically executing a predicate checking structural constraints.

Figure [Tl shows parts of Red Black Tree predicate written for JPF. Note that
all accesses to structure variables are through accessors functions. One accessor
function for header is also shown. It non-deterministically picks one of the nodes
that have already been used or one of the new nodes.

Recently, this technique has been optimized by making modifications to Java
Path Finder [19]. However these optimizations are specific to one model checker,
whereas the original technique can be used on any model checker.



92 J.H. Siddiqui and S. Khurshid

2.2 Alloy — Using a SAT Solver

SAT solvers solve boolean formulas. To use SAT solvers for solving structural
constraints, we thus need a language for writing structural constraints, a compiler
to translate that language into a boolean formula, and a mapping from the
solution of the boolean formula into a solution to the structural constraint.

Alloy [29] provides a declarative language for writing these constraints. It
is based on parts of the Z specification [48]. The Alloy Analyzer [31] provides
a fully automated tool to solve these constraints using a SAT solver. The lat-
est version of Alloy Analyzer (4.1.10) works with many state-of-the-art solvers
like BerkMin [22], MiniSat [47], SAT4J (Java implementation of MiniSat), and
ZChaff [40]. Alloy analyzer provides a translation from the declarative language
of Alloy with quantifiers to a boolean formula when given bounds. It then trans-
lates the solution back to the declarative language.

TestEra [33] builds on Alloy to translate the solutions further back into actual
Java structures. TestEra also adds a layer on top of Alloy language to facilitate
writing preconditions and postconditions, and allows test case generation based
on preconditions and function validation using its postconditions as an oracle.
However for the purpose of constraint solving alone, Alloy is sufficient. The Alloy
to Java translator component of TestEra can be used to translate Alloy solutions
into Java structures. The translation time is insignificant in comparison to the
constraint solving time.

We show class invariant for red-black trees modeled in Alloy in Figure[2l Note
that this completely models red black trees. Addition of a few more syntactic
sugar like definition of Node etc is all that is needed to generate all possible red
black trees within given bounds. This concise representation is one of the key
benefits of using a declarative language. However the learning curve of declarative

all e: rbt.root.*(left+right) |
// BT: distinct children
( no e.(left+right) || e.left != e.right ) &&
// BT: acyclic
(e ! in e.”(left+right) ) &&
// BT: distinct parent
lone e.” (left + right) &&
// BST: ordered
1t[ e.left.*(right+left) .key, e.key ] &&
gt[ e.right.*(right+left) .key, e.key ] &&
// RBT: red node has black children
( e.color in Red && some e.(left + right)
=> e.(left + right).color in Black )

all e, f: rbt.root.*(left+right) |
// RBT: all paths from root to NIL have same # of black nodes
(no e.left || no e.right) & (no f.left || no f.right) =>
#{ p: rbt.root.x(left+right) |
e in p.*(left+right) && p.color in Black } =
#{ p: rbt.root.*(left+right) |
f in p.*(left+right) && p.color in Black }

Fig. 2. Red Black Tree constraint written for Alloy
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programming for programmers used to program in imperative languages often
offsets this benefit. The bounds for Alloy are written as below:

run test for 1 rbt, exactly 3 Node

The class invariant requires the tree to satisfy binary search tree properties and
the additional properties of red-black trees mentioned in comments in Figure [2
The reader is referred to Jackson [29] for detailed discussion of Alloy operators
and syntax and to Guibas [26] for red-black tree properties.

2.3 CUTE — Symbolic Execution

The idea of symbolic execution dates back at least three decades [35]. Traditional
symbolic execution is a combination of static analysis and theorem proving. In
symbolic execution, operations are performed on symbolic variables instead of
actual data. On branches, symbolic execution is forked with opposite constraints
on symbolic variables in each forked branch. At times, the constraints on sym-
bolic variables can become unsatisfiable signaling unreachable code. Otherwise,
end of the function is reached and a formula on symbolic variables is formed.
A solution to this formula will give a set of values that will direct an actual
execution along the same path.

Renewed interest in symbolic execution is seen in the last decade [7}[12LI§].
Generalized Symbolic Execution [34] extended the concept to concurrent pro-
grams and complex structures.

The main problem with symbolic execution is that for large or complex units,
it is computationally infeasible to maintain and solve the constraints required
for test generation. Larson and Austin [37] combined symbolic execution with
concrete execution to overcome this limitation. Their approach was primitive as
they used symbolic execution to make the path constraint of a concrete execution
and find other input values that can lead to errors along the same path.

DART (Directed Automated Random Testing) [2I] is one of the first tools
to systematically combine symbolic execution and concrete execution. Similar
to previous approach, they formed a path constraint during concrete execution.
However after the execution, they backtrack on the path constraint by negating
clauses, solve the new constraints, and re-run concrete execution expecting it
to follow a new path. When it is not feasible to solve the modified constraints,
they substitute random concrete values. Another simultaneous effort was EGT
(Execution Guided Test Cases) [§] using a similar approach. Lastly, CUTE (Con-
colic Unit Testing Engine for C) [44], another tool using similar approach, is the
tool that we will be using here. It is the only tool that can handle pointers and
complex structures.

The idea of using CUTE to generate test cases has been briefly discussed but
not evaluated [44]. There, the authors considered prev pointers in a doubly linked
list and discussed the order (big O) of candidates CUTE and Korat (discussed
below) explore to find answers. In our evaluations we thoroughly cover this
example among others. In particular, we discuss the constants involved (time of
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int repOk( struct bintreex b ) {
struct listnode* visited=0, *worklist=0;
int NODES = 0;
if( b->root == 0 )

return 0;
visited = newnode( b->root, visited );
++NODES ;

worklist = newnode( b->root, worklist );
while( worklist ) {
struct node* current = worklist->data;
worklist = worklist->next;
if ( current->left ) {
if ( !addunique( visited, current->left ))
return 0;
++NODES;
worklist = newnode( current->left, worklist );
}
if ( current->right ) {
if ( !addunique( visited, current->right ))

return 0;
++NODES ;
worklist = newnode( current->right, worklist );
}
if ( NODES > UPPER_BOUND )
return 0;
}
if( b->size != vcount || NODES < LOWER_BOUND)
return 0;
return repOkColors(b) && repOkKeys(b);

}

Fig. 3. Parts of Red Black Tree predicate written for CUTE

exploring one candidate) and constraint rewriting requirements to understand
which approach is likely better in practical usage.

We show parts of the red-black tree constraint written in C for use in CUTE
in Figure Bl The NODES variable is introduced to keep a count of nodes used.
We break the loop when more than UPPER_BOUND nodes have been touched and
return false if less than LOWER_BOUND nodes were touched during the exe-
cution. This is how we control the desired number of objects when generating
structures in CUTE. Rest of the constraint is similar to what was shown in
Figure [

2.4 Korat — A Specialized Solver

Korat [5] is a framework for automated generation of structurally complex test
inputs. It performs specification based testing. By using a Java predicate that rep-
resents properties of desired inputs, Korat uses backtracking search and explores
the input space of the predicate and enumerates inputs for which the predicate
returns true. Each enumerated inputs is a desired structurally complex test in-
put. Korat performs bounded exhaustive testing: it generates all non-isomorphic
test cases within given bounds. Bounded exhaustive testing has been used to suc-
cessfully find bugs in a fault-tree analyzer [49], a resource discovery architecture,
and an XPath compiler.

Korat performs a dynamic analysis of the predicate. It prunes huge portions
of the input space by monitoring field accesses during predicate execution. It
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public boolean repOK() {
if (root == null)
return false;
Set<Node> visited = new HashSet<Node>();
visited.add(root);
LinkedList<Node> workList = new LinkedList<Node>();
workList.add(root);
while (!workList.isEmpty()) {
Node current = workList.removeFirst();
if (current.left '= null) {
if (!'visited.add(current.left))
return false;
workList.add(current.left);
}
if (current.right != null) {
if (!visited.add(current.right))
return false;
workList.add(current.right);
}
}
if (visited.size() !'= size)
return false;
return repOkColors() && repOkKeys();

Fig. 4. Parts of Red Black Tree predicate written for Korat

IFinitization f = FinitizationFactory.create(RedBlackTree.class);

IClassDomain entryDomain = f.createClassDomain(Node.class, numEntries);
I0bjSet entries = f.createObjSet(Node.class, true);
entries.addClassDomain(entryDomain) ;

IIntSet sizes = f.createIntSet(minSize, maxSize);
IIntSet keys = f.createIntSet(-1, numKeys - 1);
IIntSet colors = f.createIntSet(0, 1);

f.set("root", entries);
f.set("size", sizes);
f.set("Node.left", entries);
f.set("Node.right", entries);
f.set("Node.color", colors);
f.set("Node.key", keys);

Fig. 5. Korat’s specification of bounds for Red Black Tree

backtracks on the last field accessed and makes a non-deterministic assignment
to that field. It then uses the new candidate to re-execute the predicate.

Korat, being a specialized solver, produces correct output for every predicate
(rep0k), however it is written. Although, some predicates would cause a faster
execution (return after touching as few fields as possible) and some would be
slower (return once after checking all checks that can be checked), none would
result in an incorrect result. We here show a portion of red-black tree constraint
written for Korat in Java in Figure 4l We also show how bounds are given for
Red Black Tree in Korat’s finitization in Figure

The principle idea of Korat has been used in other applications. In particular,
STARC [16] uses the Korat algorithm to repair huge complex structures by
running the algorithm in neighborhood of the defective structure. Glass box
testing [14] uses the method to be tested to prune Korat’s generation. Thus it
moves away from the pure black-box approach of Korat.
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Korat has been optimized in a number of ways. Instead of running repOk
from the start for every candidate, efficient backtracking optimization [I7] can
undo operations done in last execution and proceed from that point for the
next candidate. This has shown improvements for STARC and also for Korat.
Lastly, Korat has been parallelized for clusters of largely independent machines
by random division of work [39] and for high bandwidth clusters by systematic
division of work [46].

2.5 Research Questions

The effectiveness of bounded exhaustive testing (generating all test cases sat-
isfying the constraints) has been previously shown in application to many real
applications. Here we are concerned with different tools to generate these tests.
Thus we are not concerned with the fault detecting capability of these tools, as
this capability would be equal (given sufficient time) for all tools in our scenario.
We are rather concerned with how to write the tests and interpret the output
and most importantly how much time it takes to generate the tests.
We pose the following research questions for our experiment and analysis:

— What are the pros and cons of different tools in writing constraints and
defining bounds?

— How is the output of a tool represented and how it can be converted into
actual test inputs?

— What are the fastest tools for practical sizes of subject structures?

— How well do the tools perform with more and more complex constraints?

— What are the best tools in terms of time complexity?

Next we describe our experiment and its analysis.

3 The Experiment

3.1 Experimental Subjects

To evaluate the selected tools, we consider six complex structures: three list
structures, and three tree structures. Note that these complex structures are the
foundation of several data structures used in applications. For example, an XML
document, a file system hierarchy, Java or C class hierarchies, expression trees,
abstract syntax trees for compiler can all be viewed as trees and are likely to give
similar performance to one of the tree structures we consider here. We evaluate
the following six structures:

Binary Tree
Binary Search Tree
Red Black Tree
Singly Linked List
Doubly Linked List
Sorted Linked List

S P =
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Note that a red-black-tree is a binary search tree which is in turn a binary
tree. From this, we intend to learn the effect of increasing constraint complexity
on tool performance.

To avoid any bias, we took constraints for the above subjects from previous
work [5], where available. In some cases, we needed to change the constraints so
that the tool under evaluation performs bounded exhaustive testing (as discussed
in the previous section).

3.2 Experimental Design

The experiment focused on:

1. Structurally complex constraints (6 constraints of subjects given in previous
section)

2. Bounds (we considered 4 bounds for each subject structure)

3. The constraint solver (one of the four constraint solvers discussed in this

paper)
On each run, we measured:

1. Time taken to generate all tests
2. Candidates generated to see isomorphism pruning

We also measure qualitative results for:

1. How constraints needed to be converted to run the tool
2. How bounds needed to be converted to run the tool
3. How results from the tool needed to be converted to test cases

Results reported for the experiment were averages of 10 repeated measure-
ments. Thus, for each subject structure and each constraint solver and each given
bounds, we ran the tool 10 times and computed the average. The experiments
were performed on a Linux machine with Intel Pentium 4 2.8Ghz processor and
4GB RAM.

3.3 Threats to Internal Validity

Threats to internal validity are influences that can affect dependent variables
without researcher’s knowledge. In this respect, our concerns include the way
constraints are written and language differences. Constraints can be written
to suit one tool and not the other. We have done our best effort is writing
the constraints so that every tool can perform at its best. Language differences
matter because one of the tools works in C while the rest work in Java. C
implementations are inherently faster so the results of this tool would have a
slight edge because of language. However this concern would have been more
significant if this tool turned out to be the fastest which is not the case as we
see below.
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3.4 Threats to External Validity

Threats to external validity are conditions that limit us in generalizing the re-
sults of our experiment. Our biggest concerns in this area is that the subject
programs might not be representative of complex constraints. To control this
threat, we have studied literature regarding the tools and summarized the com-
plex constraints previously studied, we have also studied structures discussed
in algorithm books, and have found that the most commonly used complex
structures are actually the basis of a large class of data structures. For exam-
ple, B-trees, AVL trees, Sparse matrices, hash tables are all basically trees or a
combination of trees and lists. We considered complex inputs of real programs
like compilers (abstract syntax tree), XML parsers (XML Tree), web browser
(HTML Tree), File system tree, Java class hierarchies, and expression trees. All
of these share constraints with the basic structures we test here. Therefore we
believe that our subjects are representative of complex constraints and can be
used to evaluate constraint solvers.

3.5 Threats to Construct Validity

Threats to construct validity are situations where measurement instruments do
not adequately capture concepts that they are supposed to capture. In this
experiment, we measure performance and ease of writing constraints and using
results. Measuring performance is always risky on todays multitasking machines.
We controlled this threat with repeated measurements and with no sharing of
resources. The quantitative analysis about constraint writing is more prone to
this threat. We control this threat by providing raw data (how constraints are
written, bounds given, results converted) and add our analysis on top of it.

3.6 Analysis Strategy

We summarize all the data first. We then make observations on this data and
our observations on the three quantitative criteria of constraint writing, giving
bounds, and using results. Finally, we show several comparisons between perfor-
mance of different techniques in graphical form.

4 Data and Analysis

We provide performance comparison and its analysis followed by quantitative
analysis.

4.1 Performance Comparison

Table [Tl shows the results of our experiments. The first column lists the complex
structures we chose. The next column specifies the size we are using. For Binary
Tree, Singly Linked List, and Doubly Linked List, we generate structures up to
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Table 1. Results of generating bounded exhaustive test cases for six subject structures
by CUTE, Korat, Alloy, and JPF. Time out or tool limitations are represented by a
hyphen (-).

Subject Size CUTE Korat Alloy JPF
3 1.761 0.507 0.880 16.349
4 4.774 0.533 1.085 16.158
Binary Tree 5 15.104 0.567 1.779 16.678
6 47.427 0.620 5.882 19.405
7 156.368 0.720 41.866 24.197
8 527.292 1.048 520.868 48.389
3 2.580 0.579 1.159 16.415
4 8.240 0.495 1.423 16.478
Search Tree 5 28.015 0.547 2.529 21.498
6 95.764 0.746 3.032 43.905
7 341.444 2.363 6.437 222.893
8 - 17.515 26.456 | 1409.366
3 43.769 0.841 1571 15.775
4 82.905 0.875 1.450 17.139
5 720.625 0.829 5.203 18.948
Red Black Tree 6 - 1.018 4.132 28.186
7 - 1.687 18.036 57.800
8 - 5.250 85.277 170.962
10 0.855 0.389 8.452 16.661
13 1.073 0.399 602.250 16.414
50 4.136 0.481 - 18.015
. ) ) 100 8.383 0.688 - 23.433
Singly Linked List 200 17.273 2.110 - 48.625
300 27.082 6.138 - 104.517
400 36.811 13.939 - 200.062
500 48.849 27.982 - 344.724
10 T.167 0.408 7.408 16.221
13 1.523 0.411 130.423 15.242
50 5.657 0.537 - 18.511
. . 100 11.900 1.047 - 24.547
Doubly Linked List 200 25.538 4.987 - 63.614
300 44.332 16.354 - 146.015
400 67.828 36.503 - 285.589
500 100.057 72.686 - 501.617
9 1.292 0.395 2.602 21.333
11 1.557 0.457 7.409 36.900
13 1.839 1.026 10.420 108.670
Sorted List 15 2.110 2.286 21.874 439.063
18 2.821 21.646 - -
20 2.797 102.609 - -
22 3.036 499.276 - -

given size while we generate structures of exactly that size for the other three
structures. The reason for this is that when generating structures with valid
integer ranges of some data variables (e.g. Sorted List), then all tools except
CUTE will produce all valid assignments while CUTE will provide a single valid
assignment. This makes comparison difficult. We thus chose a fixed size and
fixed range of integers such that only one valid assignment exists. The next four
columns in the table list the times taken by each tool.

Alloy ran into solver limitations for sizes greater than about 15 nodes for all list
structures. Similarly CUTE faced symbolic execution limitations for red black
trees. Other numbers not available are time outs for the allocated 15 minutes.
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Table 2. Isomorphic Candidates Produced

Subject CUTE Korat Alloy JPF
Binary Tree NO NO YES NO
Binary Search Tree NO NO NO NO
Red Black Tree YES NO NO NO
Singly Linked List NO NO YES NO
Doubly Linked List NO NO YES NO
Sorted List NO NO NO NO

Table [ shows how well the candidate tools performed in terms of pruning
isomorphic candidates. Korat and JPF never produced an isomorphic result.
Also from their algorithm, they would never produce a normal isomorphic re-
sult according to the definition given previously. Note that their can be domain
specific isomorphic results (e.g. isomorphic graphs) which no tool identifies as
isomorphic. CUTE produced isomorphic candidates only when it ran into sym-
bolic execution limitations. This happened in our case for red-black trees. Alloy
produced isomorphic candidates most often. Its isomorphism pruning is most
limited. For example, for a singly linked list, other than the root node and the
tail node, it produces more than one isomorphic orderings of the middle nodes.

Lastly, Figure [0l shows six graphs, one for each subject structure and plots
the performance of all four tools. The time axis is logarithmic since bounded
exhaustive testing is an exponentially growing problem and a logarithmic scale
better shows how the tools are performing.

We observe that other than sorted lists, Korat is the fastest tool within 1000s
time. For binary tree and Red Black Trees, it also seems to grow the slowest. For
Binary Trees and Binary Search Trees, CUTE is growing linear on a logarithmic
scale which means it is slightly better in terms of time complexity but the actual
problem size where it would take over Korat would be huge.

CUTE is the only tool that handles Sorted Lists successfully, It touches our
1000s limit for generating about 500 element lists. This huge difference is be-
cause the other tools internally generate all possible combinations (n!) whereas
symbolic execution does not. This is also the motivation around some recent
work on Korat and JPF to use symbolic execution for primitives and use the
native algorithm for non-primitive fields [51].

Note also in all graphs that CUTE has the best time complexity. It grows ex-
ponentially (trees) and sub-exponentially (lists) except for red black trees where
symbolic execution faced limitations. Thus when symbolic execution faces limi-
tations and CUTE reverts to take help from concrete execution, we may not get
results comparable to other tools. This is one of the key weak points of CUTE
for bounded exhaustive generation.

Alloy shows an interesting behavior. It performs better for Binary Search Trees
(more complex constraint) than Binary Trees. We believe that this is because
SAT solvers solve the easiest clauses first and the former gives it a better chance
at doing that. Red black tree performance is in the middle and is better for 4
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Fig. 6. Performance Comparison of techniques for all six subject structures. Y-axis
shows time in seconds on a logarithmic scale. X-axis shows size of structure.

nodes than for 3 (and 6 nodes than for 5). We again believe this has to do with
the formation of clauses.

If we carefully note, the graph of JPF is almost at a constant distance above
Korat. Indeed, JPF structural constraint solving algorithm and the Korat algo-
rithm principally make the same decisions. JPF is only burdened with running
a model checking virtual machine and keeping a lot of additional state which
Korat can do without. That is why they have similar time complexity but a
different multiplier. Thus we can say that Korat is a much faster specialized
implementation of what the JPF structural constraint solving algorithm does
without the added overheads of model checking.



102 J.H. Siddiqui and S. Khurshid

Table 3. Comparison of structural constraint solving techniques on non-performance

metrics

Constraints

Bounds

Output

CUTE

Imperative function:

Some  special care at
branches to enable symbolic
execution to visit both
branches

For linear structures, giving
a depth bound in invoking
CUTE is enough; for others,
special checks needed to be
inserted inside the predicate

Each complex structure is
available at end of testing
function in a separate pro-
cess

Korat

Imperative function:
No special restrictions

An imperative function list-
ing bounds for each object
and predicate involved (fini-
tization)

Each structure is available
in a special function in the
same single process

Alloy

Declarative predicate:
In relational quantified logic

List of bounds for each ob-
ject involved

Result is a list of solutions
that can be translated into
actual heap structures using
Alloy to Java translator in
TestEra [33]

JPF

Imperative function:

Need to use special accessor
functions (can be added au-
tomatically) that use model

Ranges can be specified in
special accessor functions

Each complex structure is
available at end of testing
function in a separate pro-
cess

checker’s non-determinism

4.2 Qualitative Comparison

One of the research goals of our experiment was to discuss some qualitative
differences between subject tools. We give summarized results in Table B] and
give a more detailed discussion of each difference below.

Constraint Writing: All tools except Alloy required constraints written in an
imperative language. Constraints are required to be free of side-effects. CUTE
constraints needed some tweaking to allow symbolic execution to explore all
paths. For example, a return size == 0 statement has to be changed to a
branch statement with separate returns. JPF and Korat can use an arbitrary
imperative function that is free of side-effects. Alloy required declarative pred-
icates. Declarative specifications are concise and can be significantly smaller
than an equivalent imperative specification. The tradeoff is the learning curve
of declarative language for programmers used to writing code in imperative
languages.

Giving Bounds: Korat and Alloy were the easiest to provide bounds, which is
not surprising since they are designed for specification-based, bounded exhaus-
tive checking. They differed in that Alloy required bounds for each type whereas
Korat was more explicit in requiring bounds for each field of each type. Also for
primitives, Korat can use lower bounds and upper bounds whereas Alloy would
need those bounds as part of specification and not as part of bounds. To limit
structures generated by CUTE within bounds, we needed to tweak its imper-
ative predicate. Providing bounds using the JPF approach was simple. In this
approach the required arrays (universe of values) were constructed during the
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testing Main method. Values of these arrays are non-deterministically used by
accessor functions (possibly automatically added).

Using Results: The JPF approach and CUTE approach produce each result,
i.e. structure that represents a test input, in a separate execution (process). This
result can directly be used for testing or saved for later use. Korat approach
produces each result in the same execution (process). The result can be saved.
Direct testing has to be careful about using a new process to avoid crashing of
Korat due to faulty code. In previous work, these results have been distributed for
parallel test execution [39]. Alloy produces solutions to declarative specifications.
These need to be converted to the corresponding imperative language for actual
test use. One tool in this area is Alloy to Java converter used in TestEra [33].
This tool can generate actual Java structures corresponding to Alloy output.

Treatment of primitive fields: While the key benefit of structural constraint
solving is non-primitive fields (pointers to objects), primitive fields also pose
a limitation. All the surveyed tools except CUTE try all possible values for a
given primitive field. This often results in exponential or factorial amount of
time. CUTE excels in this area by providing a single valid solution for such
fields.

5 Summary and Conclusions

In this paper, we performed an empirical study of using four different techniques
for constraint solving to perform bounded exhaustive testing. Bounded exhaus-
tive testing has been previously shown effective at finding faults in real programs.
Here, our goal is to compare the performance of these tools. We considered the
CUTE tool based on symbolic execution, the JPF model checker, the Alloy tool
based on SAT, and the specialized solver Korat . Our key results are:

— The fastest tool for most of the subjects of small size is Korat. However it
degrades in performance when several constraints are on primitive fields.

— The JPF constraint solving approach using lazy initialization is effectively a
slower Korat.

— Alloy provides the most concise way of writing predicates. For programmers
knowledgeable in declarative languages, it can significantly reduce time to
write or maintain specifications.

— CUTE provides better time complexity than most tools however the slope
constant is fairly high. This is because of the symbolic execution overhead.

— CUTE requires some tweaking of class invariants to enable bounded exhaus-
tive generation.

— No tool gives better non-isomorphic generation for exhaustive enumeration
than the Korat algorithm (and likewise lazy initialization using JPF).

— All tools except CUTE provide bounded exhaustive checking by design and
CUTE focuses on generating one input per path.



104 J.H. Siddiqui and S. Khurshid

Our results also provide directions for future work. We see two main directions
of research:

— Using symbolic execution to improve the specialized solver Korat.

— While Alloy provides an intuitive way to write specifications (after the learn-
ing curve), its solving capability is limited to smaller sizes (see list data
structure) and can often produce isomorphic candidates. We believe using a
combination of solvers, such as SAT, SMT, string constraint solvers, and set
constraint solvers, is likely to provide significantly more efficient solving.

— Similar to parallelization for Korat [39,[46], we are working on parallel sym-
bolic execution. Other tools, such as Alloy, can also gain from parallel exe-
cution, both on commodity parallel machines and bigger clusters.
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Abstract. Kiisters and Truderung recently proposed an automatic ver-
ification method for security protocols with exclusive or (XOR). Their
method reduces protocols with XOR to their XOR-free equivalents,
enabling efficient verification by tools such as ProVerif. Although the
proposed method works efficiently for verifying secrecy, verification of
authentication properties is inefficient and sometimes impossible.

In this paper, we improve the work by Kiisters and Truderung in two
ways. First, we extend their method for authentication verification to
a richer class of XOR-protocols by automatically introducing bounded
verification. Second, we improve the efficiency of their approach by de-
veloping a number of dedicated optimizations. We show the applicability
of our work by implementing a prototype and applying it to both exist-
ing benchmarks and RFID protocols. The experiments show promising
results and uncover a flaw in a recently proposed RFID protocol.

1 Introduction

Cryptographic security protocols typically consists of a series of message ex-
changes among two or more agents over a hostile network. They aim to achieve
various security goals such as authentication, secrecy, key agreement, privacy,
and anonymity. However, designing secure protocols is an error-prone task and
incorrect protocols may become ideal entry points for various attacks. Starting
from the seminal work by Lowe [I], automated symbolic verification methods
for security protocols have shown their strength in finding attacks and proving
correctness of security protocols.

As attacks that rely on cryptographic primitives are hard to prove and diffi-
cult to be automatically checked, cryptographic primitives are usually treated as
functions without any algebraic properties in symbolic methods. This is called
the perfect cryptography assumption [2], namely no cryptographic message can
be opened without the correct key. Based on this assumption, many automatic
tools have been designed and implemented, among which ProVerif [3] is consid-
ered as the state of the art [4]. However, ProVerif cannot uncover attacks that
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make use of certain algebraic properties of cryptographic primitives. Cortier,
Delaune and Lafourcade give a survey on algebraic properties of common cryp-
tographic primitives and attacks making use of them [5]. Therefore, some relax-
ation of the perfect assumption needs to be investigated. Exclusive or (XOR) is
one binary operator with typical algebraic properties that has drawn a lot of in-
terest. For example, XOR is often used in radio frequency identification (RFID)
systems, which have become popular in recent years.

We call security protocols employing the exclusive or operator (&) XOR-
protocols. The @-operator has the following four properties.

r®(Yd2)=(2dy) &2 (associativity) (1)
rTOYy=yduw (commutativity) (2)
r®0=2 (neutral element) (3)
xr@x=0 (nilpotence) (4)

In order to detect attacks on XOR-protocols, we need to model intruders with
the ability of exploring the above algebraic properties, in addition to the perfect
cryptography assumption.

Related work. In the literature, several approaches have been proposed to deal
with the verification of XOR-protocols [6I7/8], but few of them are practical to
implement. A few tools can cope with a certain class of XOR-protocols [8I9], all of
them have strict restrictions on the range of protocols they can be applied to. For
example, the tool of Cortier, Keighren, and Steel can only handle protocols with
the G-operator and symmetric encryption. More recently, Kiisters and Truderung
proposed a more general approach [10] to automatic verification of cryptographic
XOR-protocols based on ProVerif. Their main idea is to reduce protocol analysis
with XOR to the XOR-free case. The XOR-reduction step transforms Horn
theories modeling XOR~protocols to the ones free from algebraic properties of the
@-operator, by computing a family of legal substitutions for terms containing @.
Thus, verification is reduced to a syntactic derivation problem. They implement
their transformation step in a tool called XorProverif [I0]. The use of ProVerif
allows the modeling of essential cryptographic primitives and the verification of
security protocols with an unbounded number of sessions. However, there are
still a few limitations of this XOR-reduction approach — only @-linear protocols
can be handled (see Sect. 2] for the definition of @-linearity) and it is likely to
suffer from exponential blow up of the number of substitutions (Lem. 12, [I0]).
In this paper, we develop several methods to tackle these restrictions of the
XOR-reduction approach, and implement a prototype to evaluate and illustrate
our methods by experiments on existing benchmarks and recent RFID protocols.

Our main contribution. One goal of this research is to develop a systematic
method to improve efficiency of the XOR-reduction approach. Our first idea is to
reduce the number of substitutions during the transformation, by exploring the
freshness of nonces generated during the executions of the XOR-protocols. By
this further reduction, the time taken by ProVerif for verification is decreased
and some false attacks can be removed as well.
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We also propose a new approach to use bounded verification to make the
XOR-reduction approach available to verify authentication of more protocols
which violate @-linearity. In this approach, session identifiers are considered as
constants instead of variables [10] and we can verify protocols using models with
a certain bounded number of sessions. Our bounded verification can be further
optimized by restricting the order between sessions and by checking the secrecy
property first. RFID protocols are a special class of protocols that require au-
thentication. They often use the G-operator to build protocol messages. In terms
of the characteristics of RFID protocols, more optimizations can be introduced
and their protocol models could be much more simplified.

We implement a prototype to evaluate and illustrate our methods: it first au-
tomatically transforms the original Horn theory of an XOR-protocol to a multi-
session model, then it reduces the model XOR-free and performs the introduced
optimizations when necessary. In the end, ProVerif is applied to the final result of
the transformations. A number of XOR-protocols including RFID protocols have
been analyzed and experimental results show that our approach is effective and im-
proves the verification of XOR~protocols based on the XOR-reduction approach.
In one case, anew attack is detected on a RFID protocol in its multi-session model.

Structure of this paper. In Sect. 2] we present the main idea of the XOR-
reduction approach with a running example. The concepts of bounded verifica-
tion are introduced in Sect. Bl Several different ways to do optimizations are
presented in Sect. [l We discuss our implementation and experimental results in
Sect. Bl We conclude the paper in Sect.

2 Preliminaries

In this section, we illustrate how security protocols with & can be modeled by
Horn theories and explain the main ideas behind the reduction process proposed
by Kiisters and Truderung. More details can be found in the original paper [10].

2.1 Basic Concepts

We use X to denote a finite signature containing the binary function symbol @&
and V to denote a set of variables. The set of terms is defined as usual over X
and V. We use s C t to denote that s is a subterm of ¢. Terms containing no
variables are ground and are also called messages. For a unary predicate ¢ and a
(ground) term ¢, we call ¢(t) a (ground) atom. A substitution o is a set of pairs
{t1/x1,...,tn/xn}, where t1,..., t, are terms and x1,...,z, are variables. We
use dom(o) to denote the domain of o, which contains the variables 1 ... x,. A
term is standard if its top symbol is not @, otherwise it is called non-standard.
Equations ([{l)-(@]) define a congruence relation ~ on terms. A term is in reduced
form if equations ([I)- (@) and equations (B)-[ @), when interpreted as reductions
from left to right, can no longer be applied.

A Horn clause is of the form of aq,...,a, — ag where ag,...,a, are atoms.
A set of Horn clauses constitutes a Horn theory. Given a ground atom a, we
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use T a to denote that there is a derivation 7 for a from the Horn theory 7.
A derivation 7 is a sequence of ground atoms by, ...,b; with by = a. For each
b; there exists a substitution ¢ of a Horn clause ay,...,a, — ag in T, we have
ay0,...,a,0 — ago where ago = b; and for every j € {1,...,n} there exists
ke{l,...,i— 1} with ajo = by. Similarly, if the congruence relation ~ is used
instead of syntactic equality =, we can say a can be derived from 7" modulo &,
denoted by T' k¢ a.

One crucial notion in [I0] is @-linearity. A term is @-linear if for each of its
subterms of the form ¢ & s, t or s is ground. For example, a & x is $-linear while
a & x @y is not, where z, y are variables and a is a constant. The concept of
@-linearity extends to Horn theories and derivations in a straightforward way.
Kisters and Truderung also define the notion of C'-domination [10]. Let C' denote
a finite set of standard reduced ground terms such that C' does not contain two
terms m and m/ such that m # m’ and m ~ m’. We use C® to denote the
@-closure of C, that is,

C% = {t | there exist ¢1,...,c, €Cst.t~c1 - Dy

A term is C-dominated if for each of its subterms of the form ¢ @ s, it is true
that either ¢ or s is in C®. The concept of C-domination extends to Horn clauses
and derivations. A Horn theory is called C-dominated if each clause in T is C-
dominated, except for the rule I(z), I(y) — I(z®y) which models the intruder’s
ability to perform XOR operations. The set C'is always finite and must be chosen
as small as possible in order to make the XOR~reduction efficient (see Lem. 2
and Lem. 12 in [10]).

2.2 Modeling Protocols by Horn Theories

A Horn theory modeling security protocols contains three parts: initial intruder
facts, intruder rules, and protocol rules. It uses the predicate I. A fact I(¢) means
that the intruder can obtain the term ¢. The initial intruder facts represent the
initial intruder knowledge, typically names of principals and public keys, for in-
stance, I(a) denotes that the intruder knows the name a and I (pub(sk,)) denotes
that the intruder knows the public key of a where sk, represents its private key.
The set of Dolev-Yao intruder [2] rules representing the ability to derive new
messages can be found in [I0], where a special clause I(x),I(y) — I(z & y),
called the @-rule, is used to allow the intruder to perform the XOR operation
on arbitrary messages. The protocol rules represent the actions performed in
a protocol. Each rule i is of the form I(t1),...,I(t;) — I(s;) where tq,...,t;
describe messages the principal has received up to step ¢ and I(s;) describes the
message the principal will send out at step 1.

The secrecy property of a term ¢ can be formulated as the fact that I(¢) cannot
be derived from the set of clauses, while authentication properties are often
expressed as correspondence assertions of the form end(z) — begin(z), where x
describes the value on which both agents agree [I1]. Due to the difference, we
give the Horn theories for secrecy and authentication verification of our running
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skq, pub(sk,), pub(ske)  ske, pub(skq), pub(sky)  skp, pub(sk,), pub(sk.)

ska, pub(skp) sk, pub(sk.a) eve b

B ]
nonce n

nonce n {1, @} pub(ske)

{1, A} pub(skp) {n @ b® eve, a}pup(sky)
nonce m nonce m
{m,m ®n & Bl pup(sk,y {m,m & n @ eve}pup(sky)
{m} pub(skp) {m,m ®n® evelpup(sky)
{m} pub(ske)

auth B auth A

I I
(a) (b)

Fig. 1. Description of the NSL{, protocol (a) and one of its attacks (b)

example NSLy, separately. Fig. M(a) depicts the NSL{, protocol, which is a
variation of the protocol by Lowe [I] that fixes a vulnerability in the Needham-
Schroeder protocol [12].

In this paper, we use role to refer to the protocol steps an agent expects to
carry out, for instance A and B in Fig. III(a. For example, agent a playing role
A has two steps. To start, a generates a nonce and sends the first message to the
agent playing role B. Then upon receiving the second message and checking its
correctness, a sends back the last message. A run is the execution of a role by
an agent. Several runs can be executed at the same time. By session, we mean a
(prefix of a) complete run of an agent. Let P denote the sets of participants and H
be the set of honest agents. The notations sk, and pub(sk,) represent the private
and the corresponding public key of a € P. Comon-Lundh and Cortier prove that
for secrecy (authentication properties), only two (three) participants [I3] need
to be considered. Therefore, we have P = {a,b}, H = {a} for NSL{,-sec and
P ={a,b,c}, H = {a,b} for NSL-auth. We use n(a,b) to denote the nonce in
the first message in which a € P is the generator and b € P is the receiver, and
m(b,a) in the second message to denote the nonce sent from b to a. Encryption
of a term ¢ under a key k is denoted by {t}.

Model for secrecy verification N.SLj-sec. We model the protocol using the fol-
lowing clauses:

I({n(a,b),a} pus(sk,)) fora € Hibe P (5)
I({z,a}pub(sk,)) — 1({m(b,a),m(b,a) x © b} pup(sk,)) for be Hyac P (6)
I{y,y ®n(a,b) © b} pup(ska)) — L{Y} pub(sky)) fora € Hibe P (7)

! We use message sequence charts for the descriptions of protocols and/or their pos-
sible attacks, where capital letters represent roles and small letters are used to rep-
resent agents.
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We denote the set of clauses above by NSL{-sec. One attack breaking the
secrecy claim of m(b,a) is described in Fig. [[(b) where the adversary imperson-
ates a to b. After receiving the message {n(a, eve), a}pup(sk,), it makes use of
the algebraic properties of XOR and its knowledge of the protocol to send out
a message {n(a, eve) ® b @ eve,a}pup(sk,) to b. It replays the response from b,
{m(b,a),m(b,a) ® n(a, eve) ® eve}pup(sk,), to a. In the end, the adversary can
obtain m(b, a) by decrypting the last message from a.

Model for authentication NSLg-auth. For authentication verification, nonces
generated in a session are typically chosen as the parameter z in the events
begin(z) and end(zx). To guarantee their freshness and prevent replay attacks,
session identifiers need to be added to nonces to make expressing correspondence
of sessions possible. The following Horn theory models the protocol rules to verify
if role A can be authenticated by B.

I({Tl(a7 b7 Sid): a}pub(skh)) for a € H,b eP )
I{z,a}pubsn,)) — L({m(b, a, sid), m(b, a, sid) © x © b} pup(sk,)) for b € Hya € P (9)
begin(a‘v b7 y)? I({yvy @ n(a, b7 Sld) S b}pub(ska)) - I({y}pub(skb)) for a € H7 be P (10)
I({m(b,a, sid)}pus(sk,)) — end(a, b, m(b, a, sid)) for b € H,a € P (11)

The set of clauses we defined above is denoted by NSL{ -auth.

2.3 The XOR-Reduction Process

We refer to the process of reducing the deduction problem modulo XOR to the
one without XOR for C-dominated theories as XOR-reduction. XOR-reduction
aims to construct a Horn theory that can be analyzed by ProVerif and makes
sure that any derivation obtained from the theory modulo XOR can also be
derived from the constructed one.

Each C-dominated term can be turned into normal form after fixing a linear
ordering on C. The operator "7 denotes this operation. Any two C-dominated
terms ¢ and t’ such that ¢ ~ ¢’ have the same normal form, that is "¢ = "¢7. If
all terms in C® are in normal form, we have the set C2 . A fragile subterm t'
of a C-dominated term t is a non-ground, standard term occurring in a subterm
of ¢ of the form ¢ @ s or s @ t'. We use F(t) to represent the set of all fragile
subterms of ¢. The concept of fragile subterms extends to Horn clauses.

For example, the dominating set for N.SL -sec is

{m(a,b),m(a,a),n(a,b),n(a,a),a,b}.
Considering the term m(b,a) ® x @ b in rule (@), its fragile subterm is x.

Definition 1 (Def. 4 in [10]). Let t be a C-dominated term. The family of
substitutions Y (t) for t with respect to F(t) is defined as follows. The domain
of every substitution in Y (t) is the set of all variables which occur in some
s € F(t). Consider a substitution o € > (t). For each x € dom(c) one of the
following three cases holds: (i) o(v) = x; (i) v € F(t) and o(x) = c® x for
some c € CT ¢ # 0; (iii) © occurs in a fragile subterm s and there exists a

norm?’

substitution o’ in normal form satisfying so’ € C® then o(x) = o'(z).
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Now given a Horn theory modulo XOR, T', we can reduce it to an XOR-free one
T+ as follows

Crio - ,Trpo ' — Trgo” for each o € Z TOseevyTn)) (12)

I(c), I(c) = I(Tcd ™) for each ¢, € CE (13)

I(c), I(x) — I(c® x) for each c€ C® (14)

I(c), I(d ®x) = I(Tc® T @x) for each ¢, € CT (15)
Icowz),I(d®x)—=I(Tcdd) for each ¢, € CE (16)
where rule ([[2)) is applied to each rule rq,...,r, — ro of T. The Horn clauses

except for the @-rule can be simulated by the rules in ([I2). The rules (I3)-(I6)
are used to simulate the @-rule. Kiisters and Truderung prove that a message
can be derived from T modulo XOR if and only if it can be derived from T+
only with a syntactic derivation, that is, no algebraic properties of XOR need to
be considered.

We take NSL{,-sec as an example to show how the reduction works. It is @-
linear with dominating set C' = {m(a,b), m(a, a),n(a,b),n(a,a),a,b}. We sup-
pose the order on C' is how they are listed. The set C& . can also be computed.
Since only the Horn clauses in (@) and (@) have a fragile subterm x, we need to
compute its set of substitutions whose domain is {x}. Other clauses should be
included in the new theory unchanged.

Consider an instantiated clause of rule (@)

I({x7 a}pub(ska)) - I({m(a7 a)’ m(a’ Cl) DrD a}pub(ska)) (17)

According to Def. [Tl case (i) always holds so it gives o1(x) = x. Case (ii) gives
63 substitutions such as o;(z) = m(a,a) ® n(a,a) ® x. For case (iii), we have
another 64 substitutions. For instance, o;(x) = m(a, b) &n(a, a) will be included.
In the end, we have 128 substitutions in total. For each of them, we obtain an
instance of rule ([@). For example, after applying o; we have:

I({m(a7 a) S n(a7 a) Dz, a}pub(ska)) - I({m(a’ a)7 n(a’ Cl) Dad x}pub(ska))

We can obtain the reduced Horn clauses for other instantiated clauses in a simi-
lar way. The clauses ([I3)-(I6) model the &-rule. In our running example, for in-
stance, I(m(a,a)®a), I(a®x) — I(m(a,a)®z) will be an instance of clause (IH]).

3 Bounded Verification of Authentication Protocols

In the Horn theory based approach new protocol runs do not necessarily use fresh
nonces [10]. Therefore, nonces from different runs need to be disambiguated. The
standard solution is to add a special session identifier variable (sid) to terms
representing nonces. During verification, sid is automatically instantiated by a
fresh random value. Freshness of nonces is only required when verifying security
properties that need correspondence at run level. Note the difference between
m(a,b, sid) and m(a,b) in NSL{-auth and NSL{,-sec, respectively.
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As a consequence, Horn theories that are @-linear when verifying secrecy
can become non-@-linear when verifying authentication properties. For instance,
NS L -auth is not ©-linear since it contains a term m(b, a, sid)©x®b, where both
m(b, a, sid) and x are non-ground. As observed by Kiisters and Truderung [10],
sid is a special variable, because it cannot be substituted by C-dominated terms.
In the sequel, we call variables that can be substituted by C-dominated terms
C-variables. Protocol models that are not @-linear solely because of the intro-
duction of session identifiers form a special class of XOR-protocols, which we
call nonce-®-linear.

Definition 2 (Nonce-®-linear). A term is nonce-®-linear if for each of its
subterms of the form s @ t, s ort contains no C-variables.

For example, the term h(n(a, b, sid)) @ = is nonce-&-linear while h(n(a, b, sid) B
x) @ y is not, where n(a,b, sid) is a nonce and z, y are variables. The concept
of nonce-®-linearity extends to Horn clauses and theories in a similar fashion to
@-linearity.

By instantiating the variable sid with a fixed finite set S = {s1,...,8,} of
session identifiers, nonce-®-linear protocols can be transformed into ®-linear
protocols. Note that S must not intersect with 7. We then obtain the multi-
session Horn theory T, by replacing sid with each s; € S.

Definition 3 (Multi-session Horn Theory). Let T' be a Horn theory, and
let o; (1 < i < n) be the substitutions mapping sid to s; and the identity map
for other terms. Then multi-session Horn theory of T is defined by

T,= |J oi(T)

1<i<n

Clearly, transforming a nonce-®-linear Horn theory into a multi-session Horn
theory as in Def. Bl makes it @-linear.

We now give a theorem about the correctness of our multi-session transfor-
mation. Suppose there is a C-dominated message using at most n sessions of
any agent to derive. We can derive it from 7' if and only if it can also be derived
from T'¥ through syntactic derivations. Since T.¥ is XOR-free, ProVerif can be
used to analyze it.

Theorem 1. Given a nonce-@-linear Horn theory T, the corresponding multi-
session XOR-free Horn theory TY and a C-dominated message [ which can be
derived using at most n sessions of participating agents, T bo f iff TP = f.

In the sequel, let T}, be the n-session model transformed from 7. We prove the
theorem by proving the following two lemmas.

Lemma 1. If 7 is a syntactic derivation for f from T2, then 7 is a derivation
for f from T modulo XOR.

Proof. From Lem. 13 in [10], if there is a derivation 7 for f from T, then 7 is
also a derivation for f from 7;,, modulo XOR. Therefore, to prove this lemma it



Improving Automatic Verification of Security Protocols with XOR 115

suffices to prove that if 7 is a derivation for f from T,, modulo XOR, then it is
also a derivation for f from 7. Thus, we need to prove each (i) can be obtained
by a derivation modulo XOR from T and 7—;. (We use 7 (i) to denote the i-th
atom in 7, and 7, to denote those atoms 7(j) with j < i.)

Suppose (i) is obtained using a protocol rule rq,...,r, — 79 in T},. There
exists a substitution 6 with r¢f ~ 7(i) and for each k € {1,...,m}, we have
J < isuch that rp0 ~ 7(j). By Def.[3 there must be arule rj,...,r, —ryinT
and a substitution o such that for each ¢ € {0,...,m}, o = rjo. Thus for each
ke {1,...,m}, we have j < ¢ such that r (c0) = (r,.0)0 = ri0 ~ 7(j). Thus we
obtain r{(cf) = 198 ~ (i) using the rule v}, ..., v, — r{.

r'm

Lemma 2. If 7 is a derivation for f from T modulo XOR, then "n" is a deriva-
tion for f from TSP.

Proof. Let S be the set of session identifiers occurring in 7 and suppose its size
is n. By Def. Bl we obtain a multi-session theory T,, using S. From Lem. 15
in [T0], we know if 7’ is a derivation for f from T, modulo XOR, then "7'7 is
a syntactic derivation for f from T'P. Thus, to prove this lemma, it suffices to
prove 7 is also a derivation from T;,. Now, we have to prove each 7 (i) is obtained
by a derivation modulo XOR from 7}, and 7;.

Suppose 7(i) is obtained from a rule r1,..., 7, — 7o in T. Then there exists
a substitution 6 with 700 = 7(i) such that for each k € {1,...,m}, we have
j < iand ryo = 7(j). The domain of € can be divided into two parts; session
identifiers V7 and C-variables V5. It is clear that there exist two substitutions
o and ¢ such that r;0 = r;060" where dom(c) = Vi and dom(¢’) = V5. From
Def.[3] there exists a rule r{, . .. — r{, in T}, such that for each £ € {0,...,m}
r, = r¢o. Thus we obtain (i) = (ro0)8’ = (0" from i, ... 7, — r{.

r'm

9 Tm
From the above two lemmas, we immediately obtain that T tg f iff O - f.

4 Optimizations of XOR-Reduction

4.1 Optimization Based on Nonce Freshness

Recall that a protocol model in a Horn theory T consists of a set of rules r;
(i € {1,...n}) of the form I(t1),...,I(t;) — I(s;). Such rules should be read as
“after receiving the messages t1,...,1; the agent sends s;”. The terms on both
sides may contain C-variables to which substitutions are applied in the XOR-
reduction process. Consider a rule r; in which some ¢; (1 < j < ¢) and s; contain
a variable x. If r; generates a nonce m, substituting m for x may lead to false
attacks. For example, applying substitution o(z) = m(b,a) ® x to rule (@) gives

{m(b,a) ® =, a}Pub(Skb) — {m(b,a),b® x}pub(Ska)7

indicating a pre-play of the nonce m(b,a) by the adversary, contradicting fresh-
ness of nonces. We call rules that are vulnerable to this type of illegal substi-
tutions challenging rules. To identify challenging rules we assume a strict total



116 X. Chen, T. van Deursen, and J. Pang

order < on protocol rules of a role according to the execution order of the pro-
tocol steps, and use t C r to denote that a term ¢ appears in the Horn clause r
(formally ¢ is a subterm of the left-hand side or right-hand side of the rule 7).

Definition 4 (Challenging Rule). Let M be the set of nonces occurring in a
Horn theory and R = {r1, - ,rn} the corresponding set of protocol rules. We
say r; is a challenging rule if there exists m € M such that m C r; and for each
rj € R such that vy < ry, m L r;.

We now define which terms in a clause can be cancelled by applying a substitu-
tion to them.

Definition 5 (Cancelling Term Set). Let t be a C-dominated term and s C t
be a fragile term. We define the set of cancelling terms N (s, t) to be a set of terms
such that there exists a substitution for s resulting in cancellation of another
subterm of t:

N(s,t) ={s'|Fu st. sDuds CtVs DudsCt}

For example, the cancelling term set N (z, t) for t = m(a,b)®z®ais {m(a,b),a}.

Now, let M be a set of nonces that are freshly generated in rule r. We can
restrict the set of C-dominated substitutions for r to substitutions that do not
cancel any term with m € M.

Definition 6 (Legal Substitution). Let ¢ be a C-dominated term and M be
the set of nonces that are freshly generated. Then o is a legal substitution for ¢
if it contains all variables x that occur in t and for each x one of the following
three cases holds:

i. o(x) =z,
ii. © € F(t),0(z) =c®x for somece CL,., . .c#0 and for each m € M, there
does not exist n € N(xz,t) such that mEnAnLCc.
wi. if x occurs in a fragile subterm s and there exists a substitution o’ in normal
form satisfying so’ € C® and for each m € M, there does not exist n €

N (s,t) such that m C n An C so’, then o(x) = o’(x).

Recall that there are 128 substitutions for clause (IT7). Clearly, N (x, t) is {m(a, a), a}
where ¢ = m(a,a) ® x @ a. Since m(a, a) is fresh in this challenging rule, M =
{m(a,a)}. According to Def.[f] any substitution in cases (ii) and (iii) having m(a, a)
as a subterm is not legal. For instance, the substitutions such as o(x) = m(a, a) Bz
and o(z) = m(a,a) ®n(a, a) are removed. Applying this optimization removes 64
rules.

4.2 Optimization Based on Session Ordering

The bounded verification that we have introduced in Sect. [ extends the class
of XOR-protocols that can be automatically verified. However, their verification
is often inefficient. Recall that the number of rules of an XOR-reduced protocol



Improving Automatic Verification of Security Protocols with XOR 117

grows exponentially in the size of the dominating set. Therefore, in particular
the verification of protocols that are nonce-@®-linear but not @-linear becomes
less efficient if the number of sessions grows. In this section, we aim to reduce
the number of rules obtained from the XOR-reduction process by computing a
dominating set for each rule with fragile subterms.

We first observe that the session identifiers we introduced in Sect. 3] are only
needed to disambiguate nonces from different sessions. They carry no other in-
formation and do not appear anywhere else in the protocol specification. We can
therefore enforce an order on the challenging rules that create these nonces. In
the following we assume that each role of a protocol contains at most one chal-
lenging rule, but we note that our theory can be extended to roles with more
than one challenging rule.

Let Cr(s;) be the challenging rule of an agent in session s; € {s1,...,$,}. In
these sessions, the agent plays the same role and communicates with the same
partner as well. We now extend the order < introduced in Sect. 1] by defining
the order between these challenging rules such that Cr(s;) < Cr(s;) if and only
if i < j. The main observation for this optimization is that by fixing an order on
the execution of the challenging rules, we can eliminate illegal substitutions. In
order to do so, we compute a dominating set for each rule having fragile subterms
separately. This dominating set only contains nonces that have been generated
in previous sessions (based on <).

As a starting point we take a dominating set C' (see Sect. ). We then
eliminate terms that contain subterms that are generated in later challenging
rules. Let Nt(Cr) denote the set of nonces generated in challenging rule Cr.
Then the dominating set C” for rule r is defined by the set C' from which any
term that depends on a nonce that is generated after or in r is eliminated:

C'(r) = {s € C|there does not exist n € U Nt(r') U Nt(r) s.t. n C s}.

r<r’

With the size of the dominating set decreasing, the number of substitutions
decreases as well. Consider an instance of rule (@) in N.SL{,-auth. Suppose two
sessions s; and so in which agent b plays role B and talks to a. Let 1 and 7o
represent the rules in session s; and s respectively:

I({.I‘, a}pub(skb)) - I({m(ba a, Sl)a m(ba a, 51) SrD b}pub(ska)
I({xa a}Pub(Skb)) - I({m(bv a,s2), m(b,a,s2) ®x® b}pub(Ska)

Since they are both challenging rules with Nt(r1) = {m(b,a,s1)} and Nt(rs:) =
{m(b, a, s2)}, and we also have r1 < 72, the dominating set C’(r1) cannot contain
terms with m(b, a, s1) and m(b, a, s2) as subterms.

4.3 Secrecy-Based Authentication Verification

By the result of Comon-Lundh and Cortier [I3], we need one more participant
to verify authentication than secrecy (see Sect.[2:2). Therefore, Horn theories for
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verifying authentication are generally bigger than models of the same protocols
for verifying secrecy. The situation becomes worse when bounded verification is
applied. We propose to optimize verification of authentication properties by first
verifying secrecy for certain terms in the Horn theory.

Consider two nonce-@-linear Horn theories T, and Typ. Let F' be the set of
facts that ProVerif will check for their secrecy when deriving the goals in Tyqp.
With the results from the secrecy verification for F' using Ts.., we can prevent
ProVerif from deriving these facts during authentication verification.

For the sake of efficiency, F' should be carefully chosen. Typically, F' contains
shared keys and C-dominated terms. The observation is that by this choice we
can eliminate the rules violating secrecy after reduction. For example, for N'SL{,
after reduction of its two-session model, we have a rule:

I({n(a7 b’ 81)7 C}pub(skh)) - I({m(bv ) Sl)a m(b, G, 51) D n(aa b7 51) D b}pub(skc)'

If we know that n(a,b, s1) is secret, according to this rule and the @®-rule the
intruder can obtain it after decrypting the message and computing the XOR, of
m(b, ¢, s1) ®n(a,b,s1) ®b with m(b, ¢, s1) and b. This contradicts the secrecy of
n(a,b, s1). To identify these rules, we define secrecy-violating rules:

Definition 7 (Secrecy-violating Rule). Let S be a set of verified secrets and
r be a reduced rule. We say r is a secrecy-violating rule if after repeatedly using
the intruder rules, the intruder can obtain a secrett € S.

This optimization concentrates on finding secrecy-violating rules in order to
reduce the size of the resulting Horn theory. Therefore, we can improve the
efficiency of verification using ProVerif. We only implemented a light-weight
process to remove some of the rules automatically. How to remove all such rules
is an interesting research topic.

4.4 RFID-Based Optimizations

Radio frequency identification (RFID) systems are used to identify tagged ob-
jects through wireless channels. Since tags must be manufactured at a very low
cost, only simple operations can be performed by the tag. Therefore, XOR is
an operator that is often used in RFID protocols. Compared to general security
protocols, RFID protocols have their own characteristics that allow optimization
of the verification process. In this section, we discuss three characteristics and
present their corresponding optimizations.

During communications, readers are initiators and they aim to authenticate
tags. Tags receive challenges and run the steps described by the protocol. For
this reason, an agent can only play one role: an agent is either reader or tag.
This allows us to simplify the Horn theories for verification of authentication. For
instance, assume NSL, is used as an RFID protocol and let the set of protocol
participants be {tag, reader, intruder}. In rule ) of N'SL,-auth, a can only be
substituted by reader while b can be substituted by either tag or intruder.
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Since information such as keys is embedded in tags, only the readers of the
same system can talk to tags. Moreover, tags always belong to one RFID system.
There never exist secrets shared between the intruder and tags. We therefore do
not model the intruder as an insider, preventing the derivation of insider-attacks.

In particular, we propose to remove the rules in which tag believes to be
talking to intruder. For example, with the assumption that NSLZ, is an RFID
protocol, in rule (@), we have a € {tag},b € {reader}. In this way, we decrease
the number of Horn clauses in the model. In particular, the size of dominating
set will be smaller as a number of nonces is removed.

We observe that tags are manufactured in such a way that they can only have
one active protocol execution at a time. Therefore, we do not have to model
attacks that rely on a parallel execution of two or more runs of one tag. Hence,
a tag’s runs are completely sequential. For bounded verification, the order <
introduced in Sect. 1] can be extended to all rules of the tag. Suppose there
are { rules in a session and n sessions are modeled in total. Let r(i, s;) be the
rule that represents the ith step of the tag in session s; € {s1,...,5,}. Given
1,7 < L, ki, ko < n, we have r(i, sp,) < 1(J, Sk, ) if (0 < J Ak =ka)V (k1 < ka).
Now, the optimization in Sect. can be applied to the simplified models with
the strict order on the tag’s rules.

4.5 Optimization Based on @-Rule Reduction

In the implementation of XorProverif, Kiisters and Truderung introduce a com-
pact way to represent clauses (I3)-(I6). They do not keep all the copies for every
pair ¢, € C¥ but rather introduce a function ztab(c,c’,"c® ¢'7) to denote
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clauses of the form of (I3)). The Horn clauses (I4)-(I6) are represented below:

zarg(x), I(z), I(y) — I(z ®y)) (18)
zarg(z),I(z @ y), I(z) — I(y) (19)
atab(z,y, z), I(x ® 1), I(y) — I(2 D) (20)
ztab(z,y,2), [(z®t), [(yDt) — I(2) (21)

where zarg(x) denotes x € C2 in the first two clauses and x, y, z are variables
in the last two. When instantiating rule (20) with the substitution {a/x,b/
y,"a®b7/z}, we have ztab(a,b,"a®b?), [(a®t),I(b) — I(Ta®b ®t). Similarly,
for substitution {b/z,a/y, "a® b’ /z} we have ztab(b,a,"a®b™), I(b&t),I(a) —
I("a®b @®t). As shown by this example, rule (20) requires both ztab(a,b,"a®b™)
and ztab(b,a,"a @ b7) existing in the Horn theory to capture both scenarios. By
introducing the following symmetric clause to rule (20)

atab(z,y,2), [(y®t),[(x) — [(z D)

we can remove ztab(b,a,"a @ b7) as long as ztab(a,b,"a @ b7) remains in the
Horn theory in the previous example, since the second substitution is captured
by the newly introduced clause. In this way, we can remove rules of the form
ztab(a,b,"a ® b7). With the size of the dominating set C = becoming larger,
the number of reduced rules also becomes larger.
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5 Implementation and Experiments

In order to validate our ideas, we have built an implementation [I4] of the
bounded verification (as descried in Sect.[3)) and the optimizations (as described
in Sect. ). In order to check the effects of our improvements, we have compared
our implementation with that of XorProverif.

5.1 Implementation

We use SWI prolog for our implementation. The input Horn theory consists of
three parts: (1) declaration of function symbols that are used in the theory, (2)
necessary initial intruder facts, intruder rules, and protocol rules, (3) verifica-
tion goals, either secrecy or authentication. We introduce a function nonce to
declare nonces, and an auxiliary function to provide necessary information about
a protocol rule including its position and session. The latter is needed in order
to implement optimizations in Sect. [l

multi-session verification

secrecy «[ N )
verification transformation XOR-reduction using
(i) (ii) (iii) ProVerif

Y

Fig. 2. Structure of the implementation

As shown in Fig.[2] our implementation mainly performs three steps. Each step
takes the output of its previous step as the input Horn theory and outputs a new
Horn theory after. The input Horn theory at the very beginning must be nonce-
@-linear. Step (i) is optional. It can choose a set of terms to check if they are
secret, and the results of the secrecy verification are added to the output. Step (ii)
transforms its input into a multi-session &-linear model, which is necessary for
bounded verification (see Sect.[3]). Step (iii) checks @-linearity and computes C-
dominating sets as done by XorProverif. It also applies optimizations as described
in Sect. @l whenever possible and reduces the Horn theory to the XOR-free one.
In the end, ProVerif performs the last part of the verification.

5.2 Experiments

We first present experimental results for secrecy verification with optimizations
applied to the XOR-reduction step and compare them with XorProverif (see
Tab. ). Then we apply bounded verification to a number of nonce-@-linear
protocols including some RFID protocols to check authentication (see Tab. [2]).
All experiments are performed on a Dell Latitude E5500 laptop with a 2.26GHz
Intel Core™ 2 Duo P8400 processor and 2GB RAM.

Secrecy verification. We first describe the protocols in that we use for our
experiments.
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The first protocol we consider is our running example N.SLg -sec. We propose
two fixes to the protocol that counter the attack depicted in Sect. In NSLJ-
fix-0, we replace the message {m, m ®n © b} pup(sk,) With {m S n,b}pup(sk,) and
in NSLy-fix-1 with {m, h(m ®n) ® b} ,up(sk,), Where h denotes a hash function.
Note that these protocols are only meant to fix the secrecy flaw.

The protocol NS Lg is the example used by Kiisters and Truderung [T0] where
the second message is of the form {m,n @ b},up(sk,)- CCA is short for Common
Cryptographic Architecture (CCA) API [15], designed by IBM. This series of
CCA protocols are also checked by Kiisters and Truderung [10].

Inspired by Millen’s figg protocol [I6], we design a family of protocols which
we call fgms. The family contains protocols that can be attacked in n sessions,
but not in n — 1 sessions, for any n. In order to attack the secrecy claim, the
algebraic properties of & need to be used.

The specification of fgms-2, the protocol that can be attacked in two sessions
but not in one, is as follows. Role A and B initially share a secret k. An agent
in role A initiates the protocol by sending {ng, k}; to B. The agent playing role
B does not verify the values of n, and k inside the encryption, but only the
encryption key k. He then generates a nonce n;, and replies with (x,ny, {ny ®
y,x}r). The protocol is shown in Fig.

k k
B
nonce ng
{nm k}k

nonce ny

Ng, N, {k B Ny Mg b1

secret k < secret k>

Fig. 3. Description of the fgms-2 protocol

We can obtain the protocol fgms-3 by adding an extra nonce to both mes-
sages. The first message is replaced by {ng,n/,k}r and the second message by
N, Npy N, B Ny, k,ng ti. In a similar way fgms-n for any n > 2 can be designed.

Tab. [l gives the reduction time required by XorProverif (referred to as ‘XPv’)
and our implementation (referred to as ‘optimized’), and the ProVerif verifica-
tion time with and without our optimizations. From the results, we observe a big
improvement for NSL}, and its fixes, if our optimization for secrecy is applied.
For the CCA protocols, due to the optimization in Sect. [0 the analysis also be-
comes more efficient. For the fgms family of protocols, without our optimization
ProVerif cannot terminate.
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Table 1. Results for secrecy verification (n.t. for non-terminating)

XOR-protocols || correct XPJeTz;ttli?Eize T E;?ﬁem_'f_ tolglf saved
NSLj-sec no 0.67s 0.52s|| 16.12s 7.16s| 55.6%
NSLj-fix-0 yes 0.13s 0.12s|| 0.14s 0.08s| 42.9%
NSLg-fix-1 yes 0.71s 0.53s|| 14.95s 6.60s| 55.9%
NSLg no 0.07s 0.07s|| 0.02s 0.01s| 50%
CCA-0 no 0.24s 0.22s|| 129s 117s|  9.3%
CCA-1A yes 0.09s 0.09s|| 0.69s 0.64s| 7.2%
CCA-1B yes 0.12s 0.11s|| 1.17s 1.11s| 5.1%
CCA-2B yes 0.20s 0.18s|| 12.7s 10.4s| 18.1%
CCA-2C yes 0.25s 0.22s|| 69.60s 64.34s| 7.6%
CCA-2E yes 0.09s 0.09s|| 1.48s 1.34s| 9.5%
fgms-2 no 0.06s 0.06s n.t. 0.21s -
fgms-3 no 0.07s 0.07s n.t. 0.37s -
fgms-4 no 0.07s 0.07s n.t. 0.40s -
fgms-5 no 0.08s 0.08s n.t. 0.51s -

Bounded verification of authentication properties. For the analysis of
our verification method for authentication we use the following protocols.

The protocols containing N.SLy, in their names include our running exam-
ple and one of its fixes. Lee et al. [I7] and Song and Mitchell [I8] proposed
RFID protocols, which we call LAK06 and SMOS8 after the last names of the

TID, PWA TID, PWA

[T ]

Query, R,

nonce Ry

M= CRC(TID;® R, ® Ry)
My, = CRC(TID,® R, & Ry)
M = (M, || M) & PWA

Ry, M
M} = CRC(TID, & Ry)
M| = CRC(TID), & Ry)
M' = (M || M) ® PWA
M’

< auth T > < authR >

Fig. 4. Description of the CZWO08 protocol
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TID, PWA TID, PWA
nonce R,
QUET‘y, Re
My = CRC(TID;® R.® Ry)
My, = CRC(TID;,®R.® Ry)
M = (M, || My,) ® PWA
Ry, M
nonce R,
Query, R,
R.® R @R, M
M= CRC(TID;® Ry & R. @ R,)
Mj, = CRC(TID; & Ry& R, & R,)
M' = (Mj| M;)® PWA
M’
I ——

Fig.5. An attack on the CZW08 protocol

authors. Attacks on both protocols have been reported by Van Deursen and
Radomirovi¢ [I9]. We also analyze a variant of the protocol by Choi et al. [20]
(CLL09).

Our final example is the mutual RFID authentication protocol proposed by
Cai et al. [21], which is depicted in Fig.[dl In order to comply with the EPCglobal
C1G2 specification, the protocol only uses a 16-bit Pseudo-Random Number
Generator (PRNG) and a 16-bit Cyclic Redundancy Check (CRC). The reader
R and tag T share secrets TID (Tag Identifier) and PWA (Access Password).
The reader starts by sending a query and a nonce R,.. The tag generates a nonce
R; and computes the XOR of PWA and the concatenation of M, and My, as
given in Fig. @

The reader checks the the correctness of the received message before sending
the response. Burmester et al. give two attacks on the protocol [22], which both
rely on the homomorphic properties of CRC functions.

Using our prototype, we find a new attack on tag authentication using bounded
verification. To impersonate a tag the intruder proceeds as follows. He challenges
the tag with any nonce R, and obtains the reply (R;, (CRC(TID,; ® R. ® R;) ||
CRC(TID®R.®R;))®PWA). This message suffices for the intruder to respond
to any reader challenge R, by replacing R; in the message with R, & R, ® R;.
The attack is depicted in Fig.

Tab. 2] gives the number of sessions (#sid) used for multi-session transforma-
tion, the time used for our optimized XOR-reduction, the verification time taken
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Table 2. Results of bounded verification of authentication

ProVerif time F#derivations
saved
- opt. | + opt. - opt.[+ opt.

XOR-protocols correct || #sid||reduction

NSLj-authA no 1 4.47s|| 17.67s|  7.39s| 58.2% 2 1
NSLy-authA-fix-0f yes 1 6.50s|| 0.132| 0.072s| 45.5% 1 1
NSLy-authA-fix-0[| yes 2 97.2s|| 6916s| 2907s| 58.0% 2 2
NSL-authB-fix-0|| no 1 3.01s|| 0.32s 0.08s| 75.0% 1 1
LAKO06 no 1 0.152s|| 0.012s| 0.004s| 66.7% 8 4
SMO08 no 1 0.128s|| 0.036s| 0.016s| 55.6% 8 4
CLLO09 yes 1 0.068s|| 0.124s| 0.064s| 48.4% 13 5
CLL09 no 2 0.62s|| 244.4s| 139.4s| 42.9%| 156 14
CZWO08 no 1 0.17s|| 0.064s| 0.028s| 56.2% 8 4

by ProVerif after the multi-session transformation (without the optimizations)
and our bounded verification with optimizations, and the number of generated
derivations (#derivations). For general protocols, we apply the optimization in
Sect. For RFID protocols, the optimization in Sect.[£4lis also applied. The
table clearly shows that our optimizations can reduce both the verification time
by ProVerif, and the number of derivations.

6 Conclusion and Future Work

In this paper, we have focused on the verification of security protocols with XOR.
We improve the XOR-reduction approach of Kiisters and Truderung [I0] for the
verification of XOR-protocols modeled by Horn theories.

First, we extend their approach for authentication verification to a richer class
of XOR protocols using the idea of bounded verification. We consider session
identifiers as constants instead of variables [I0] and verify protocols using models
with a bounded number of sessions. The corresponding transformation process
is performed automatically.

Second, we make their approach more efficient by developing a number of
dedicated optimizations including the usage of freshness of generated nonces and
secrecy of certain terms to reduce the number of substitutions, restricting session
order in our bounded verification, and exploring the specific characteristics of
RFID protocols. All these ideas have been implemented in a prototype. The
experimental results show the feasibility of our methods and the reduction in
verification time by ProVerif looks in all respects promising. We also found a
new attack on a recently proposed RFID protocol.

We conjecture that our optimizations presented in the current paper do not
sacrifice the soundness of Kiisters and Truderung’s approach. However, their for-
mal correctness proofs are left for the future. There are several ways to proceed.
Our implementation is still preliminary, we want to improve it and test it with
more experiments. Especially we are interested in bigger examples. We want to
extend our work by identifying more optimizations. Kiisters and Truderung have
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extended their reduction approach to protocols with Diffie-Hellman exponenti-
ation [23]. It will be interesting to see to what extent our optimizations can be
applied to those protocols as well.
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Abstract. Privacy enhancing protocols (PEPSs) are a family of protocols
that allow secure exchange and management of sensitive user informa-
tion. They are important in preserving users’ privacy in today’s open
environment. Proof of the correctness of PEPs is necessary before they
can be deployed. However, the traditional provable security approach,
though well established for verifying cryptographic primitives, is not ap-
plicable to PEPs. We apply the formal method of Coloured Petri Nets
(CPNs) to construct an executable specification of a representative PEP,
namely the Private Information Escrow Bound to Multiple Conditions
Protocol (PIEMCP). Formal semantics of the CPN specification allow us
to reason about various security properties of PIEMCP using state space
analysis techniques. This investigation provides us with preliminary in-
sights for modeling and verification of PEPs in general, demonstrating
the benefit of applying the CPN-based formal approach to proving the
correctness of PEPs.

1 Introduction

As a response to the increasing number of incidents compromising the privacy
of millions of users [I], there has been an increase in the research related to pri-
vacy enhancing protocols (PEPs). PEP is a generic term that refers to protocols
whose main purpose is to preserve users privacy in an open communication envi-
ronment (e.g. over the Internet). For example, emulating the off-line anonymity
afforded by cash transactions, a PEP ensures that when a user purchases goods
on-line, the on-line seller does not learn the identity of the user. A PEP nor-
mally applies complex cryptographic primitives (such as custodian-hiding group
encryption and verifiable encryption) to achieve the privacy-enhancing features.
Recently, the Trusted Platform Module (TPM) technology - which provides se-
cure hardware storage of cryptographic keys and implementation of common
cryptographic primitives - has also been used in PEPs [2].

An important issue in the design of applied cryptographic protocols, such as
PEPs, is to ensure they work correctly and do not contain errors that may weaken
the original security protections provided by the cryptographic primitives em-
ployed. Formal methods are necessary for the construction of unambiguous and
precise models that can be analysed to identify errors and verify correctness be-
fore implementation. The application of formal methods has been demonstrated

K. Breitman and A. Cavalcanti (Eds.): ICFEM 2009, LNCS 5885, pp. 127 2009.
© Springer-Verlag Berlin Heidelberg 2009
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to lead to reliable and trustworthy security protocols [Bl4L[5]. However, to the
best of our knowledge, no existing work provides a formal verification of PEPs.

In the domain of cryptography, the main method to verify a cryptographic
primitive is the provable security approach [6]. This approach aims to prove
some standard security properties of cryptographic primitives by reducing the
proof of those properties to some hard (normally mathematical) problem within
the context of a simplified standard attack model with well-defined boundaries
(such as the random oracle model). It is however not suitable for verification
of PEPs and the reasons are two-fold. On the one hand, the security properties
of a PEP are behavioral properties and proof of these properties can hardly
be reduced to pure mathematical problems. On the other hand, the simplified
assumptions employed in the provable security approach are not applicable to
PEPs due to the expanded threat environment in which PEPs operate. In PEPs,
one needs to consider attacks introduced by the existence of multi-party entities
and attacks targeted at the design of a protocol, not directly at the cryptographic
primitives employed. The lack of computer-aided tools in the provable security
approach also makes such an approach not scalable when modeling and verifying
a large system such as PEPs. While provable security has been used to verify
certain types of protocols (notably key establishment protocols), we note that it
is nevertheless not suitable to verify behavioral properties.

Coloured Petri Nets (CPNs) [7] are a widely-used formal method for sys-
tem specification, design, simulation and verification. They provide a graphical-
oriented modeling language capable of expressing concurrency, synchronisation,
non-determinism, and system concepts at different levels of abstraction. CPNs
combine Petri nets [§] and the functional programming language Standard ML
(SML) [9]. Petri nets are used to model concurrency, synchronisation and re-
source sharing, and support an abundance of analysis techniques such as the
well-known state space techniques. SML is used to capture data manipulation
and to create compact and parameterisable models. CPN Tools [I0] is a graphical
tool supporting the construction, simulation and analysis of CPN models.

In this paper, we propose a CPN-based approach for modeling and verification
of PEPs. CPNs are used to construct a formal specification of a representative
PEP, namely the Private Information Escrow Bound to Multiple Conditions
Protocol (PIEMCP) [II]. PIEMCP involves large multi-party communication
and employs complex cryptographic primitives and TPM functionalities. The
hierarchical structuring mechanism of CPNs supports a modular and systematic
approach in capturing the behavior of PIEMCP at different levels of abstraction.
Using SML, a wide variety of cryptographic primitives and the processing of
these primitives are captured in meta-models that are embedded in higher levels
of the protocol operations. By parameterising the protocol model with different
types of attacks, a large number of attack scenarios are captured for analysis.
The CPN model of PIEMCP is executable and can be analysed to verify the
security behavior of the protocol. The analysis of PIEMCP is performed using
the state space generated from the parameterized CPN model and the selective
runtime protocol session data stored as external files.
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The contributions of this paper are two-fold. First of all, it demonstrates
the use of CPN to model and verify the security behavior of PEPs. To the
best of our knowledge, this is the first attempt at the formal verification of a
PEP. Secondly, the paper proposes several modeling and analysis techniques
that have been applied to other PEPs [T2,[13]. These techniques may be used
as preliminary guidelines for a general CPN-based approach for modeling and
verification of PEPs. Also, efficiency is another major concern in PEPs due
to the use of resource-intensive cryptographic primitives. The CPN model of
PIEMCP developed in this paper can be easily extended in the future to allow a
simultaneous analysis of both the protocol performance and security behavior.

The rest of the paper is structured as follows. Sect. [2 provides some back-
ground information about PIEMCP. Sect. B proposes the modeling approach
and describes selected parts of the CPN model of PIEMCP. Based on this CPN
model, Sect. @l details the verification of a set of security behaviors of PIEMCP.
Sect. [ reviews related research efforts. Finally, in Sect. [6] we summarize our
contribution and discuss future work.

2 Overview of PIEMCP

The PIEMCP [I1] is used in a federated single-sign on (FSSO) environment
whereby a user only has to authenticate once to an identity provider (IdP) to
access services from multiple service providers (SPs). The entities involved are
users, IdPs, SPs, and an anonymity revocation manager (ARM) or some referees.
An IdP assures SPs that although users are anonymous, when certain conditions
are fulfilled, the users’ identities can be revealed. A user’s identity refers to a
set of personally identifiable information (PII). Although the services that SPs
provide can be delivered without the need of PII, they require the PII to be
revealed by an ARM or some referees when certain conditions are satisfied.

The PIEMCP consists of four stages, namely PII escrow (PE), key escrow
(KE), multiple conditions (MC) binding, and revocation. An execution of the
protocol involves two distinct sessions: the escrow session which consists of a
sequential execution of the PE, KE and MC stages, and the revocation session
which consists of an execution of the revocation stage. A user can run n escrow
sessions, during which his/her PII is hidden (anonymous). At least one escrow
session has to be completed before a revocation session can start. During the
revocation session, the user’s PII linked to a specific SP in a specific escrow
session is revealed. For n escrow sessions, each with m-number of SPs, up to
n X m revocation sessions can be performed.

The PIEMCP has two variants: the first variant (PIEMCP-T) uses a trusted
ARM for anonymity revocation, and the second variant (PIEMCP-NT) uses a
group of referees instead of ARM. In both variants, most of the operations,
especially those in the PE, KE and MC stages, are performed in a similar way.
Therefore, we describe the main operations in one of them, the PIEMCP-NT.
Fig. [ depicts the message exchanges between the different entities within the
four stages of this protocol.
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The PFE stage begins when a user requests a service from a service provider
SP1. This triggers the agreement of conditions (Condl) whose fulfillment allows
the PII to be revealed. SP1 then sends a message NT-PE-1 containing C'ondl
to an IdP to escrow the user’s PII. The IdP contacts the user to obtain his
encrypted PII. The user encrypts the PII using a Verifiable Encryption (VE)
scheme under a freshly generated key pair (public and private keys). The user
sends to the IdP NT-PE-2 comprising the VE ciphertext and the public key used
for the encryption. The user keeps the private key, which is needed to decrypt
the ciphertext. Next, the user and the IdP engage in a cryptographic “proof-
of-knowledge” (PK) protocol (NT-PE-3). This is to prove to the IdP that the
VE ciphertext given correctly hides some certified PII without letting the IdP
learn the value of the PII itself. We denote this operation as PKVE. The output
of PKVE is an acceptance or rejection of the VE ciphertext.

The KF stage is started when the PK-VE outputs an acceptance of the cipher-
text. The IdP and the user then engage in another PK protocol - the Direct
Anonymous Attestation (DAA) (NT-KE-1). This is to convince the IdP that the
user is using a valid TPM device while concealing the identity of the TPM de-
vice. A successful DAA prompts the user’s TPM to generate (1) a universal
custodian-hiding verifiable group encryption (UCHVE) of the VE private key
under Condl and (2) a TPM proof of a correct UCHVE execution. A UCHVE
produces n ciphertext pieces for a group of n referees among whom there are
t (t <n) designated referees, and only designated referees can decrypt these ci-
phertext pieces. At least k (k < t) decrypted pieces are required to recover the
VE private key (i.e. k is the threshold value). Both the n ciphertext pieces and
the TPM proof are sent to the IdP in NT-KE-2. The IdP then verifies the proof
and if correct, prepares a response NT-KE-3 to SP2 which includes the VE of PII
(from the PE stage) and the UCHVE of the VE private key. SP1 now has the
ciphertext of the PII (from the PE stage) and the ciphertext of the correspond-
ing private key. With the help of referees, SP1 can recover the user’s PII when
Condl is fulfilled, but cannot decrypt these ciphertexts until that time.

In the MC stage, the user goes to another service provider SP2. This time SP2
(instead of SP1 in the PE stage) needs the IdP to escrow the VE private key in
NT-MC-1 under different conditions Cond2 (Condl # Cond2). The IdP requests
the user’s TPM to produce a new UCHVE ciphertext of the VE private key
and the associated TPM proof in NT-MC-2. The user replies with the requested
encryption and proof in NT-MC-3. The IdP verifies the proof and if correct,
prepares a response NT-MC-4 to SP2 which includes the VE of PII (from the PE
stage) and the UCHVE of the VE private key (bound to Cond2). SP2 now has
the data that, with referees’ help, can reveal the PII when C'ond2 are satisfied,
but yet cannot decrypt these ciphertexts at this point. Note that the user may go
to a third provider SP3, in which case, only the MC stage needs to be executed.

The revocation stage is executed when the agreed conditions are satisfied and
when a user has completed at least one escrow session. Assuming that Condl
is satisfied, SP1 sends a revocation request NT-REV-1 comprising n ciphertext
pieces to the n referees with Condl. Each referee checks if Condl is fulfilled,
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Fig. 1. Message exchanges within the four stages of PIEMCP-NT

and if so, the referee tries to decrypt the given ciphertext piece. Only the des-
ignated referees can decrypt the ciphertext pieces. If decryption is successful,
each designated referee sends the decrypted data NT-REV-2 to SP1. When k&
or more decrypted data are received, SP1 can recover the VE private key, and
subsequently decrypt the VE ciphertext to recover the PII.

In the above we described the normal execution of PIEMCP-NT (i.e. with-
out attacks). However, each of the parties involved in PIEMCP (both variants)
may behave maliciously resulting in different attack scenarios. The design goal
of PIEMCP is to achieve the expected security behavior with and without con-
sidering the attacks. In the next section, a CPN model of PIEMCP is presented
which can be configured to capture possible attack and non-attack senarios. The
model is then used as a basis for the verification of PIEMCP in Sect. [

3 CPN Model of PIEMCP

CPN Preliminaries. CPNs are a class of high-level nets that enhance Petri nets
with data types. A CPN consists of two types of nodes, places (drawn as ellipses)
and transitions (rectangles), and directed edges known as arcs. A place is typed
by a color set and contains collections (multi-sets) of data items called tokens
of the same type as the place. A transition represents an event and may have a
guard associated with it. The guard is a boolean expression enclosed in square
brackets. Arcs connect places to transitions and transitions to places, and are
inscribed by expressions comprising variables, constants and functions. Variables
are typed and can be assigned values known as binding. CPNs use a variant of
SML for net inscriptions and declarations of variables and types.

A transition’s input places have arcs going to the transition, while its out-
put places have arcs coming from the transition. A transition is enabled if: 1)
sufficient tokens exist in each input place to match each respective input arc
inscription when evaluated for a particular binding of its variables, and 2) the
transition guard evaluates to true for the same binding. If a transition is enabled,
it can occur (or be fired). The occurrence of a transition removes tokens spec-
ified by the respective arc inscriptions from input places, and deposits tokens
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specified by inscriptions on the output arcs into output places. The state of a
CPN is called a marking. It consists of tokens distributed on each place of the
CPN. The occurrence of transitions represent stage changes.

CPNs support hierarchical modeling which facilitates the construction of large
models by using a number of CPN modules called pages. Each page is linked
to a substitution transition (sub-transition) at a higher level of the model. By
means of the hierarchical structuring mechanism it is possible to capture different
abstraction levels of the modeled system in the same CPN model.

3.1 Modeling Approach

The PIEMCP (both variants) is modeled using hierarchical CPNs. There is one
top-level (main) page and four sub-pages capturing the four stages of PIEMCP.
Each of these sub-pages is named according to the stage it models. The PE page
has one further sub-page. The PE page, KE page, and MC page can be executed
in a loop to form an escrow session. The number of escrow sessions to be executed
is parameterized. The revocation page can be executed after the completion of
at least one escrow session. Below, we introduce three modeling approaches that
are specific to PEPs. These approaches are demonstrated in Sect.

Cryptographic primitive abstraction. To capture complex cryptographic behav-
iors, we firstly model the representation of a ciphertext as a CPN colour set, and
then capture its operations by describing them as SML functions. This approach
is flexible and inclusive as virtually any type of cryptographic primitives can be
captured. The CPN record type can encode the necessary information to repre-
sent a primitive properly, and the SML can be used to simulate the operations.
Expressing cryptographic operations as functions promotes reuse which leads to
a cleaner and more concise model. In Sect. 3.2, we demonstrate this approach by
modeling a VE ciphertext and a zero-knowledge operation (PK-VE). The com-
plexity of UCHVE ciphertext prevents use from describing it due to the space
constraint. However, it is available in the full-version of this paper [14].

We also propose a technique to capture the commonly-used message signing
and verification operations. We define a CPN colour set for the message to be
signed, followed by a definition of its signature. A signed message is a pair con-
sisting of the message and its signature. The verification of a signed message
upon the receipt of the message is enforced within a transition guard. If the
signature verification fails, the message integrity and/or authenticity are com-
promised. As a result, the guard returns a false value, thus halting any further
processing on the message - an expected fail-stop behavior.

TPM provable execution. We propose an approach to model a TPM’s prov-
able execution behavior [I5]. Our model depicts how an entity can generate the
expected TPM proof based on some known information, and compare it with
the received TPM-generated output and its corresponding proof. In this way
an incorrect TPM-generated output can be detected. The demonstration of this
approach is available in the full-version of this paper [14].
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parameterized attack. We propose a parameterisation approach to modeling at-
tacks such that one or more attacks can be switched on or off depending on
the environmental assumptions. In general, attacks can come from both exter-
nal intruders (i.e. external entities attempt to access and break the protocol)
and malicious insiders (i.e. protocol entities attempt to compromise a users PII
to achieve some personal advantage). At this point, we scope our work to only
consider malicious insiders - which we think is of a greater concern in PEPs[] To
this end, the attack models specifying those from external intruders, such as the
Dolev-Yao intruder model [16], are not used. There are many attacks that a ma-
licious insider could launch. Creating a new model to capture each type of attack
(existing or new) scales poorly as the number of attacks grows. Parameterisation
allows the re-use of the existing model while allowing it to behave differently ac-
cording to the attacks being set - virtually allowing thousands of possible attack
scenarios to be captured. We have modeled 17 types of attacks in our model, each
with a possible value of ‘true’ or ‘false’, thus capturing 2'7 = 131072 possible
attack scenarios. The attack parameters can be encoded in the arc-inscriptions,
transition guards, or transition code-regions (attached to a transition where one
can specify side-operations upon execution of the transition, e.g. writing data
to an external file). The advantage of this approach is that we do not have to
change the structure of the model at all to obtain different behaviors.

In addition, we introduce two general modeling approaches. First, session-
data capture is applied to capture runtime protocol data generated and received
by entities for analysis. We take advantage of the executable CPN model by
interfacing it with a set of output text files which store the session data during
the execution of the model. Session data are firstly represented as CPN colour
sets. Then, functions are written to read session data from text files into the ap-
propriate CPN variables, and to write back the updated variables into text files.
This allows easy reading, storing, and updating of session data during the model
execution without having to maintain tokens in various places across multiple
CPN pages, thus avoiding the application of the ‘vacuum cleaner’ functional-
ity [I7] to remove tokens at the end of each session. Next, we generate one-time
random data which improves on the simple random (possibly repeated) number
generation function supported in the current CPN Tools.

3.2 Model Description

Selected parts of the PIEMCP-NT CPN model (the main page, the PE page,
and the revocation page) are described to demonstrate the above modeling ap-
proaches. Relevant CPN colour sets definitions are provided in Table [l The
entire model consists of 6 pages, 108 places, 79 transitions, 77 colour sets, 38
functions, 29 code-regions, and 21 parameters.

! 'While many types of attacks from external intruders (e.g. eavesdropping, message
modification) can be mitigated through the use of secure communication channels
(e.g. Secure Sockets Layer (SSL)), attacks from malicious insider could result in a
misuse of PII without having to break the security of the communication channel.
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Table 1. Colour Sets Definition

colset K_PUB_VE = INT;

colset K_PRIV_VE = INT;

colset K_SIGN_GEN = INT;

colset PII = STRING;

colset LABEL = STRING;

colset PROVABILITY = BOOL;

colset SP_REQ = record genCond:STRING * conditions1:STRING * <other fields omitted>
colset SP_REQ_SIG = record message:SP_REQ * key:K_SIGN_GEN;

colset SIGNED_SP_REQ = record message:SP_REQ * signat:SP_REQ_SIG;

colset COMMITMENT_PII = record message:PII * random:RANDOM;

colset SIGNATURE_GEN = record message:MSG * key:K_SIGN_GEN * provable: PROVABILITY;
colset SIGNED_MSG = record message:MSG * signat:SIGNATURE_GEN;

colset CIPHER_VE_PII = record message:PII * key:K_PUB_VE * label:LABEL * provable:PROVABILITY;
colset DEC_REQ = record conditions:LABEL * uchvePiece:CIPHER_UCHVE_KVE_PIECE;
colset DEC_REQ_SIGNATURE = record message:DEC_REQ * key:K_SIGN_GEN * provable:BOOL;
colset SIGNED_DEC_REQ = record message:DEC_REQ * signat:DEC_REQ_SIGNATURE;

Main page. Fig. [2] shows the main page of PIEMCP-NT. The protocol starts
with a user and a service provide SP1 agreeing on a set of conditions (tran-
sition U_SP1_GENERATE_ CONDITIONS) before proceeding to execute the PE
stage (sub-transition PII_ Escrow) and then the KE stage (sub-transition
Key_Escrow). Upon completion of the KE stage, the user goes to another ser-
vice provider SP2. Similarly, they need to agree on a set of conditions (transi-
tion U_SP2_GENERATE_ CONDITIONS) before starting the MC stage (sub-transition
Multiple Conditions). The completion of the MC stage marks the completion
of one session which triggers the storage of the session data accumulated by
all entities. The number of sessions executed is parameterized by the value of
(#eonditonsi(

- #conditions(
true [LEU€]  [counter<=session]  readUserRecord(
true START

"user.txt”
> 1 truey | 2P sp1 conp
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Fig. 2. The PIEMCP-NT CPN — Main page
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session. Thus, if value of counter is less than or equal to session (note the
guard for the transition U SP1 GENERATE CONDITIONS), the model will execute
another session. Otherwise, the guard will disable the transition, and a token will
be placed at the place SP1_REVOCATION_CONDITIONS FULFILLED which triggers
the start of a revocation stage which, if successful, results in the revelation of
the user’s PII represented by a token in the place RECOVERED_USER_PII.

This page also demonstrates the session data capture approach. The shaded
text number 1 in Fig.Blshows a code region which calls the function to read the user
session data from a text file to a variable of type USER_RECORD. After performing
some update operations on the variable (the one-time random number generator
function is called in shaded text number 2), the update function is called to store
the updated user session data into the text file again (shaded text number 3).

PE page. This page models the PE stage of PIEMCP-NT (Fig. B). Here, we
demonstrate the message signing and verification approach. The place SP1_PII_
REQ_SIGNATURE, of type SIGNED_SP_REQ, represents the NT-PE-1 message. From
Table[Il this colour set represents a SP1-signed message whose content is Condl.
Other messages are omitted here for simplicity. As the IdP receives this message,
the IdP first verifies the signature validity. As explained in Sect. Bl such a
validation is captured in a transition guard. In this case, the transition guard
at the IDP_VERIFIES_SP1 REQ_AND_STARTS_PII _ESCROW transition captures the
signature validation process. If it returns true, the signature is valid and the
transition is enabled, allowing PE stage to progress normally.
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The user then encrypts the PII. Here, we demonstrate how complex crypto-
graphic primitive behaviors can be modeled. The VE ciphertext is defined as a
CPN colour set of type CIPHER_VE_PII (see Table[Il) which is a record consisting
of four fields: the message itself, the public encryption key, the label under which
the message is encrypted, and the provability property. A provable ciphertext
means that the recipient of the ciphertext can be convinced that the received
ciphertext correctly encrypts some claimed value (in this case the user’s PII)
without the recipient learning the value of either the PII itself or the decryption
key. We consider the message field inside a CPN colour set that represents a
ciphertext to be unreadable. The VE operations, including the encryption and
decryption operations, are captured as functions. The VE ciphertext of PII is
represented by a token in the place PIT VE CIPHER.

Next, the user sends the NT-PE-2 message (containing the VE ciphertext of
PII, and the public VE key) - represented by the transition U_SENDS_PII_ESCROW_
DATA. Upon receiving NT-PE-2, the PK-VE operation is triggered (NT-PE-3).
Here, we demonstrate how a complex zero-knowledge proof protocol, such as
PKVE is modeled in CPN. We break this operation into three transitions:
START PKVE (triggered by IdP to signal user the start of such a protocol), the
GENERATE_PKVE_PROOF transition, executed on the user side to generate the re-
quired PKVE proof data, and the VERIFY_PKVE_PROOF executed by the IdP to
verify the given PKVE proof data. The result of PKVE is represented by the
place PKVE_RESULT. The essential processing required on the IdP to verify the
correctness of the proof is captured by the function pkve called as arc inscription
from the transition VERIFY_PKVE_PROOF to the place PKVE_RESULT.

There are two parameterized attacks: SP_ATTACKS (arc inscription
from transition SPI_SIGNS_PII_REQ to place SPI_PII_REQ_SIGNATURE)7
and USERATTACK2 (from transition U_SENDS_PII_ESCROWDATA to place
USER_TO_IDP). USER_ATTACK2 depicts the behavior of a malicious user who gives
an incorrect VE public key to the IdP in the NT-PE-2 message. Thus, when
USER_ATTACK?2 is set to ‘true’, the user will send an incorrect VE public key
value represented by a value of ’0’, otherwise, a correct value is sent. SP_ATTACK5
depicts the behavior of a malicious SP1 who uses an invalid signature key to
sign the SP1 request message.

Revocation page. This page captures the UCHVE threshold decryption
process (Fig. H). Due to space limitation, it is impossible to go into the de-
tail how we model such a threshold decryption process. Nevertheless, note the
place UCHVE_PIECE DECRYPT_SUCCESS and its corresponding output arc. The arc
inscription requires ¢ (representing the threshold value) successful decrypted
pieces of the UCHVE group encryption by referees before the message (that is,
the VE private key) can happen. Also note the parameterized malicious refer-
ees’ behavior (REF_ATTACK2) who attempt to pool all decrypted UCHVE pieces
amongst themselves with the hope of being able to recover the VE private key.
Since our protocol assume that there is at least one honest designated referee,
we assign such role to referee 2 (hence, we do not model referee 2 participating
in the attack). This page also demonstrates how CPN can be used to capture
concurrent processing required during the threshold decryption process.
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Fig. 4. Revocation page

4 Verification of the PIEMCP

We verify the correctness of PIEMCP using state space analysis. The basic
idea behind the state space method of CPNs is to compute all reachable states
and state changes of the system based on the CPN model. The verification of
PIEMCP is carried out in two stages: the basic behavior verification and security
behavior verification. The basic behavior verification is performed through stan-
dard state space analysis. It includes the analysis of proper session termination,
deadlock freedom, livelock freedom, and absence of unexpected dead transitions.
The security behavior verification is the focus of the paper.

Verifying the security behavior of PIEMCP is complicated due to the numer-
ous avenues by which attackers could break the security protection provided by
the protocol. We propose to scope the verification of the security behavior of
PIEMCP within a set of plausible known attack scenarios. The result of such a
verification is the assurance that the desired security behavior is achieved within
the set of attack scenarios. As attacks are parameterized in the model, new types
of attack scenarios can be added to the existing model without requiring major
changes or a new model to be developed. A protocol is proved to be secure if the
set of security properties hold in both the presence and absence of attacks. This
is especially true in the case of PEPs whose main service (privacy) is in itself
already a security behavior. When no attacks are modeled, we expect the secu-
rity behavior to be fulfilled; when attacks are included, we expect the protocol
to either detect it (and therefore stop), or be immune from those attacks.

The verification of the security behavior of the PIEMCP is performed as fol-
lows: firstly, the security behaviors of PIEMCP are formalized as Computational
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Tree Logic (CTL) and/or standard state space statements; next, the formalized
statements are used as queries for model-checking the state space generated from
the PIEMCP CPN. Session data analysis is used when appropriate.

CPN Tools support state space analysis and model-checking the state space
via ASK-CTL [I§]. ASK-CTL is an implementation of a subset of CTL (mainly
the “until” operator). It implements two basic operators to capture this logic:
EXIST_UNTIL(A;, Ay) and FORALL_UNTIL(A;, A;). The EXIST_UNTIL operator
means that there must be at least one path, from a given state, whereby A;
is true for every state in the path until the last state where As is true. The
FORALL_UNTIL operator is similar, except that it requires all paths to fulfill A,
until As is true. Based on these two operators, there are also POS and EV oper-
ators, where POS(A) = EXIST_UNTIL(TT, A), and EV(A) = FORALL UNTIL(TT,
A) (TT refers to a true value). These operators check the reachability of a state
where A is true. POS checks if there is at least one path that leads to A, while
EV checks if all paths lead to A. The NF operator contains a state formula func-
tion which returns a boolean value. There are many other ASK-CTL operators
which we do not use, thus, not elaborated. CPN Tools contain a model checker
which takes an ASK-CTL formula as an argument, checks the formula against
the current state space of the CPN model, and returns the truth value of the
given formula. Both the ASK-CTL logic and model checker are implemented in
SML and thereby queries are formulated directly in SML syntax.

For simplicity, we consider a minimum full protocol execution. The PIEMCP
CPN model is parameterized to execute two escrow sessions sequentially, fol-
lowed by one revocation session. Note that it is possible for both the escrow and
revocation session to run in parallel, however, modeling such concurrency does
not capture any additional behaviors of the protocol as these two sessions are
distinct, i.e. they do not interfere with each other. The state space generated
from the above in the absence of attack behavior contains 147 nodes and 226
arcs. Next, the CPN model is parameterized to include a number of known at-
tacks, resulting in a set of parameterized CPN models. Each of these models is
executed to generate the state space for analysis of certain security properties.

Below, we define four security behaviors for PIEMCP and discuss in detail
how we implement the first two properties in ASK-CTL queries in CPN Tools
(the details of the queries for the other properties are available in the full version
of this paper [I4]). Fig [ includes a set of notations to be used in the definition
of these properties.

Let T = {ts|s € {1,2,...,n}} be the set of (executed) escrow sessions, P = {SP;|i € {1,2,...,n}}
be the set of SPs. Vi, € T, VSP; € P:

v; represents a VE ciphertext that SP; holds for session tg;

u; represents a UCHVE ciphertext that SP; holds for tg;

v, ,, represents a user-generated VE ciphertext for ts;

u; represents the user-generated UCHVE ciphertext for SP; in tg;

C? represents the set of agreed conditions between a user and SP; in t;
G? is the set of the general conditions in ts;

k® represents the one-time VE public key that an IDP receives in ¢,.

Fig. 5. List of notations to be used in the definition of security properties
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4.1 Multiple Conditions

When PIEMCP runs without attacks, it is expected to reach the end of every
escrow session, and also each SP should receive an escrowed PII that is cryp-
tographically bound to conditions which are different from one SP to another.
However, an attack may occur during an escrow session and as a result it is not
possible for the PIEMCP to reach the end of that session. In the PIEMCP CPN,
when the protocol reaches the end of an escrow session s, the place MC_COMPLETE
on the Main page (P, o cre) is marked by 1‘e and the place COUNTER on the
same page (Phattcr) is marked by a token of integer carrying the value of 1‘s.
This can be specified by the following predicate:

SessionEnd® (M;) = (Marking(M;, Pucoswerers) = 1e) AND (Marking(M;, Pegower) = 1)
where M; € M i.e. the set of reachable markings (states) of the PIEMCP CPN.
Property 1 (Multiple Conditions). When there is no attack:

_ (b’inc: Vts c CZ—‘7 EV(SeSSiOﬂEndS)E and
— @5 Vty € T, VM such that SessionEnd*(M)=true, VSP;, SP; € P, if i # j,
then Cond(uf) # Cond(u‘;)ﬁ

When an attack occurs:
—¢re Jt, €T, NDT(PDS(SessionEnds))E

To verify this property, we use both ASK-CTL and session data analysis. In
a normal environment (i.e. without an attack), ¢7¢ states that the end of the
session is reachable. It can be directly queried using ASK-CTL formulas (see

Table 2. ASK-CTL and session-data queries for Multiple Conditions property

1 fun SessionEnd_1 n Mark.Main’MC_COMPLETED 1 n
2 fun SessionEnd_2 n Mark.Main’MC_COMPLETED 1 n
3 val MC_Phiil_1 EV(NF("", SessionEnd_1));
4 val MC_Phil_2 = EV(NF("", SessionEnd_2));

1¢() andalso Mark.Main’COUNTER 1 n
1¢() andalso Mark.Main’COUNTER 1 n

nwon
o

5  val splRecl = readSPRecord("spl_sessl.txt");
6  val splRec2 = readSPRecord("spl_sess2.txt");
7 val sp2Recl = readSPRecord("sp2_sessl.txt");
8
9

val sp2Rec2 = readSPRecord("sp2_sess2.txt");
val cipherUCHVE11 = #cipherUCHVE(spiRecl);
10 val cipherUCHVE21 = #cipherUCHVE(sp2Recl);
11 val cipherUCHVE12 = #cipherUCHVE(splRec2);
12 val cipherUCHVE22 = #cipherUCHVE (sp2Rec2);
13 val MC_Phi2 = #label(cipherUCHVE11) <> #label(cipherUCHVE21) andalso
14 #label (cipherUCHVE12) <> #label (cipherUCHVE22);
15 val MC_Phi3_1 = NOT(POS(NF("", SessionEnd_1)));
16 val MC_Phi3_2 = NOT(POS(NF("", SessionEnd_2)));
17 val multipleConditions =
18 if not SP_ATTACK7 then (eval_node MC_Phil_1 InitNode andalso
19 eval_node MC_Phil_2 InitNode andalso MC_Phi2) else
20 (eval_node MC_Phi3_1 InitNode andalso eval_node MC_Phi3_2 InitNode);

2 SessionEnd® must eventually become true.
3 Each SP holds a UCHVE ciphertext bound to a unique set of conditions.
4 1t is not possible to reach the end of an existing session.
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line 1-4 in Table2)). By running two sessions, we have s € {1,2}. From the main
page of the PIEMCP CPN;, it is obvious that the session data is stored when
SessionEnd® becomes true in each session. Therefore, ¢5*¢ (which formalizes
the ‘different conditions within a session clause’) can be directly verified using
the saved session data as shown in line 5-14 of Table 2l We have parameter-
ized the model with one attack parameter that may compromise this property:
SP_ATTACK7 which depicts the scenario of SPs colluding to use the same condi-
tion string with the same user in a session. In such a scenario, we expect the
protocol to behave in a fail-stop manner - therefore, ¢5'“ states that the protocol
cannot reach the end of both sessions. ¢3¢ is directly translated into ASK-CTL
queries as shown in line 15-16 of Table 2l Finally, after formulating the queries,
we execute the formulas to check if all of the predicates hold (line 17-20).

4.2 Zero-Knowledge

When there are no attacks, before the revocation of a user’s PII for an escrow
session, IdP, SPs and referees must not learn the value of the user’s PII but at the
same time be convinced that its encryption is correct. When the attacks occur,
it is expected that at least one of the encryptions is corrupted. For example, if a
user-generated VE ciphertext is correct, the place PKVE_RESULT on the PE page
is marked by 1‘true; otherwise, the place is marked by 1’false. Fig. [ lists the
predicates specifying the acceptance (i.e. conviction) or rejection of the user’s
encryption data by IdP and SPs while the user’s PII is not revealed. Finally, an
escrow session cannot be revoked until the user’s encryption data has been all
accepted. The place REVOCABLE _SESSION on the Main page records the revocable
sessions in terms of session numbers. Thus, we define the predicate Revocable-
Session®(M;) = 1‘s € Marking(M;, Pyais. oie sesstons) ©ver M which indicates if a
session tg has been revoked.

Vts € T:

- TrueUerEé(]W) = (Marking(M;, Prgyg nesoir)=1true) AND (Marking(M;, Pyanr e )=1°s)
FalseUsrVE® (M;) = (Marking(M;, Prgyg pssur) =1 ‘Talse) AND (Marking(M;, Pgpergs)=1°s)

— TrueUsrTPM?®(M;) = (Marking(M;, P“MM,_ESULT) 1‘true) AND (Marking(M;, Pyoores)=1°s)

— FalseUsrTPM* (M;) = (Marking(M;, PEE ., resoer)=1‘Calse) AND (Marking(M;, Phair )=1‘s)

— TrueUCHVEInKE® (M;) = (Marking(M;, Pas: onoor nesorr) =1true) AND (Marking(M;, Phas Y=1‘s)

— FalseUCHVEInKE® (M;) = (Marking(M;, Phs oroor resur) =1 ‘false) AND (Marking(M;, Promea)=1%s)

— TrueUCHVEInMC® (M;) = (Marking(M;, TPMJ’RUDFJ{ESULT) 1‘true) AND (Marking(M;, Poaniee)=1%s)

— FalseUCHVEInMC® (M;) = (Marking(M;, Pasy sroor resuir) =1‘false) AND (Markmg(]\/[,, Pogeen)=1%s)

where M; € M i.e. the set of reachable markings (states) of the PIEMCP CPN.

Fig. 6. List of predicates specifying acceptance or rejection of user’s encryption data

Property 2 (Zero-knowledge). Without attacks:

— ¢3k: Wty € T, EV(TrueUsrVE®) A EV(TrueUsrTPM?®) A EV(TrueUCHVEInKE?)
A EV(TrueUCHVEInMC?®);
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— ¢3F: Vt, € T, NOT(POS(FalseUsrVE®)) A NOT(POS(FalseUsrTPM?)) A
NOT(POS(FalseUCHVEiInKE®)) A NOT(POS(FalseUCHVEInMC?)); and
— ¢3F: Vt, € T, FORALL UNTIL(NOT(RevocableSession®), ¢%).

With attacks:

— ¢3k: Vts, € T, NOT(POS(TrueUsrVE®)) A NOT(POS(TrueUsrTPM?)) A
NOT(POS(TrueUCHVEInKE®)) A NOT(POS(TrueUCHVEInMC?®)); and

— ¢zF: vt, € T, POS(FalseUsrVE®) Vv POS(FalseUsrTPM?) v/
POS(FalseUCHVEiInKE?®) Vv POS(FalseUCHVEInMC?®);

— ¢gk: Vts € T, NOT(POS(RevocableSession®)).

For brevity, Table [3] only show queries related to TrueUsrVE®, FalseUsrVE®
and RevocableSession® (queries related to other predicates are performed in the
same manner as for the first two predicates). ¢7*, ¢3* and ¢§k can be directly
translated into ASK-CTL queries as shown in line 12-17 of Table [l These three
predicates are finally executed at line 18-19, where the zero-knowledge property
of no attacks holds if all three predicates return true.

We have modeled six attacks that may compromise this property, which are
parameterized as USER_ATTACK1, USER_ATTACK2, USER_ATTACK3,
USER_ATTACK4, SP_ATTACK12, SP_ATTACK22. The formulas ¢3*, ¢z* and ¢z* are
directly translated into ASK-CTL queries as shown in line 23-28 of Table
These predicates are executed at line 29-30 and all must return true if the zero-
knowledge property with attacks is to hold.

1 fun TrueUsrVE_1 n = Mark.PE’PKVE_RESULT 1 n = 1‘true andalso Mark.Main’COUNTER 1 n = 1¢1;

2 fun TrueUsrVE_2 n = Mark.PE’PKVE_RESULT 1 n = 1‘true andalso Mark.Main’COUNTER 1 n = 1¢2;

4 fun FalseUsrVE_1’ n = Mark.PE’PKVE_RESULT 1 n = 1‘false andalso Mark.Main’COUNTER 1 n = 1°1;
5 fun FalseUsrVE_2’ n = Mark.PE’PKVE_RESULT 1 n = 1‘false andalso Mark.Main’COUNTER 1 n = 1°2;
6 N

7 fun RevocableSession_1 n = List.exists (fn y => y=1) (Mark.Main’REVOCABLE_SESSION 1 n);

8 fun RevocableSession_2 n = List.exists (fn y => y=2) (Mark.Main’REVOCABLE_SESSION 1 n);

9

10 NO ATTACKS (NA)

11 ==================

12 val ZK_Phil = eval_node EV(NF("",TrueUsrVE_1)) InitNode andalso ...

13 eval_node EV(NF("",TrueUsrVE_2)) InitNode andalso ...;

14 val ZK_Phi2 = eval_node NOT(POS(NF("",FalseUsrVE_1))) InitNode andalso ...

15 eval_node NOT(POS(NF("",FalseUsrVE_2))) InitNode andalso ...;

16 val ZK_Phi3 = FORALL_UNTIL(NOT(NF("",RevocableSession_1)), ZK_Phil_1 initNode) andalso

17 FORALL_UNTIL(NOT(NF("",RevocableSession_2)), ZK_Phil_2 initNode);

18 val zeroKnowledgeNA = eval_node ZK_Phil InitNode andalso eval_node ZK_Phi2 InitNode andalso
19 eval_node ZK_Phi3 InitNode;

20

21 WITH ATTACKS (WA)

22 ===================

23 val ZK_Phi4 = eval_node NOT(POS(NF("",TrueUsrVE_1))) InitNode andalso ...

24 eval_node NOT(POS(NF("",TrueUsrVE_2))) InitNode andalso ...;

25 val ZK_Phib5 = eval_node POS(NF("",FalseUsrVE_1)) InitNode orelse ...

26 eval_node POS(NF("",FalseUsrVE_2)) InitNode orelse ...;

27 val ZK_Phi6 = eval_node NOT(POS(NF("",RevocableSession_1))) InitNode andalso

28 eval_node NOT(POS(NF("",RevocableSession_2))) InitNode;

29 val zeroKnowledgeWA = eval_node ZK_Phi4 InitNode andalso eval_node ZK_Phi5 InitNode andalso
30 eval_node ZK_Phi6 InitNode;

Table 3. ASK-CTL and session-data queries for Zero-knowledge property
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4.3 Enforceable Conditions

When PIEMCP is executed, a user’s PII should never be revealed unless all des-
ignated referees agree that the cryptographically bound conditions are satisfied.
This property should hold regardless of whether there is an attack or not. We
define the following: Vi, € T, VM,; € M,

HasRefPKVE® (M;) = Marking(M;, Prgr 35t0veren_ve_privatexey) 7 mPLY,

~ HasRecUsrPII*(M;) = Marking(M;, PRSScasion o o10)% empty,

threshold € {2..n} specifies the minimum referees needed for a successful
PII revocation, and

— revCondition denotes the actual status of a revocation condition which is
either true or false.

Property 3 (Enforceable Conditions:)

— ¢§°: Vt, € T, NOT(POS(HasRefPKVE?));
— ¢5°: if revCondition=true then Vi; € T' where {_s is being revoked,
o 955 | Posive pipok pecrypr_success| < threshold and
e ¢5¢: NOT(POS(HasRecUsrPII#));
— ¢5° if revCondition=false then Vi, € T" where ¢_s is being revoked,
* 055 |P URceﬁ,\?EC}tﬁ%rf-:_DECRYPT_SUCCESS| > threshold and
e ¢57: EV(POS(HasRecUsrPII%)).

While there are attacks that can be launched to compromise this property
(parameterized by SP_ATTACK4, REF_ATTACK1, REF_ATTACK2, the above defini-
tion remains the same. Standard state space queries, and ASK-CTL queries are
used to verify this property. ¢{¢ states that the marking indicating illegal recov-
ery of private VE key by the referees must not be reached at any time. When
some conditions for session ¢, are not fulfilled, the number of decrypted UCHVE
pieces must be fewer than the threshold value required (¢5¢ ), and that the mark-
ing which indicates the revelation of the user PII must not be reached too (¢55).
When conditions are fulfilled, we expect the number of decrypted UCHVE pieces
to be greater or equal to the threshold value (¢S ), and that the user PII must
eventually be revealed (¢57).

In summary, the predicates ¢¢¢, ¢5¢ and ¢5; can be directly translated into
ASK-CTL queries, while ¢5¢ and ¢ are verified using the standard state space
query UpperIntegerBound (i.e. the maximum number of tokens that can reside
in a place). See [I4] for details.

4.4 Conditions Abuse Resistant

During the execution of PIEMCP, an SP and an IdP must not be able to make
the user encrypt the PII, or the VE private key, under a set of conditions dif-
ferent from those originally agreed. Similarly, an SP or IdP must not be able to
successfully revoke the user’s PII using conditions different from those originally
agreed. In the following definition, we have used the notations shown in Fig.
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Property 4 (Conditions Abuse Resistant). No attack:

— @59 Yty € T, G° = Cond(vg,,) and
— ¢Vt € T,VYSP, € P, C7 = Cond(w;)

With attacks: Vts € T, VM; € M, let:

— PE_End*(M;) = (Marking(M;, Ppg:2ompiete)=1‘e) AND (Marking(M;, Peginrer)=1°s)
— KE_End*(M;) = (Marking(M;, Pcg-¢ompLere)=1e) AND (Marking (M, Pogimen)=1°s)

then:

— for attacks that manipulate the general conditions, ¢$%": NOT(POS(PE_End®));
— for attacks that manipulate conditions with SPy, ¢57": NOT(POS(KE_End®));
— for attacks that manipulate conditions with SP23 .,
¢$527: NOT(POS(SessionEnd?));
— for attacks that use wrong conditions for revocation,
o ¢5%7: Transition Tigy S sonprrrons 1S not dead A

e $5%7: NOT(POS(HasRecUsrPII®)) A NOT(POS(HasRefPKVE?®)).

In a normal environment (no attacks), ¢%" states that the cryptographically
bound conditions (or label) used to produce a VE ciphertext must be the same
as the one originally agreed. Similar explanation applies to ¢{¢". When there
are attacks targeting the general conditions used in the PE stage (parameter-
ized by USER_ATTACK1, SP_ATTACK1, we expect the PE stage to fail stop (hence
¢24). For attacks targeting the conditions used during the KE stage (with SP1
- parameterized by USER_ATTACK4, SP_ATTACK11), we expect the KE stage to
fail stop (hence ¢5¢"). For attacks targeting the conditions used during the MC
stage (for subsequent SPs - parameterized by SP_ATTACK2), we expect the MC
stage to fail stop (hence ¢5%"). For attacks targeting the use of invalid condi-
tions during the revocation stage (parameterized by SP_ATTACK3, we expect that
Thevocation  inrrrons 1S Not a dead transition (i.e. a transition that can never fire),
and that the marking which indicate the revelation of user PII, or the illegal
revelation of VE private key to not be reached (hence ¢5%" and d)””).

In summary, ¢{2", ¢{7", and ¢5%" can be verified using state space queries

(notably the search nodes and token value comparisons queries). ¢5%", ¢5¢",
sarand @527 can be directly translated into ASK-CTL queries. See [14] for

details.

5 Related Work

We briefly review several formal methods that have been used to verify security
protocols. Earlier work, such as Burrows, Abadi, and Needham (BAN) logic [19],
use the modal logic approach whereby the security of a protocol is assessed by
studying the evolution of beliefs and /or knowledge over the course of the protocol
to evaluate their adequacy for some pre-defined protocol objectives. We do not
use this method because it is not evident if this approach is able to capture



144 S. Suriadi et al.

and verify behavioral properties. Besides, the modal logic approach is generally
considered a weaker approach in comparison to other formal methods [20].

Formal methods based on process algebra have also been used to model and
verify security protocols (such as LySa [5] and CSP [21]). Process algebra allows
the modeling of a system’s behavior (including concurrency) as a set of algebraic
statements. Common verification techniques used with process algebra include
equational reasoning and model checking [22]. For example, Pi-Calculus [23] sup-
ports labeled transition semantics in modeling a system. This allows the verifica-
tion of protocols through state exploration techniques such as model checking.
However, we choose not to use process algebra approach due to its complexity
which tends to (unnecessarily) complicate even simple things [T7]. In compar-
ison to the graphical-based modeling approach in CPN, this is a less intuitive
approach to modeling large distributed systems such as PEPs. Model validation
can only be performed by users who are experts in both the protocol itself and
the process algebra syntax. While one still needs to understand the concept of
CPN, the intuitive graphical-based modeling approach is a more human-friendly
approach and thus easier to learn. The interactive and simulatable CPN model
help modelers in detecting inconsistencies between a model and its original pro-
tocol specification, thus facilitating effective model validation.

State exploration techniques (such as state space analysis and model check-
ing) have also been widely used for security protocol analysis. Examples of
formal methods belonging to this category are the Automated Validation of In-
ternet Security Protocols and Applications (AVISPA) tool [3], Scyther [24], and
ProVerif [25]. These are state-of-the-art tools capable of automatically detecting
attacks in many security protocols. Nevertheless, the main reason we do not use
these tools is because the types of security properties verifiable by these tools
are not relevant to PEPs. Instead, they are mostly relevant to authentication
and key agreement protocols, i.e. secrecy, authenticity, and their variants. When
protocols related to privacy are verified using these tools, the privacy property
is reduced to confidentiality and authenticity. We argue that this is a simplis-
tic approach to verifying privacy and that privacy does not simply equate to
confidentiality and/or authenticity. The behavior of a protocol in preserving/vi-
olating a user’s privacy is just as important. As stated in the introduction, it is
the behavior of the protocol that we are interested to verify.

Similar to process algebra, these tools also lack the rich graphical and sim-
ulation support of CPN[ Finally, it is not evident if concurrent processing (as
oppose to concurrent protocol execution supported in Scyther) is supported in
these tools. Therefore, we do not find these tools to be suitable for our pur-
pose. Although CPN has been widely used to analyze industrial communication
protocols (such as Transmission Control Protocol (TCP)), its use in the area of
security protocols is still very new with limited documented cases. For example,
Al-Azzoni et al [4] used CPN to model and verify the Tatebayashi, Matsuzaki,
and Newman (TMN) key exchange protocol [26]. The main difference between

5 Scyther provides some static graphical support. However, it falls short of interactive
protocol simulation and graphically-driven protocol specification.
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our work and theirs is that they focus on verifying the secrecy property of the
TMN protocol, while our work focus on verifying the security behavior of PEPs.

Our work has not reached the maturity of the other methods discussed.
However, we see its potential. By exploiting the intuitiveness of CPN’s
graphical-based modeling approach (which is also based upon a solid underlying
mathematical foundation) in combination with its rich modeling capability (hi-
erarchical modeling, concurrent processing, flexible colour sets definition, model
parameterization, etc), performance analysis capability, and its powerful veri-
fication techniques, CPN has the potential to be an easy-to-use yet powerful
formal method for modeling and verifying large multi-party PEPs.

6 Conclusion

We have shown that CPNs can be used to model complex PEPs using CPN and
verify its behavioral properties using state space analysis, ASK-CTL (model
checking language), and session data analysis. We have also proposed several
modeling techniques, notably the cryptographic primitive abstraction (capturing
complex primitives and zero-knowledge proof protocol), TPM provable execu-
tion, parameterized attacks, and session data capture. We have also shown how
a set of behavioral properties can be formalized which can be directly verified
using the existing state space, ASK-CTL, and session data queries.

Future work involves using the model to conduct a performance analysis of
the protocol and to assess its efficiency in deployment. We will also be looking
at refining and generalizing the modeling techniques proposed in this paper
such that they can be applied to other PEPs. CPN Tools can be improved by
providing a better user front-end to simplify and automate the tasks required in
the modeling and verification of PEPs. The function of such a front-end could be
as simple as aiding users with the configuration of the model parameters, to a full-
blown automation whereby a user without any knowledge of CPN can generate
the required back-end CPN model with only a PEP specification. As to the issue
of attack behavior, so far we have considered in the protocol verification a set
of known attack scenarios, while ultimately the goal is to achieve an automated
attack detections for PEPs using the CPN-based approach.
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Abstract. Fault-tolerant (FT) distributed protocols (such as group
membership, consensus, etc.) represent fundamental building blocks for
many practical systems, e.g., the Google File System. Not only does
one desire rigor in the protocol design but especially in its verification
given the complexity and fallibility of manual proofs. The application
of model checking (MC) for protocol verification is attractive with its
full automation and rich property language. However, being an exhaus-
tive exploration method, its scalable use is very much constrained by
the overall number of different system states. We observe that, although
FT distributed protocols usually display a very high degree of symmetry
which stems from permuting different processes, MC efforts targeting
their automated verification often disregard this symmetry. Therefore,
we propose to leverage the framework of symmetry reduction and im-
prove on existing applications of it by specifying so called role-based
symmetries. Our secondary contribution is to define a high-level descrip-
tion language called FTDP to ease the symmetry aware specification of
FT distributed protocols. FTDP supports synchronous as well as asyn-
chronous protocols, a variety of fault types, and the specification of safety
and liveness properties. Specifications written in FTDP can directly be
analyzed by tools supporting symmetry reduction. We demonstrate the
benefit of our approach using the example of well-known and complex
distributed F'T protocols, specifically Paxos and the Byzantine Generals.

1 Introduction

Model checking (MC) is a verification approach that exhaustively and automati-
cally simulates the system by starting it from initial states and generating paths
to verify that some specified properties hold along every path [7]. For designers
of distributed systems, in particular of fault-tolerant (FT) distributed protocols,
MC represents a useful tool for automatic verification of formal properties which
are usually hand-proved. Not only can MC provide supporting evidence of the
correctness of the proofs: it can also serve as a powerful tool for fast prototyp-
ing and debugging of protocols by showing counterexamples, i.e., runs violating
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OUR CONTRIBUTIONS
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ystem FTDP | Symmetry aware translation _ <o o ep Symmetry reduction | |
| designer model of P_/| | + modeling of environment modet of model checker |

|
_ Protocol spec. knowledge is required ! | Knowledge about symmetry reduction is required ‘

Our proposed automations

Fig. 1. The proposed approach for verifying a F'T distributed protocol P

a certain property. However, the use of MC in the design and verification of
distributed systems is still limited. In this paper, we identify (and tackle) two
major barriers that prevent a widespread use of MC for distributed protocols.

The first barrier is that the design of a model still requires significant MC spe-
cific expertise. Distributed systems designers typically use a pseudocode which
primarily represents the process behavior and which abstracts many details re-
quired by the model checker. When the properties of an algorithm are hand-
proved, only those predicates about the system and fault model which are needed
in the proofs are enunciated. With automatic verification, however, the system
and fault model need to be explicitly encoded into the model. This, together with
the fact that the input languages of MC often require detailed understanding of
the internal model representation used by the model checker, makes it difficult
and error-prone for distributed systems designers to define models for MCs.

The second major limitation to the adoption of MC for verification of dis-
tributed systems is that the number of system states generated by the MC
becomes very often unfeasible, i.e., state space explosion. Existing approaches to
MC of FT distributed protocols disregard the fact that the symmetric nature
of such systems can lead to significant state space reductions. For example, in
many consensus protocols all processes execute the same algorithm and it is ir-
relevant to model which processes agree on a value as long as this is the same
for all processes.

Paper Contributions. This paper introduces the FTDP language which (a)
allows writing models of FT distributed protocols using a simple pseudocode-like
language and (b) forces the specification of symmetric systems to yield a sound
and complete abstraction which effectively limits state space explosion. FTDP
addresses both discussed barriers. It allows the system designer to concentrate
on writing the pseudocode of the protocol behavior. The system and fault model
can be defined by picking the desired properties from a palette of pre-defined
templates which represent typical and well-known abstractions expressing the
properties of the communication channels (e.g. synchrony, reliability) and of
faults (e.g. crashes, Byzantine). FTDP also mitigates the state explosion problem
by showing and discussing how symmetry reduction [IO8II6] can be integrated
into automated model verification transparently to the system designer.

The basic idea of symmetry reduction is to identify groups of symmetric sys-
tem states such that it is sufficient to explore one representative state in each
group. However, the process of identification of symmetric states, commonly



Role-Based Symmetry Reduction of F'T Distributed Protocols 149

called symmetry detection, is a complex task. Automatic detection of symmetries
in a model in order to produce a smaller, symmetry-reduced model is at least
as complex as exploring the original model. It is therefore up to the designer to
identify symmetries and express them in a language supporting symmetry reduc-
tion like SS [I0]. FTDP identifies symmetries from the pseudocode of the system
by leveraging roles. Roles are independent processes which partition the oper-
ations executed by the nodes participating in the protocol. They are explicitly
defined, for example, in the Paxos protocol (leaders, acceptors and learners) [11]
and in the OM protocol (commander and lieutenants) [I5]. Implicit roles can be
commonly identified in many distributed protocols (e.g., [TI6II]]). In our exper-
imental evaluations we show that role-based symmetry reduction of distributed
algorithms is very efficient as it can reach almost optimal state reduction for
the detected symmetries. We also show that a role-based approach can be ex-
ponentially more efficient in the number of roles than the common, simplistic
symmetry detection approach which considers nodes as the symmetric unit in
the system [T0U8].

Our overall verification approach is depicted in Figure[ll The system designer
writes a protocol’s pseudocode using the FTDP language. By doing this, it also
selects the appropriate system and fault model. FTDP is then automatically
translated to the language SS. SS is general and comes with a precise proof of
the correctness of symmetry detection. During the translation, FTDP uses roles
to specify the symmetries of the system. The SS model of the protocol is then
given as an input to a symmetry reduction model checker, which automatically
explores the system state and verifies the properties.

In order to show the viability of the approach, we present the FTDP models
of the Paxos and Oral Messages (OM) protocols. Both are fundamental consen-
sus protocols which representatively show how FTDP can be used over different
system models (asynchronous vs. synchronous) and over different fault models
(crash vs. Byzantine). These protocols also demonstrate how roles are com-
monly used in distributed algorithms. Experimental verification shows that our
approach can reduce the size of the state space of multiple orders of magnitude
over non-symmetric models as well as over node-based symmetry reductions.

A Motivating Example. We give the intuition of the proposed approach
through the example of a simple reliable storage protocol. The protocol oper-
ations here, of different phases of information exchange and consequent deci-
sion/termination steps, are representative of a broad class of distributed FT
protocols. This protocol implements a regular read/write storage (RS) assuming
that only a strict minority of all processes can crash [I7]. Channels are authenti-
cated, i.e., a receiver process can identify the sender of the message. A message
can be lost, duplicated or delayed but it cannot be forged. An RS is implemented
on top of read/write registers each of them located on a different physical node.
RS defines two roles, a single writer and n readers that can write/read to/from
the RS respectively. Being a fault-tolerant solution, processes should be able to
access the RS even if some registers are unaccessible. Figure [2(a) sketches how
the protocol works if n = 4 in a setting where the registers are located on the
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nodelD: symmetric node [4];

node: array [nodelID] of record
// state variables of a writer
// state variables of a reader

writerID: symmetric role [1];
readerID: symmetric role [4];

writer: array [writerID] of record
// state variables of a writer

reader: array [readerID] of record
// state variables of a reader

%\ ACKf f A&%\ Ru

Reader 3 @ node 3 \
Reader 4 @ node 4

... /1 protocol operations

... // protocol operations

(a) (b) (c)
_Role-based symmetries
. Node-based symmetries

(write(v) @ node 1 completed, (write(v) @ node 1 completed,
read(v) @ node 2 issued, i read(v) @ node 2 issued, i
Node 3 has (v,t) and missed REQ, i Node 1 has (v,f) and missed REQ, ~ !
Node 4 has (vt) and received REQ, ) i Node 3 has (vt) and received REQ,)
Node 1 has (v,f) and received REQ,

read(v) @ node 2 completed)

(d)

(write(v) @ node 1 completed,

read(v) @ node 2 issued,

Node 4 has (v,f) and missed REQ,

Node 3 has (v,t) and received REQ,
i i Node 1 has (vt) and received REQ,
“.._read(v) @ node 2 completed)

Node 4 has (v,t) and received REQ,
read(v) @ node 2 completed)

Fig. 2. (a) Example of the regular read/write storage protocol. (b-¢) Outline of the
pseudocode of the same protocol using the usual node-based and the proposed role-
based symmetries resp. (d) The benefit of the role-based approach: the node-based
approach cannot detect that global state s is symmetric with global states s and s’.

same physical nodes as the readers and where the writer and one reader are
located on the same node. The writer can write a value v into RS by invoking
write(v). This operation consists of requesting every register to update its value
to v together with the writer’s latest timestamp (¢). The write completes if any
majority of the registers have sent an acknowledgement. Even though reader 2
does not have v locally, it can use the RS protocol to obtain the value by invok-
ing a read operation. The reader first requests every register to report the value
with the latest timestamp, waits for a reply from a majority of all registers and
returns the value with the largest timestamp among the replies. MC must verify
that the RS is regular, i.e., a read always returns a value v that was actually
written and v is not older than the value written by the last preceding write[]

Figure 2I(b) shows the template of the pseudocode specification of the RS
protocol used to detect node-based symmetries by construction. The designer
specifies that the system consists of nodes, each of them able to host a writer
and a reader. Nodes are declared to be symmetric, i.e., their local states are
interchangeable. Symmetry violations are prevented in the specification language
by disallowing the definition of symmetry-breaking operations. The global state
of the system at each instant of time is given by an array storing the local state
of each node of the system.

Figure 2l(c), on the other hand, depicts the pseudocode-template of the same
protocol with the ability of detecting role-based symmetries (like in FTDP).
Every role, writer and reader, is defined to be symmetric. There is one writer
process and four reader processes. The assignment of processes to physical nodes
needs not be modeled because the properties of RS does not specify nodes. The

1 An operation op; precedes ops if op1 completes before ops is invoked.
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global state of the system is the set of arrays, each of them belonging to a
role, storing the local state of each role instance. The benefit of the role-based
approach is demonstrated by an example in Figure Bl(d). Three global states
s,s" and s” are shown which only differ regarding which node has missed a
read request. All these global states are symmetric because each of them can be
obtained from another by permuting the IDs of the readers. However, the node-
based approach cannot detect that s’ is symmetric with s and s’ because the
model has to remember that reader 1, which is the only one hosted on the same
node as the writer, has received the read request. Therefore, the model checker
explores two states (s or s and s”) in the node-based model. In contrast, it
suffices to explore a single state (arbitrarily selected among s, s and s”) in the
role-based model.

Related Work. A recent survey of general applications and tools for symmetry
reduction is [I6]. Our work is related to symmetry detection and to approaches
that are specific to automated formal veri